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Abstract

Medication errors are among the most significant risks facing the pharmaceutical
industry. These errors can result from various issues such as a heavy workload, the
misinterpretation of a prescriber’s handwriting, or dispensing the wrong medication to
the wrong patient. Hence, many countries have implemented e-prescription systems
trying to reduce medication errors. In addition, researchers have proposed several
mobile apps that use near-field communication (NFC) to manage patients’ medica-
tion intake instructions and remind patients about intake times. We conducted a
comparative review involving eight countries implementing e-prescription systems.
One of the challenges and limitations of the reviewed systems is the availability of
medication histories to the parties involved in the system. Moreover, the clinical
decision support (CDS) systems are not part of the e-prescription system, and they
do not provide quality, valuable alerts that would help avoid potential harm from the
prescribed medication.

The objective of the thesis is to develop a framework for an e-prescription system
that aims to enhance the security, privacy, availability, and reliability of the ePre-
scription information while prescribing and dispensing medication. Therefore, the
framework benefits from the characteristics, features, and advantages of the technolo-
gies blockchain, Machine Learning (ML), Near Field Communication (NFC).

The framework will use blockchain technology to make the patient’s information
secure, private, and available to the involved parties. Moreover, to enhance medica-
tion safety, we proposed using machine learning (ML) to detects any serious outcome
caused by anomalies in the e-prescription before submitting it. Finally, using a mo-
bile application enabled with NFC technology to transfer the patient’s token Id to the
pharmacy management system will verify the patient’s identity and control the access
to the patients’ ePrescription information. The application will help to manage and
display the ePrescription information when needed to the patients. We developed a
proof-of-concept and evaluated the reliability and performance of the blockchain and
ML modules. Further, we conducted a user study of the NFC mobile application
to evaluate its usability. Lastly, we conducted a survey study to understand bet-
ter the strengths and shortcomings of the proposed features in the framework (i.e.
blockchain and ML). The results are promising that the framework might help mit-
igate medication errors at different levels, starting from prescribing until dispensing
the medications to the patients.
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Chapter 1

Introduction

1.1 Overview of Medication Errors

In 2016, a tragic incident [18] led to the death of an eight-year-old boy. The boy’s

parents gave him what they thought was his sleep medication; however, the medica-

tion was not what the doctor had prescribed. The pharmacist gave them Baclofen,

a muscle relaxant. The coroner found that the high dosage of Baclofen administered

was fatal for a boy of that age. Moreover, according to [3], the insurance group CAN

and the Healthcare Providers Organization (HPSO) in their analysis of ten years of

claims data. They reported that 75.3% of closed claims are because of either a wrong

dose or the wrong drug. Moreover, from the already-closed claims, injuries resulted

from 13.6% of these overdoses, and 11.7% of these led to death [3, 4]. See figure

1.1. Moreover, a descriptive analysis study of the quality-related events reported by

community pharmacies in Nova Scotia constructed by [19]. According to their study,

which reports between 2010-2017, they define the quality-related events as medica-

tion errors (e.g., wrong drug, dose, or incorrect instructions)that either reached the

patient or were prevented before dispensing. In the study, they analyzed nearly 130

thousand reported events; almost 98 thousand were quality-related events. Out of the

98 thousand, 0.95%(i.e., equals to 928 events) were events that patients got harmed.

In 1999 the Institute of Medicine (IOM) stated that almost 45,000- 98,000 deaths

in the United States (US) were medical errors [20]. Furthermore, a more recent study

[21] estimated medical errors would be the death cause of almost 251,000 each year

in the US. Medical errors are the third leading cause of death in the US after heart

disease, and cancer [21]; also, medication errors are the third leading cause of death

in Canada after heart disease and cancer [22–24]. According to the 2007 report from

the Canadian Institute for Health Information, in the past two years, 1 of 10 patients

was given the wrong medication, or the wrong dose [25].

A systematic review of the studies about prescribing errors published between

1
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1985 to October 2007 was conducted by [26] to investigate the prevalence rate and

nature of prescribing errors in hospital inpatients. Most of the reviewed studies

were conducted in the US and Uk. The authors found that prescription errors occur

commonly, which cause almost 50% hospital admission. In addition, a Commonwealth

survey study [27] that surveyed 700-750 patients in Australia, New Zealand, and

Canada and approximately 1500 adults in the US, UK, and Germany. Found almost

30% of Canadian patients reported medical, medication and/or laboratory errors.

By comparison, only 22% of UK patients reported errors. Moreover, The study

found the errors increased when more physicians were involved from 15% to 40%.

Therefore, several Information Technology (IT) systems are designed to help minimize

medication errors, (i.e. the most common type of medical errors) [28].

However, medication errors also occur in the community and commercial pharma-

cies. A descriptive analysis study of the quality-related events reported by community

pharmacies in Nova Scotia, Canada, between 2010-2017 defines the quality-related

events as medication errors that either reached the patient or medication errors pre-

vented before dispensing. The authors define medication errors as a wrong drug,

dose, or incorrect instructions [19]. In the study, they analyzed nearly 130 thou-

sand reported events; almost 98 thousand were quality-related events. Out of the 98

thousand, 0.95%(i.e., equals to 928 events) were events that patients got harmed [19].

1.2 Solutions to Overcome the Medication Errors

Therefore, to address the above issues, the authors in [1] introduced ten strategies.

These strategies mainly focused on minimizing medication dispensing errors but did

not reduce the time required to prepare a prescription, affecting the provided ser-

vice’s quality. Also, one of the strategies suggests adding more staff to reduce the

increased work rate, increasing pharmacy costs. To elaborate further, dispensing the

wrong medication or taking the wrong dosage might be caused by many reasons.

However, most errors are related to pharmacies’ work strategies, such as using paper

prescriptions. Paper prescriptions have many flaws, such as difficulties in reading the

handwriting of a prescriber. This issue may cause dispensing the wrong medication

or giving incorrect instructions on medication intake.
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According to [29], patient identity confirmation is needed to dispense the medi-

cation. However, they did not specify any methods of confirming the identity of the

patient. The common practice verifies the patient by home address and name verbally

to the authors’ best knowledge. This practice will raise security and privacy issues

where any person (i.e. knows address and name) could pick up the medication. Also,

sharing an address and a name verbally and publicly could raise security and privacy

matters.

A critical factor in improving the quality of the service provided by drugstores is to

make the process of dispensing medication efficient, accurate, and effortless. There-

fore, automating getting prescriptions and dispensing medications will help minimize

the risk caused by receiving the wrong medication or the wrong dose. The Internet of

Things (IoT) is described as various devices and systems in where they connect and

exchange information by using many wireless and wired network technologies. One of

the wireless network technologies used in the IoT is known as Near Field Communi-

cation (NFC) technology and is available on smartphones. This technology has been

used to open several opportunities to optimize services’ quality, such as tap-to-pay

Figure 1.1: Shows the percentage of the closed claims related to medication dispensing
errors [3, 4]
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services. Also, various fields (e.g. healthcare, access control) use NFC to gather and

transmit information securely.

1.3 Research Gap

According to [29], patient identity confirmation is needed when dispensing medication.

However, they did not specify any methods for confirming the identity of a patient.

The most common practice is to verify patients using their home address and name

to the best of our knowledge. This practice raises security and privacy issues, as

anyone (i.e., someone who knows the patient’s address and name) could pick up the

medication. Also, stating a patient’s address and name in public could implicate the

individual in other matters.

A critical factor in improving the quality of the services provided by drugstores is

to make the process of dispensing medication efficient, accurate, and effortless. There-

fore, automating getting prescriptions and dispensing medications will help minimize

the risk caused by receiving the wrong medication or the wrong dose. The IoT of-

fers the ability to exchange information securely and efficiently by using wireless and

wired network technologies. Such technology is known as NFC technology and is

available on smartphones. This technology has been used to create several opportu-

nities to optimize services such as tap-to-pay services. Also, a variety of fields (e.g.,

healthcare, access control) use NFC to gather and transmit information securely.

Thus, we propose a secure system to optimize the medication dispensing process

by benefiting from the technologies because of their advantages to reduce medication

errors at multiple levels during the prescribing and dispensing process. Although

the framework aims to reduce medication errors, the despising and prescribing of the

medication process involve several steps that might cause errors. The framework does

not solve nor reduce the errors that occur during the whole process. Although the

framework aims to reduce medication errors, the dispensing and prescribing of the

medication process involve several steps that might cause errors. The framework does

not solve nor reduce the errors that occur during the whole process. The framework

focuses at the prescriber’s office on the submission process and detecting any serious

outcome caused by anomalies in the prescription. At the pharmacy, the framework

focus relies on receiving the e-prescription, verifying the prescriber and the patient,
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and finally, handing the patient the medication at the end of the dispensing process.

Through this thesis, we will be using the terms the prescribing and dispensing process

as explained above.

The framework introduces a more reliable and secure method to confirm the pa-

tient’s identity and reduce dispensing errors. We use NFC technology in smartphones

to securely transfer information (e.g., insurance ID numbers, prescription IDs) be-

tween the patient’s smartphone app and the pharmacy. We used NFC because of

its proximity requirements since the user has to be within 4 cm from the reader to

transfer information, thus ensuring the user’s physical presence. We also use NFC

technology to able the pharmacists to check the prescribed medication before hand-

ing the medication to the patient at the final stage of the dispensing process to avoid

dispensing the wrong medication to the wrong patient. In addition, we use biometric

information (i.e., fingerprints) to grant the patient access to the application services.

Then, the patient will be able to transfer the needed information to the pharmacy

using NFC technology during the medication dispensing process. However, in the

final framework design, the patient provides a token Id, which can be used in a future

design with different methods not specific to NFC. Different sharing methods will

help other users who can not use NFC or can not pick up the medications.

Furthermore, we use the blockchain to securely manage the process of sharing

patient medication and prescription information and control access to preserve the

confidentiality of patient information. Blockchain will allow us to ensure that only the

participants can access the information in the chain. Lastly, we use machine learning

algorithms to give the prescriber alerts during the prescribing process to ensure no

errors are made from drug interactions or drug suitability to the patient’s health

condition. Therefore, enhancing patient safety and ensuring no harm is anticipated

to a patient during the prescribing process. Although the proposed system will not

prevent human errors, we believe it will mitigate medication dispensing errors. One

of these human errors might affect the efficiency of the framework is if the prescriber

ignores the alerts from the machine learning algorithm. Also, because the framework

does not cover the whole dispensing process at the pharmacy, another human error is

if the pharmacists filled the wrong medication in the bottle or compound the wrong

medications.
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1.4 Report Organization

The organization of the report is as follows. In chapter 2, we explore and discuss

the recent literature regarding the use of NFC technology in health care systems

and the current systems for e-prescribing technology. Furthermore, we will discuss

the ePrescription systems that use blockchain technology and machine learning tech-

niques. Chapter 3 we explore the comparative review we conducted on countries that

implemented ePrescription systems. Chapter 4 will discuss the previous framework.

Chapter 5 discuss the usability study of mobile application in the previous framework

and the study results. Chapter 6 will discuss

. Last, in chapter 7, we will discuss the proposed application analyses and the

system’s proposed security and the prescribing method features. Finally, we will con-

clude this report in chapter 11 and discuss future work associated with this research.



Chapter 2

Background and Literature Review

This section will explore the proposed systems in healthcare or medication-related

services that use NFC technology or mobile apps. Some proposed systems also use

both NFC and mobile apps. We also explored some of the current systems and services

that use the e-prescription approach.

2.1 NFC technology

NFC is a wireless communication technology is used to exchange data within the

distance of less than 4 Centimetre (cm) [30, 31]. Moreover, NFC uses the frequency

of 13.56 Megahertz (MHz) to transfer the data [32]. NFC comes in several forms. The

first, is an NFC reader or NFC chip (e.g. a card, or bracelet). The NFC chip can store

a small amount of data, such as a unique identification (ID) (e.g. Social Insurance

Number). Third, which is most commonly used these days, is the NFC-enabled

smartphone, where the smartphone can act as an NFC reader and an NFC card (i.e.

Host Card Emulation (HCE) mode)[33, 34]. One advantage of using smartphones

over chips is the larger amount of storage and resources available, which allow the

NFC card to perform more complicated processes [32].

2.1.1 NFC Security Threats

NFC inherits many similarities from Radio-frequency identification (RFID). There-

fore, NFC is vulnerable to the same security threats as RFID, such as relay attack.

In this type of attack, the aim is to authenticate the rogue device to the NFC reader.

The attack will start to initiate communication with the user device using the NFC

reader and will challenge it to authenticate itself for the transaction. Once the user

device gives the credentials, the attacker NFC-reader will transfer the information to

another device controlled by the attacker. The second device will act as the victim’s

NFC device. In this step, the attacker will provide the authentication information to

7
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the legitimate NFC reader to gain access to the services provided by that NFC reader

[35, 36]. See Figure 2.1.

Figure 2.1: Relay attack process on NFC

2.2 NFC systems and mobile apps systems for health care

Healthcare services is a vast research area to be covered. Therefore, we will only

mention the most recent relevant proposed systems to our application.

The German electronic health card is an example of health- care systems that

support the NFC cards. The developers of that card designed a centralized technical

structure, where healthcare providers, such as pharmacies, hospitals, and healthcare

centers. It can connect to the health insurance company with centralized services.

This structure allows communication between various healthcare field stakeholders to

provide better service to the patient [37].

The use of mobile apps and NFC in healthcare has been the primary interest of

many researchers. According to [38], there is an app to make ultrasound available

through smartphones. The app called Mobisante [39] is developed to provide doctors

with a portable ultrasound device using their smartphones. The app also offers a lower

cost and ease of use for this industry. The app works with an ultrasonic transducer

connected to the smartphone through a USB port.

Health monitoring apps aim to provide an increasing number of patient health

monitoring services. These apps monitor different vital signs, such as heart rate, blood

pressure, and others. An example of this type of apps is what AirStrip Technologies

[40] has developed. They developed three apps to collect patient information during
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hospitalization and help doctors and healthcare professionals offer better healthcare

services. Moreover, the app has a real-time data transmission feature. This feature

will help the physicians analyze the data on their mobile apps. They will then act

upon that real-time feed [38, 40].

In [41], the authors proposed a health care monitoring system. Their system aims

to collect information about the patient’s vital signs. One of the system’s features is

monitoring the patient’s status and sending emergency alerts to the doctor’s device.

In [42], the authors developed an application for monitoring Alzheimer patients’

activities in health centres and homes. The application will provide an efficient way

for caregivers to manage data and enhance the quality of service they provide to

patients [43].

2.3 NFC systems and mobile apps systems for health care

(medication-related services)

In this section, we will review related work focusing on medication management apps.

Medication management refers to either organizing medication for patients or detect-

ing medication interactions.

S.Fan et al. proposed a mobile app called the HealthPal [5]. This app aims to

help elderly individuals by reminding them about and managing their health tasks,

such as doctor appointments, exercise times, taking blood pressure, pulse rates, and

medication intake times. Reminders use audio and visual alerts. The app will prevent

patients from forgetting their medication time and type. Moreover, visual alerts will

help patients avoid mixing or taking the wrong medication.

In [6, 7], the authors presented Wedjat, a mobile app that helps patients remember

medication intake instructions. Wedjat also keeps the patient’s intake records, and

updates a user database or a personal health records system [8]. In [44], the authors

describe the possibilities of utilizing NFC technology in smartphones to help elderly

individuals with vision impairment manage their medication. The authors proposed

two scenarios of medication management and organization. In the first scenario, a

pharmacist will attach an NFC tag to the medication packaging, containing infor-

mation about that medication. Then, the user will have to touch the tag with their

smartphone to enable the NFC reader mode in the application. An audio interface
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Figure 2.2: HealthPal application interfaces [5]

Figure 2.3: Wedjat application interfaces [6, 7]
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will convert the information so that the user can listen to information about that

medication. In the second scenario, the application will manage the medication in-

take instructions. A home care service provider operates a back-end system to store

the intake instructions. The home care service provider will also provide an NFC tag

for the medication with the intake schedule information, such as required doses and

medication intake times. The NFC tag will be attached to the medication packaging

with all the required above information [8].

Figure 2.4: SapoMed application interface [8]

Silva et al. presented SapoMed, a mobile application designed for medication

management and monitoring. The focus of their work is to prevent medication intake

errors by tracking and managing all prescribed medication. The user has two options

to input the medication and intake information: inputting the information manually

or scanning the medication barcode. For the second choice, the application will obtain

the required information from a web server. The web server will store all medication
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information and past intake information in a medication database [8].

Most medication-related applications are management applications such as [45].

This application helps to remind elderly patients to take their prescriptions at the

correct times. The application will also provide information for the doctors to help

them monitor whether their patients are taking their prescriptions.

SemTag [46] is an application that uses NFC to facilitate access to medical emer-

gency information securely. An NFC tag will contain the necessary emergency infor-

mation of a patient. The tag will be placed in a high, visible place in the patient’s

home for the caregivers. Once an emergency occurs, the caregivers will scan the tag to

gain basic emergency information about the patient from the servers using a unique

ID stored in the tag. Jara et al. [47, 48] use NFC in pharmaceutical Information

System (PIS) to ensure that the nurse will give the right medication to the right

patient. The nurse will need to scan the patient’s tag using NFC, and the server will

check for drug interactions in the patient’s historical records.

2.4 Blockchain

2.4.1 Overview

Blockchain is a decentralized network that includes a distributed chain of blocks. The

blockchain network is a peer-2-peer network. Each block in the chain includes infor-

mation about a transaction in the chain. All transactions are recorded in the blocks.

These blocks are linked to each other by storing a hash value to the previous block

data. The user verifies the block by calculating the hash value and matching it with

other blocks’ hash in the network. If the verification process is successful, then the

new block will be added. One of the well-known examples of blockchain is the Bitcoin

network. Bitcoin is a finance network used to organize and monitor the participating

peers’ financial transactions [9]. Figure 2.5 shows the blockchain architecture. The

blockchain network in its distributed architecture ensures the privacy of transaction

information and the ability to share the blocks in the network securely [49–51].
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Figure 2.5: blockchain architecture [9]

2.4.2 Blockchain Uses In e-Prescription and Medication Management

System

Many researchers have proposed the use of a blockchain network in the healthcare

sector. We will explore some of the proposals in this section.

The authors in [50] proposed the use of blockchain to manage and secure a patient’s

health data gathered from wearable devices. They proposed a framework with two

blockchain networks: personal health care (PHC) and external record management

(EMR). The patient will control the PHC blockchain network, and it will manage

and maintain the health data generated by wearable devices. Moreover, the PHC

network will store data in an external cloud database to facilitate sharing a patient’s

health data with the doctor. Meanwhile, the EMR blockchain network will manage

the patient’s health data while visiting a healthcare centre. The EMR network is

controlled and managed by the healthcare centres. Insurance companies will have

access to patient data on the EMR network. Lastly, the authors proposed using a

machine learning module to detect any severe outcome caused by anomalies in the

patient health data generated by the patient.

In [49], the authors develop a cryptocurrency called RxCoin to be used to prescribe

a medication using the principles of blockchain electronically. The authors developed

a proof of concept of their system to demonstrate the blockchain principles using the

proposed RxCoin. Furthermore, they used the smart contracts concept to create the

prescription and store it to trace the blockchain’s medication transaction histories.
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In their paper, they explain the process of creating RxCoin during the prescribing

process. The prescriber will issue a new prescription, thus creating a new RxCoin.

This coin will later be transferred to the pharmacist to start the process of filling the

prescription. Then, the pharmacist will create a new transaction with that RxCoin,

informing the system that the prescription was filled. Creating and transferring the

RxCoin will issue a transaction for each process. The blockchain will store the trans-

actions, and after each process (i.e. creating and transferring the RxCoin), the system

will announce the new stored transaction. The authors believe the use of blockchain

could help deal with the opioid crisis in the US [49, 52, 53].

Another proposed system was introduced by [51]. It is called the decentralized

medication management system (DMMS). The system aims to improve patient med-

ication histories’ security and privacy while sharing and transferring data between

healthcare centers. The system utilizes a blockchain network to achieve the men-

tioned goals. In this system, the prescription is encrypted with the patient public

key after the prescriber issues it. The patient will have full access to the medication

history across the health care centres and will be able to decrypt it using their private

key. Moreover, the prescriber can view the medication history from other healthcare

centers with the patient’s approval.

MedRec is an MIT research project that aims to utilize the Ethereum blockchain

as a solution for managing Electronic Health Record (EHR) and giving the patient

agency over their medical record. The authors believe that MedRec will address

fragmented medical data, slow access to medical data, system interoperability, and

patient agency over their data. They believe it will improve the quality and quantity

of data for medical research. MedRec will handle authentication, confidentiality, and

accountability when sharing sensitive medical information. MedRec uses a smart

contract to trace the patient’s health record shared in the network to achieve the

system’s goals. Finally, MedRec gives the patient full access to their health record

history. Furthermore, MedRec allows the patient to store their medical record at

their local database (e.g. local PC or mobile phone) [49, 54]. Relying heavily on the

patient to manage their health record might make data vulnerable to privacy breaches

at the patient end.

Similarly, Health Nexus is developing a blockchain network based on Ethereum.
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They aim to solve the same issues faced by MedRec except for the patient agency.

Health Nexus focuses on providing a secure method for sharing health information

between health care providers [49, 55].

As can be seen, most of the proposed blockchain networks focus on transferring

patient information securely and preserving their data privacy. Moreover, only one

proposal suggests giving the patient control over their medical information. As men-

tioned above, the patient agency might lead to privacy breaches at the patient end

since they will store their private key to decrypt the block on their local device.

Moreover, the other proposals will allow pharmacists to create a new transaction

stating that the prescription filling process has finished. Thus, this process might

create the opportunity to misuse the prescribed medication. Furthermore, this sys-

tem does not confirm that the patient has received the medication. Therefore, the

blockchain network must have a confirmation stage that can be issued from the pa-

tient end. Moreover, confirmation of the validity of that prescription can be done by

other participants in the network.

2.5 Machine Learning

2.5.1 Overview

Machine learning algorithms are used broadly in various healthcare systems as a

decision-supporting application. These applications help improve the service quality

of care provided to the patients. Moreover, the applications benefit from the data

collected in healthcare centres. Therefore, both preparing data for processing and

the collected data quality have a significant role in driving quality results that help

improve the decision-making process. Nowadays, most of the data collected are pro-

cessed in different healthcare applications to deliver good services. The following are

examples of machine learning uses in the healthcare sector in general and prescribing

medication in particular.
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2.5.2 Machine Learning Uses In e-Prescription and Medication

Management System

In [56] the authors propose to find any non-medical use of drugs by applying an

unsupervised machine learning algorithm on Twitter data. The authors collected 11

million tweets using the names of three commonly abused opioid drugs as filters. They

then applied an unsupervised machine learning algorithm to find themes of abusing

the mentioned drugs. The machine learning model they used was called a biterm

topic model (BTM) [57], which was proposed to detect patterns in short texts like

tweets. The authors found 2.3 million tweets that had one of the extracted patterns

from the used model.

The authors in [58] proposed the use of machine learning to predict antibiotics that

could be used to treat urinary tract infections (UTIs). The ML algorithm measures

the antibiotic’s resistance level based on the patient’s clinical history. They used

data on more than 700,000 UTIs from almost 315,000 patients. They divided the

data into two sets for training and testing the developed ML model. They found that

the accuracy of the model is 95%, which is higher than the accuracy of prescribing

antibiotics by physicians, which is 91% [58, 59].

Another study [60] developed an outlier CDS system based on ML to predict

any medication prescribing errors for inpatient settings. The proposed system was

integrated into an existing EHR system for a healthcare centre. The system aims

to detect prescriptions that are outliers based on the patient’s health condition. An

example of these outliers is when a medication is never or rarely prescribed to a patient

with a specific condition (e.g. a birth control drug being prescribed to a baby.) The

system collected and analyzed data on prescribed medications for 16 months. More

specifically, it recorded all the drug alerts in real-time for all the drugs prescribed

by physicians. Then, the alerts were assessed for accuracy, validity, and usefulness.

The authors found that their system generated a low rate of alerts for 0.4% of all the

prescribed drugs, which is not a high burden for physicians. Out of all the generated

alerts, only 80% were accurate and clinically useful alerts.



Chapter 3

E-prescription Systems Jurisdiction Comparison Review

3.1 Materials and Method

In this review, we investigate e-Prescription systems using a jurisdiction comparison

method. We will discuss the systems that are implemented and outline their features.

We selected the countries with an ePrescription system from each content. The

selection process of countries was as follows:

1 We choose the leading countries that have deployed e-Prescription systems from

each continent. In Europe, many countries have adopted the digital health

approach in the past decade. However, few considered the leading countries

that fully implemented the ePrescription system. This approach is part of

the national electronic-health strategy in the European Union (EU) countries

[61, 62]. Moreover, we explored the other content to select the countries.

2 In the second stage, we considered the availability of the ePrescription system

to community pharmacies and whether the system is nationwide or statewide

in the selection process. We excluded e-Prescription implemented only within

hospitals.

3 At this stage, a key factor in our selection process is the security and privacy

protocols. We compared the e-Prescription systems from a technical and secu-

rity aspect.

4 Finally, the countries that resulted from the selection process were four EU

countries (UK, Spain, Sweden, and Denmark), two North American countries

(US and Canada), Australia, and Japan.

We based the data collection process on the main components of the ePrescription

system model [63–66]. The collected data from the countries included:

17
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• The ePrescription system architecture components. Such components are the

architecture type (i.e. centralized or decentralized system), prescription database,

medication database, medication history database, clinical decision support

(CDS) features, issuing a paper prescription, electronic prescribing types, med-

ical records, and ePrescription for controlled medicine.

• The systems security and privacy protocols in place such as using HL7 protocol,

patient consent, and patient’s identity verification. Also, the system compo-

nents identifiers (Pharmacy ID, Prescriber ID, Medication ID, Prescription ID,

and Patient ID).

• The process of ePrescription system (the ePrescription information availability

to the involved parties, the availability of Drug-Drug Interactions (DDI) infor-

mation based on the patient health record, storing the ePrescription information

for future uses, and the electronic transfer of the prescription to a pharmacy)

This review was retrieved by searching for keywords or/and a combination of

keywords from the search engines Google, Google Scholar, PubMed, IEEE, ACM,

Dalhousie University library electronic resources, and official digital health websites

of the selected countries. The keywords used for the search are "Eprescription",

"e-prescription", "electronic prescription", "e-Rx", "eDispensing", or "electronic dis-

pensing" with the name of each of the selected countries. Then, we examined all the

retrieved papers and related documents. Besides, we compared all the retrieved data

with the official website of the systems used in this review to remove any outdated

or false information. Finally, we compared the systems’ countries and the data. We

present the results using comparative tables.

3.2 e-Prescription systems

3.2.1 PrescribeIT: Canada’s e-Prescription System

PrescribeIT is a government-established system for e-Prescriptions service. The sys-

tem has been partially implemented in some of the provinces and fully in others. The

system aims to expand across the nation in all the provinces shortly. A workshop [10]

was conducted in 2016 with several prescribers and pharmacists to explore issues in
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the paper prescription system. Therefore, the system’s main purpose is to act as a

medium to transfer and exchange prescription information between prescribers and

pharmacists. According to [67], the following are the main requirements that resulted

from the study for PrescribeIT:

• Secure communication between the pharmacy and the prescriber.

• Effective Drug Information System (DIS) to detect drug interactions for both

the pharmacy and prescriber.

• Integration with an Electronic Medical Record (EMR) management system.

• e-Prescription status and alert to the prescriber.

• Security and privacy in accessing patient information.

PrescribeIT defines e-Prescription as the process of transmitting a prescription

between a prescriber and a pharmacy with the condition of not affecting the clinical

workflow [10]. Therefore, PrescribeIT’s primary focus is to enable transmitting e-

Prescriptions securely between the involved parties. Besides, PrescribeIT met the

requirements by integrating the system with existing health care systems (e.g. DISs,

and EMR) available in care provider software [68].

The system will encrypt and send the prescription information from a prescriber

to a patient’s pharmacy of choice. Moreover, in terms of security, the system provides

access control. Figure 3.1 illustrates the architecture of the system. PrescribeIT aims

to connect the involved parties by enabling them to exchange prescription information.

The system will not replace the current management system in the pharmacies or the

prescriber’s office. Instead, the system helps monitor the prescription by storing the

prescription information of a patient. Figure 3.2 shows the complete architecture and

features to be deployed in the future.

Patients’ Data Security and Privacy Besides the system is encrypting the

patients’ prescriptions information while transferring between systems, the user of

PrescribeIT (i.e. a prescriber or a pharmacist) must use multi-factor authentication

to access the patient’s prescription information. The system uses an access control

process to grant and revoke accounts on the system. The user is required to use
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Figure 3.1: PrescribeIT overall structure [Used with the permission of Canada Health
Infoway [10]].

password authentication to access the assigned levels in the system. Moreover, for

security, all transactions in the system are logged and audited [69, 70].

3.2.2 Surescripts: Private e-Prescription System in the US

Surescripts is an e-Prescription network where the stakeholders in the system can

communicate and exchange data. Surescripts is a decentralized e-Prescription net-

work. The parties in the network can communicate with each other using peer-to-peer

communication [71]. Surescripts provides the prescriber with the patient’s medica-

tion history and formulary and benefit information from participating insurers and

pharmacy benefit managers (PBMs) [72–74]. Figure 3.3 illustrate the key features of

the Surescripts system.

Patients’ Data Security and Privacy Surescripts manages the security and

privacy of the patient data based on the provided service. Benefit optimization is one

of the services that Surescripts provides to caregivers. This service ensures that the

patient’s drug information is updated and accessible in real-time during patient visits.

Surescripts works with the pharmacy benefit managers and the health care payers

to acquire this information. Another service Surescripts provides is the medication

history. This service provides the caregivers with medication-related information

about the patient from the participating patient’s community pharmacies and health
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Figure 3.2: PrescribeIT future features[Used with the permission of Canada Health
Infoway [10]].

insurance companies. This service requires the patient’s consent to give the caregivers

access to their medication history information. Clinical history is another service

provided by Surescripts. In this service, the caregivers will request the previous

care location the patient has attended. The service will cover the location of the

past health record and the past prescribed and dispensed prescriptions. Surescripts

handles the caregiver request for the medical record from the discovered location

about the patient. Most importantly, the e-Prescription service allows the exchange

of the prescription electronically. The network allows the prescriber and the pharmacy

to exchange prescription information [11].

Electronic PA A prescriber asks for PA from a patient’s health insurance before

prescribing any medication. This requirement is the health insurance technique used

for minimizing the cost of covered medications. Besides, the insurance will not pay

any benefits for any medical care without Pre-approval. However, this is mostly the

case for more expensive medication. Several drugs are subject to PA. The following

is a list of the most frequent reasons why PA is required [75]:

• Brand medications that are available in a generic form

• Expensive medications

• Cosmetic medications

• Medications not usually covered by insurance companies
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Figure 3.3: Key features of the Surescripts system[11].

Obtaining PA used to be a challenging process. In the past, prescribers needed to

send the prescription to the pharmacy choice of the patient. Then, the pharmacist

would start to process the prescription and find out if the prescription needed a PA

usually through a phone call or by faxing a form. The patient would then be informed

using the available channels, usually by phone. Following that, the pharmacist would

start the PA approval process using phone calls or fax. This process would take days

or weeks to finish. Finally, after getting approval, the patient would be notified that

the prescription is ready to be picked up through a phone call. Besides, the increased

use of expensive drugs that require PA approval made the process more complicated

and time-consuming. The traditional process of obtaining PA eventually affected the

quality of service at the prescriber’s office. Finally, the prescriber’s office had to meet

all the different requirements from the insurance, based on the plan and the patient

[76]. The PA approval process sometimes would take several days. According to [76],

69% of the patients had to wait several days to get their medications approved by the

insurance company. Figure 3.4 illustrate the traditional process of PA.

Surescripts provides an ePA process. Using ePA simplifies the process and in-

creases the efficiency of getting the prescription from the pharmacy without delay.

During the e-prescribing process, the prescriber will start the process of obtaining
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Figure 3.4: Traditional PA [11].

Figure 3.5: Electronic PA in Surescripts [11].

ePA approval. The system will notify the prescriber if there is a PA requirement or

not. Then, the prescriber can select another medication option or send PA electroni-

cally using the EHR system. Following this, the system will transfer the prescription

to the pharmacy, where it will be ready to be picked up [76]. Figure 3.5 illustrate the

electronic PA process.

3.2.3 Australia’s e-Prescription System

The Australian Digital Health Agency defines electronic prescription as an Electronic

Transfer Prescription (ETP) service. The definition of ETP is transferring a prescrip-

tion securely between a prescriber and pharmacy. The pharmacies and prescribers

must use a Prescription Exchange Service (PES) system to communicate and ex-

change the prescription information securely. The PES system must be approved by

the Commonwealth and meet specified security and privacy standards. In Australia,

there are currently two PES systems: eRx Script Exchange and MediSecure. The
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involved parties (i.e. the pharmacy or the prescriber) may be connected to one or

more PES systems. According to the Australian Digital Health Agency, the prescriber

is responsible for registering their clinical practice with a PES. Also, the prescriber

must have software with the ability to send e-prescriptions. Moreover, the prescriber

is responsible for encryption key management. The e-Prescription must be encrypted

when transferred to the pharmacy’s PES. Moreover, both ETP and PES services

are essential components for keeping records of the prescriptions and dispensing his-

tory. Each patient has a health record in the MyHealth Record system to store all

the information generated by the parties in the health record. The patient can then

view the prescription information and dispensing information using their portal in the

MyHealth Record system. For that, the provider and the pharmacy must have the

patient’s consent to upload the information to the MyHealth Record system, and the

patient must have an active MyHealth Record account. The authorized healthcare

providers can view prescription and dispensing history through MyHealth Record

system [77][78]. Figure 3.6 illustrates the Australian eRx architecture.

Figure 3.6: Australia eRx Architecture [12]

eRx meets all the legal privacy requirements described in the Privacy Act 1988 in

Australia and the eAuthentication framework of the Australian government [12, 79].

According to eRx, all the prescription information is encrypted when transferred

through the system. eRx acts as an electronic mail carrier, and only the prescriber
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and the pharmacist can access the prescription information [12]. eRx can only un-

lock the first layer of the three-layer encryption. The first layer has just the header

information of the data package. This information is needed to send the right pre-

scription corresponding with a scanned barcode in the paper prescription. The header

information does not include any personal or medical information about the patient

[80].

MediSecure offers the same service as eRx in terms of being an electronic medium

used to transfer prescription information between the involved parties. Besides,

MediSecure offers the DrShop service, which is a real-time prescription monitoring

service. This service will provide the prescriber alerts if the prescribed medication

could lead to an addiction [81]. In terms of privacy, MediSecure follows the same

privacy methods as eRx [82]. However, MediSecure has a secure Script Vault where

they will keep the encrypted prescription until the pharmacy retrieves the informa-

tion [82]. Moreover, patient consent is required to send the prescription electronically

through MediSecure [83].

3.2.4 United Kingdom’s e-Prescription System

According to the health authorities in UK, the pharmacies process almost 1.5 million

prescriptions are every day, and they expect this rate to increase by 5% every year

[84]. 70% of those prescriptions are repeat prescriptions. Therefore, to provide more

efficient and accurate service, electronic prescriptions are necessary [84]. The Na-

tional Health Service (NHS) identifies that the most common users of the Electronic

Prescription Service (EPS) are patients who get repeat prescriptions and patients

who use one pharmacy to dispense all their prescriptions [13]. Furthermore, EPS is a

more efficient method to send prescriptions securely to pharmacies. The EPS is sent

through the NHS Spine system. Spine is a central system that allows the secure ex-

change of patients’ health and care information between care provider organizations

when needed [85, 86]. To participate in the EPS, patients must give their consent.

Figure 3.7 shows the EPS overview system [87]. The system uses smart-cards authen-

tication for the health care provider to access NHS Spine services such as EPS and the

patient’s Summary Care Record (SCR) [85, 86, 88, 89]. Spine has more than 800,000

smart-card users. Spine identifies the healthcare provider and their access levels for



26

patient information using these smart cards [88, 89]. The system also provides the

ability to choose the preferred pharmacy for the patient through the prescriber. This

step is called nomination, and a patient’s consent is required to participate in the

EPS service. Moreover, the patient has the right to request a paper prescription at

any time from the prescriber [13, 90, 91]. The system uses unique identifiers for the

prescription form. When the prescriber issues a prescription, the system creates three

identifiers: (1) the prescription form, (2) the short prescription form ID and (3) the

prescription line item UUID. Identifiers 1 and 3 will not be visible for the end-users

and only be used by the messaging protocol Health Level Seven International (HL7)

[92, 93]. Identifier number 3 will be visible to the end-users and printed, and barcode

in the paper prescription [91, 94]. NHS has allowed the use of EPS to prescribe a

selected list of controlled drugs as of March 25, 2019. For the controlled drugs not on

the selected list, the prescriber will need to use paper prescriptions [95].

Figure 3.7: UK e-Prescription service architecture [13].

3.2.5 Spain’s e-Prescription System

In Spain, the e-Prescription system’s primary goal is to ensure the patient’s safety

and improve the patient’s treatment care. According to the health authorities in

Spain, the system must include a list of possible medications that the participating

prescribers can prescribe. The medication list has a coding system for all the infor-

mation about every medication approved on the list. The list will help detect drug

interactions. Moreover, the system is connected to the patient’s electronic health
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Figure 3.8: Spain e-Prescription system architecture [Adapted from [14]].

record to help identify any other interactions or allergies to the prescribed medicine.

Besides, the prescription will be shared with any other prescriber treating the patient.

Furthermore, the active prescription will be accessible by all pharmacies in the coun-

try. The patients will be able to pick up their medications at any pharmacy in the

country or the surrounding countries using the eDispensation service, which is part

of the e-Prescription system. Finally, the system uses Systematized Nomenclature of

Medicine-Clinical Terms (SNOMED-CT) to code all the information in the system

[14, 96]. Figure 3.8 illustrates the Spanish ePrescribing system architecture.

3.2.6 Japan’s e-Prescription System

The current prescription dispensing process in Japan is still in paper form. Figure 3.9

shows the flow of the dispensing process. The prescriber issues the paper prescrip-

tion and delivers it to the patient. The patient then submits the prescription to the

pharmacy of their choice. Next, the pharmacy prepares the medication and dispenses

it to the patient. Finally, the pharmacy prepares the medication dispensing records.

In addition, patients in Japan have a notebook where they keep a sticker for each

dispensed medication. The pharmacy provides the stickers after dispensing. Some of

the pharmacies provide an app that acts as a medication history notebook. This note-

book acts as a medication database for each patient [15, 97, 98]. Even though Japan

uses a paper prescription format, the government has proposed electronic prescription
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system guidelines in 2016 [16, 99, 100].

Figure 3.9: Japan current prescription process steps translated from [15].

Figure 3.10 shows the flow, as described in the guidelines published in 2016. The

system proposes the use of a copy of the electronic prescription in paper form. The

electronic prescription paper contains the prescription ID with the prescription con-

tents. This version of the electronic prescription is carried by the patient and sub-

mitted by hand to the pharmacy. Two types of pharmacies can participate in this

system. The first type is a pharmacy that can handle electronic prescriptions using

the deployed management system to handle electronic prescriptions. The second type

of pharmacies can accept only the paper prescriptions [15, 16, 97].

In Japan, the Health Ministry later conducted multiple meetings with the involved

parties, namely, prescribers and pharmacies. The results of the meetings are that the

proposed system is more complex and requires the added cost of hiring more staff

to manage different system components. Therefore, as a result, they proposed more

simplified system guidelines. The system was supposed to be ready for use in late

2019 or early 2020 [15].

Figure 3.11 illustrates the newly proposed system where the patient gets an access

code from the prescriber. The prescription system issues this access code after the

prescriber submits prescription data. The patient has the choice of getting the access

code in a paper form or an electronic form sent to their Personal Health Record (PHR)

application. The system generates the access code using QR code technology. After
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the patient goes to the pharmacy to pick up the medication, the pharmacy scans the

QR code to get the prescription information from the prescription system in the cloud.

The pharmacy then starts the dispensing process. Finally, the pharmacy updates the

prescription system with the prescription dispensing data. Furthermore, the patient’s

PHR application will be updated with the dispensing information to keep it in the

electronic medication notebook [15, 97].

Figure 3.10: Japan e-Prescription system in the 2016 guidelines (translated) [16].

According to a news article [97], the Ministry of Health in Japan published its final

report on the e-Prescription system design study results in March 2019. The system

will connect the electronic medical record system with the pharmacies’ databases

using the HL7 standard Fast Healthcare Interoperability Resources (FHIR) [15, 93,

97, 101].

3.2.7 e-Prescription Overview in Sweden

Sweden’s health care computerization started in the 1970s when the National Cor-

poration of Swedish Pharmacies was the only pharmacy retailer in Sweden. They

distributed minicomputers to all the offices in Sweden with built-in software from the

Swedish branch of Data General. The pharmacies use the minicomputers to print

medication labels to simplify safety checks in the pharmacies and at the patient’s

home. In addition, the minicomputers played an important role in developing the
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Figure 3.11: Japan new e-Prescription system expected in 2020 (translated)[15].

national prescription database in the early years of e-health compared to other coun-

tries. In the 1980s, health authorities introduced patients’ smart cards to replace

paper prescriptions. The patient’s smart cards contain information about recently

prescribed medications. After the prescriber writes the information on the card, the

patient takes it to a pharmacy. Then, the pharmacist can access the information on

the card with the help of the supporting system. Furthermore, the patient can take

the card to any other prescriber, which holds their recent medication history. In the

prescription writing process, the prescriber uses the support system to access all the

information about medication from a national database generated from three sources:

• The product database was created and updated by the pharmacies.

• The medication database contains information about each medication, the rec-

ommended dose, and the side effects.

• The drug book contains information about diseases and the uses of medications

to treat certain diseases.

The smart card developers made the patient’s information only accessible by us-

ing the keys stored in the authorized caregiver card keys for access control. In the

late 1990s, the use of electronic health record systems in outpatient clinics increased
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Figure 3.12: Sweden e-Prescription system components [17].

by 90%. Therefore, interest in the electronic transfer of prescriptions has greatly

increased in recent decades. Sweden and Denmark were the world leaders in the

adoption of electronically transferring prescriptions using the Electronic Data Inter-

change For Administration Commerce and Transport (EDIFACT) message format. In

2001, they replaced the message format with the XML message format based on the

European pre-standard ENV 13607. In 2000, the National Corporation of Swedish

Pharmacies replaced changed transferring prescriptions between the prescriber and

pharmacies. Instead of using the patient’s smart card, they requested that the pre-

scribers transfer the prescriptions electronically to an e-Prescription repository. This

evolutionary transition was feasible because the National Corporation of Swedish

Pharmacies was the only pharmaceutical company in Sweden. In 2019, the Swedish

eHealth Agency changed the system framework by managing the e-Prescription repos-

itory. This change was due to the increased number of pharmacy chains, which has

led to an increased number of different systems at pharmacies [17, 102–105]. Figure

3.12 illustrates Sweden e-Prescription system components.

3.2.8 Denmark’s e-Prescription system

Like Sweden, Denmark is one of the world leaders in the deployment of eHealth for

the better care of patients [66, 96, 105]. In the 2000s, Denmark used an ongoing EHR

system accessible by all caregivers in public hospitals. According to [106], nearly

85% of Denmark’s population had health records in the EHR system by the year
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2011. The centralized EHR system provided a robust infrastructure for establishing

an e-Prescription system. Therefore, in 2002, Denmark introduced its e-Prescription

system nationwide. The Danish Medicines Agency manages the system, and the

system is responsible for managing and storing the electronic prescriptions issued by

a prescriber. The e-Prescriptions can then be accessed by the patient as well as by

prescribers and pharmacies. The e-Prescription records, when accessed by any of the

above parties, will provide an overview of all the prescribed medications [66, 96, 106].

3.3 Results

This section will compare e-Prescription systems regarding their overall system ar-

chitecture, privacy and security features, and medication history management.

3.3.1 Overall System Architecture

As we can see from Table 3.1, the systems are divided into two types, namely, cen-

tralized and distributed. First, in centralized systems, all the medical records are

stored in centralized servers controlled by a federal regulatory body. The central-

ized systems help make all the medical records for a patient in all healthcare centres

available for the caregiver at any of the health centres. Moreover, centralized systems

offer better services for future research and studies. However, many researchers and

medical institutions will argue that there is a loss of patient privacy and security

when using centralized systems [107]. Many studies showed that centralized systems

are vulnerable to Distributed Denial of Service (DDoS) Cyberattacks [107, 108] and

social engineering attacks [107, 109, 110]. Moreover, the centralized systems will limit

the patient’s data privacy, as health records can be shared anywhere across the sys-

tem [107, 111]. In the US, Surescripts [76] is an e-Prescription network that helps to

connect and transfer e-prescriptions between a prescriber and a pharmacist. There-

fore, the e-Prescription system is not centralized, and each health centre will store a

piece of the patient information in their local systems. A recent update to Surescripts

provides the ability to request any health information through the network; however,

both parties who want to exchange it need to subscribe to Surescripts. Thus, each

healthcare centre stores its EMR in its systems, and it is not accessible from other

healthcare centres unless requested.
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The decentralized systems offer more information privacy and more protection.

However, the centralized approach improves the quality of the offered service and helps

minimize the errors in that service. In terms of e-Prescription, one of the benefits

of a centralized system is the availability of the patient’s medication history to all

parties. Thus, minimize medication interaction errors and Adverse Drug Reactions

(ADR). As shown in the US case study, decentralized systems are also able to share

medication history with other parties. However, this process is subject to in-place

conditions, such as a health centre agreeing to share information with other parties

or subscribing to the same e-Prescribing service. Other approaches, such as [97]

propose that the medication history should be controlled by the patient and sent to

the requesting parties. Moreover, other approaches [112–115] provide access to the

patient using web portals to display relevant information about an e-Prescription in

order to request medication delivery to the home. In [116], the authors propose an

e-Prescription system in which the patient has the central role. This approach aims

to give the patients priority in making decisions regarding their health.

One central aspect of the e-Prescribing systems is that they support prescriber

decisions regarding prescribing medications to patients. These systems aim to help

prescribers safely prescribe medications to patients. Such features are drug-drug

interaction alerts, drug-allergy alerts, recommended doses, and drug information when

prescribing any medication to a patient [117, 118].

From Table 3.1, only the Surescripts [71] (i.e. the US e-Prescription network)

and Spain’s e-Prescription [14] systems have Drug-on-Drug Interaction (DDI) alerts

integrated in their systems. For other countries, to the best of our knowledge, there

is no mention on the systems’ websites about the description of their system; or the

system architecture does not have the required CDS features. However, other survey

studies suggest that most systems are likely to incorporate the CDS. For example,

according to [117, 119, 120] in the UK, CDS systems are not a part of hospitals’

systems or part of the e-Prescription system, but there is interoperability between

the CDS systems and other systems to help with prescribing medications to patients

safely. Moreover, according to [121] in their survey on the most common methods

used to identify any case of Potential of Drug-Drug Interactions (PDDI), they found

more than half tend to search for the drug name and use facts and comparisons to
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identify PDDI. They use various keyword strategies to search various databases and

web resources.

The patient’s medication history is an essential part of improving the safe pre-

scribing of medication to a patient. This feature will help avoid any DDI and enhance

the treatment process to lead to personalized care [122–124]. In Table 3.1, we see that

not all the systems have this feature available to the prescriber. However, most of

the systems incorporate this feature in EHR systems. For example, the UK system

has this information in the patient record rather than in the e-Prescription service.

The incorporation of medication history is different in some countries because of their

definition of the e-Prescription system. In the UK, it is defined as a service for trans-

ferring electronic prescriptions from a prescriber to a pharmacy. While in Japan,

the medication history information should be included in a patient’s e-Prescription

service application [16]. In [125], the authors propose a new approach for displaying

patients’ medication history in a timeline model. In their timeline, the medications

will be displayed relevant to the time a patient took them. Their design aims to un-

derstand better a patient’s complex medication history, which will help a prescriber

reduce the work rate load of looking up the medication history and when the patient

took those medications.

Issuing an e-Prescription for controlled medication is a significant limitation in all

the systems mentioned above except Surescripts [126]. In the US, the e-Prescribing of

controlled medication was permitted in 2010 [127], and the certification process was

approved in 2013 [128]. In other systems, to the best of our knowledge, there is no

available information about using e-prescriptions to dispense controlled medication.

The e-Prescription service does not offer the prescription of controlled medication.

3.3.2 Patient Identity verification and e-Prescription Encryption

The need for a unique ID for all the involved parties in e-Prescription systems is

crucial to make the systems fully automated. We can see in Table 3.2 that most

of the systems have assigned unique IDs for the involved parties in the system, i.e.,

patient ID, prescriber ID, pharmacy ID. Assigning unique IDs for the mentioned

above parties will help transfer e-Prescriptions efficiently and help avoid transferring

or storing errors. Moreover, assigning unique IDs to each prescription and medication
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Table 3.1: Comparison of the systems overall architecture

System Surescripts PrescribeIT UK Sweden Denmark Spain Australia Japan
Benefit Optimization � - - - � �

Electronic Prescribing - - -
Prior Authorization � - - - - - �

Clinical History � - - - �

DDI Alerts 1 � - - - - �

Centralized System � � �

Prescription Database � -
Medication History - - - Consent Required
Medication Database � -
Issuing Prescription � � -
e-Prescription(controlled Medicine) - � � � - - �
1 The symbol (X) means that this feature does not exists in the reviewed system to the best of
our knowledge.

2 The symbol (–) means no information about the reviewed system’s feature introduced or reported
in the literature or the system’s official website to the best of our knowledge

3 DDI: The DDI alerts incorporated as part of the system.

Table 3.2: Comparison of the security and privacy features in the systems

System Surescripts PrescribeIT UK Sweden Denmark Spain Australia Japan
Pharmacy ID - � � - �

Prescriber ID - - �

Medication ID -
Prescription ID � � �

Patient ID Master Index
Patient verification - - - - - Health card - �

Participate consent � � Choosing pharmacy � � - �

Using HL7 1 - �2 �3 - �
1 The symbol (X) means that this feature does not exists in the reviewed system to the best of
our knowledge.

2 The symbol (–) means no information about the reviewed system’s feature introduced or reported
in the literature or the system’s official website to the best of our knowledge.

3 HL7 is a communication protocol to transfer the medical information from the ehealth service
system to another. HL7 is used to encode the information to be readable to all the ehealth
services systems [93, 129, 130].

4 The Sweden eHealth systems uses a service-oriented communication end-point for the technical
protocol, They uses ENV 13607 standard [113, 131, 132].

5 The Denmark e-Prescription uses the MedCom communication standard nationwide. MedCom
was established in 1994 in order to develop the communication standards for transferring medical
records and information between health centres nationwide [102, 106].
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will help manage each patient’s prescription and all the prescribed medications in

that prescription. As a standard practice, the system uses prescription IDs and

medication IDs to keep a medication record for each pharmacy patient. Furthermore,

prescriptions and medication records help manage the vast number of prescriptions a

pharmacy had to manage.

Although no evidence is shown in the ePrescription systems’ websites that they

are using these IDs to verify patients’ identities at the medication dispensing process,

the existence of these IDs might suggest there is a verification process in place. For

example, the pharmacists might swipe a patient’s health card or asking the patient’s

Id verbally for verification. In Spain’s e-Prescription system, the patient must show

their health card to pick up their medication.

In terms of the communication protocol, most of the systems are using the HL7

protocol to encode and decode e-Prescription information between the involved parties

[116, 130, 133–136]. For encryption, most of the systems use standard encryption

methods such as public key infrastructure (PKI), such as in Australia and Canada

[137, 138] or other standard authentication algorithms.

3.4 Discussion

After exploring the current e-Prescription systems, it is clear that they are different in

applying this service. Due to several reasons, the difference is related to the countries’

regulations and rules or the existing infrastructure [66]. However, several limitations

might hinder improving the quality of the service provided to the patient.

3.4.1 Centralized or decentralized systems

Governments are progressing toward applying IoT solutions in health care services to

enhance the quality of service and efficiency regarding the provided service. Moreover,

an essential factor when handling patients’ medical information is their privacy and

security. E-Prescription and medication history are part of the patient’s medical data.

This part of medical data requires a critical level of privacy, and it should be stored

securely due to the severe risks associated with it. One type of risk is tampering with

a patient’s medication intake instructions, which could cause the patient’s death.
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Therefore, many researchers [139–142] emphasize the need for security and privacy

policies and protocols to use IoT solutions in health care.

One crucial challenge of e-Prescription systems is whether the system’s overall

architecture should be centralized or decentralized. As shown in Table 3.1, many

e-Prescription services are centralized to connect to the EHR system of the patients.

However, some countries have adopted the decentralized approach because of the ex-

isting infrastructure. For example, in the US, EHR systems are available at most

hospitals and health care centres. Several approaches [51] have been proposed for

decentralized systems for health records, medication histories, and e-Prescription to

preserve patients’ privacy and prevent any pointed attacks on medical information.

However, many countries’ regulations require a central physical location to control

access to medical data. Therefore, an adaptable approach will help solve most archi-

tecture issues, such as a system designed to store, transfer, and share needed data

(e.g. the patient’s prescription history or medication history). Such a system can use

any authentication protocol through a token handed to the patient, a key stored in a

barcode, or a mobile application accessed by only the patient.

3.4.2 Medication History

Another challenging issue is the availability of medication histories to other parties

participating in the system, such as pharmacists. According to [143], in their quan-

titative study of the differences between medication histories obtained by physicians

and pharmacists by reviewing 200 medical records, pharmacists are better at identi-

fying medication information from patients’ medication histories. than physicians. In

addition, several studies [144–147] found that all the medication histories information

collected by pharmacists’ interviews are complete when compared to the information

collected by other caregivers. As a result, making the medication histories available

to all parties involved in the system might enhance patient safety when prescribing or

dispensing a new medication. Moreover, other study results showed that caregivers

collect medication history information from patients at the initial interview during

the admission process [122]. This process makes the information unreliable due to

human errors, as it is dependent on the patient’s memory, and it can lead to inac-

curate information [143]. Thus, making electronic medication histories available and
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accessible to transfer when needed can improve the provided services’ efficiency and

quality.

3.4.3 Clinical decision support (CDS)

CDS systems are developed to help prescribers prescribe medications safely. The

development of these systems aims to assist the prescribers and alert them of the

various drug interactions that might occur while prescribing a medication to a patient

[117]. Many studies [148–152] showed an improvement in avoiding medication errors

when using e-Prescription with CDS alerts. However, other studies [153, 154] showed

that prescribers tend to ignore and override less important alerts when overwhelmed

by the number of alerts and the way they are displayed appearance. When the number

of less important alerts increases, this might increase the risk of medication errors.

Additionally, [154] found in their review of the studies reported prescribers overriding

and ignoring of less important alerts, that between 49% to 96% of times the prescribers

received drug interaction alerts were overridden or ignored. Therefore, incorporating

CDS alerts to an e-Prescription system is necessary, and new visualization methods

could reduce the ignoring and overriding of cases. A new algorithm based on the

patient’s medication information might reduce the number of less important alerts.

3.4.4 AI and Blockchain Technologies

Blockchain

is a technology deployed best for decentralized systems. It is a technology to store the

data in a secure and distributed method. This technology intended to remove the need

for a centralized authority to control and verify the data [51]. Therefore, we can see

from Table 3.1 and 3.3 the US, Australia and Japan are candidates to implement the

blockchain method because of their decentralized systems. However, those systems

still lacking the connection between the other parties to facilitate such an approach.

In the US, the e-Prescription system is operated by a middleman (i.e. Surescripts),

which makes the system is semi-centralized when it comes to managing data sharing

between the subscribers [51]. As mentioned in the Results section, Surescripts enables

its subscribers to request patient records from other health centres. The other centres
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will then handle the request and share or hold that information (Surescripts, 2019).

The subscription process limits the Blockchain network in making the data up to

date and available to all the involved parties. Australian and Japan e-Prescription

systems are not fully decentralized systems. Their approach is to provide peer-to-

peer communication between the prescriber and the pharmacy. This approach allows

the pharmacies to update the prescriber system about the status of their patients’

e-Prescriptions. Therefore, the infrastructure of those systems lacks the capability at

this time of adopting Blockchain technology.

For the other systems (i.e. the centralized systems), adopting the technology is

more challenging since their approach has a central point to control the information.

This approach is more costly to provide the needed security and privacy to protect pa-

tient data. Installing and managing the security of patient data might cost hundreds

of millions of dollars [51, 155]. Thus, an approach that contains more of the benefits

of the decentralized architecture, transparency, data integrity and immutability such

as Blockchain will solve the security and privacy issues and address concerns about

the patients’ information in the ePrescription systems [156]. Moreover, this approach

is more likely to help save valuable time wasted to look to the updated medication

history for a patient [157, 158].

Artificial Intelligence (AI)

in healthcare is introduced to support medical decisions. AI is more likely to be

adopted as the next logical step in healthcare technologies. It is more likely to provide

better knowledge for patient care and keep updated information about patient status.

Machine learning (ML) and Deep Learning (DL) are the leading technologies in AI.

Both technologies are developed to learn patterns about a type of information to

suggest accurate predictions. In order to predict efficiently and accurately, these

technologies require learning patterns from a large amount of data. Thus, the type and

amount of collected data about a patient are important factors. Therefore, developing

the system infrastructure to collect the data about the patients’ health is a necessary

process [159].

Therefore, we can see from Tables 3.1 and 3.3 the leading country of collecting data

process, is Spain. The type of collected data is an important factor and is more likely
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to help adopt ML and DL faster than other countries. However, the communication

between parties in Spain might limit this process, as shown in Table 3.2. On the

other hand, centralized systems are more likely to adopt these technologies faster

than decentralized systems (e.g. US) due to the required data collection process.

3.5 Chapter Summary

According to our review, it may be worth considering a different e-Prescription model

to overcome the discussed challenges in current systems. This model should include

sharing prescription and medication history information between all participating

parties in the system. This approach could benefit from the available centralized sys-

tems in the countries by incorporating a standalone service that securely transfers and

stores medication history data and e-Prescriptions. This service should also preserve

the patients’ privacy by applying an authentication mechanism to the authorized par-

ties to access the data. Moreover, medication histories should be available to patients

to enhance patient safety regarding medication errors. Also, this process will grant

the patient the ability to share accurate medication histories. Lastly, CDS systems

should be incorporated in the e-Prescription service and redesigned to avoid ignor-

ing and overriding alert issues when the less critical alerts overwhelm the caregiver.

Furthermore, adopting the ePrescription systems would help avoid unnecessary con-

tact, lowering the COVID-19 exposure rate. Moreover, it will emphasize the patient’s

safety and caregiver safety. Finally, we believe this review will provide a broader

perspective on e-Prescription systems around the world. In addition, it will lead to

a global e-Prescription system design available to patients when travelling outside of

their home country.



Chapter 4

Preliminary Work on NFC System for Medication Dispensing

4.1 Introduction

Presented in detail in the research aptitude defence report, we proposed our first

system design titled "A System to lower the risk of dispensing medication errors

at pharmacies using Near Field Communication (NFC)" [160]. In this proposal, we

developed an NFC-based system comprised of mobile applications for patients’ smart-

phones to transfer verification information through NFC and a pharmacy management

system connected to an NFC reader. Furthermore, the app uses biometric authen-

tication to access the mobile application to ensure patients’ sensitive information is

secure. This authentication feature also restricts access to information to legitimate

users and only during the medication dispensing process. In the next section, we will

present our previously proposed design.

4.2 Proposed System

The proposed system components are: a smartphone (i.e. the patient’s smartphone)

with the application installed, the pharmacy management system, the web server, an

NFC tag attached to the medication packaging, and an NFC reader for pharmacy

management systems. Figure 4.1 shows the proposed system components. Figure 4.2

shows the sequence graph of the medication dispensing process.

In the first step, the user will need to authenticate his/her identity using the

fingerprint scanner embedded in the phone. Then, the application will generate a

timestamp the use it to generate the hash value. At the same time, the application

will send the timestamp value to the webserver. Next, the application will request

the active prescription IDs from the webserver. The prescription information will

only be stored in the web server and only shared as needed with the user’s phone.

Then, the application will use the chosen prescription ID, user ID, and timestamp

42
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to generate the hash value and send it to the webserver. After, the user will tap

their phone to send the hash value to the pharmacy management system to verify the

identity with the webserver and obtain the necessary information (i.e. name, medica-

tion ID, prescription ID) to dispense the medication. If the verification is successful,

the webserver will send back the necessary information. Then, the pharmacist will

tap the medication, which has an NFC tag attached to the packaging. The NFC tag

will contain the medication name and ID. After tapping, the pharmacy management

system will verify the medication ID by matching it with the ID in the prescription

information. If the matching is successful, the pharmacist will hand out the medica-

tion to the patient. Finally, fingerprinting has been set up for the first time using the

app. The patient will not access the app without using their fingerprint, and trans-

ferring the information will not start. This authentication step will help validate the

patient for the medication dispensing process and help secure the patient’s sensitive

information. Figure 4.3 shows the mobile application interfaces.

Figure 4.1: The components of the proposed System Architecture
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Figure 4.3: The mobile application interfaces.

Assumptions

Our proposed system introduced three components: the user smartphone, the phar-

macy management system, and the webserver. These components in the medication

dispensing process will communicate in order to transfer the information. However,

these communications are essential toward achieving this research’s objective, not the

main focus of this chapter. Therefore, we assume that the communication between

the smartphone and the webserver is secure, and the pharmacy management system

is secure. Moreover, the prescriber will submit the prescriptions to the webserver

through their management system. Such systems are presented in [71] and [10].

4.3 Proposed system compared to current systems

The authors in [1] proposed ten strategies to lower the risk of medication dispensing

errors. The authors indicate that most dispensing errors are the result of error-prone

systems and processes. Therefore, we aim to avoid most conditions and scenarios that

might cause medication dispensing errors through the proposed system. In Table 4.1,

we highlight the most relevant strategies and compare the current systems (mentioned

in chapter 2) in the pharmacies and the proposed system. According to the authors

in [1], the strategy of thoroughly checking the prescriptions will be the last step in

the medication dispensing process. Thus, this step is encountered in the proposed

system by validating the medication with NFC technology before dispensing.
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The compared systems do not specify a checking process method, so the pharma-

cist deals with this manually. The proposed system will make the prescription and

instruction always available in the application, while the compared systems offer only

pharmacist counselling. Moreover, in designing the proposed system, we considered

five goals for achieving quality service and minimizing the risk of medication errors.

In Table 4.2, we mention the goals and discuss how we achieved these goals. First, we

made the system highly available by making the prescription information available

to the patient. Second, the system should be reliable and provide quality service by

minimizing medication dispensing errors. Third, as discussed in the previous section,

the system will provide security and privacy for the patient’s sensitive information.

Finally, the system will reduce the time needed to prepare the prescription in advance.

This step will eliminate some unnecessary steps from the pharmacist’s work rate.

4.4 Application and security analysis

4.4.1 Application performance analysis

This section will discuss the smartphone application performance regarding CPU,

memory, and network connection. After analyzing the CPU performance, we found

the highest usage of the CPU resources is 11.6% while creating the hash value. In the

rest of the process, the average CPU usage was almost 6%. That including transferring

information through NFC and connecting to the webserver to acquire the prescription

information. In Figure 4.5, we show the smartphone application usage of the CPU.

Second memory usage The app starts by allocating 64 MB at the start of the app,

and it uses only 33 MB in the idle stats (i.e., no activity in the app). The allocation

will increase with the authentication process; then, it will reach 48.33 MB (i.e. the

highest) while transferring the information through the NFC and the webserver. Fi-

nally, the app uses almost 50 MB from the allocated memory (i.e., 64 MB). It uses

a considerably low allocation since the total memory in the smartphone we used is 3

GB. Figure 4.5 shows the memory allocation by the smartphone application.

Third network connection, we developed the app to use the minimum connection

needed to send and receive the necessary information for the app. In Figure 4.5,

we can see that it took almost a second to complete the connection session for both
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connections. The first connection is to get the information on the list of prescriptions

related to the patient. This connection had a data sent rate of 6.31 KB/S and a

receiving rate of 5.04 KB/S. The second connection was to get the information for a

single prescription, which the user chose in the previous connection. The connection

rates were 14.76 KB/S for the sent data and 13.63 KB/S for the received data. We

configured the app and web server connection to remain open only when needed.

Therefore, this method intends to minimize the risk of threats due to open port

attacks.

Finally, dispensing one medication to transfer the information and validate the

user took almost 6 seconds. This time is optimal since the process includes the

required verification steps.

(a) The main interface.
(b) The dispensing successful inter-
face.

(c) The medication verifying inter-
face.

(d) The interface if prescription not
valid.

Figure 4.4: The Pharmacy Management System Interfaces during the dispensing
process.
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Figure 4.5: The mobile application CPU, memory, and network evaluation.
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4.4.2 Security Analysis

Tempering the medication tag

Medicine information (i.e. the name and ID) entry process in the database will be

during the manufacturing process. Therefore, the pharmacist management system

will detect any attempt to tamper with the tag’s content during the medication

information matching process. Also, even in a scenario where the pharmacist will

prepare the medication and change the packaging, the pharmacist will attach an

NFC tag containing the same ID corresponding to the medicine name and ID in the

database.

Hash confidentiality and integrity

The system uses the hash value to verify the user. It is only generated by the user’s

smartphone application using a timestamp (i.e. generated each session), user ID,

and prescription ID. The User ID is stored in the smartphone application and the

database. The phone will encrypt the User ID before transferring it through the NFC.

As mentioned in the assumption section, it is only securely sent to the pharmacy man-

agement system from the webserver. Also, the prescription ID is sent securely to the

smartphone application from the webserver. The prescription ID is not stored in the

smartphone and is only requested when needed to lower the risk of any sniffing attack.

Since the hash value is generated using three separately stored values, replicating the

hash value will be difficult, and the attacker will need all three values. Thus, the

proposed methods will protect the hash value’s confidentiality and integrity in the

system.

Fingerprint-based authentication

In our system, we require users to verify their identities using their fingerprints.

This step ensures role access control of the application. The phone only permits

the right user access to the application services, which will protect their sensitive

information. After accessing the application, the patient will send their ID through

NFC to allow the prescriber management system to send it to the webserver for the

identity verification process. If the match is successful, the webserver will send the
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required information.

The biometrics information will be only used to log in to the mobile application

and not stored in the framework servers. The Android os and Apple ios manage

the storage of biometric information and the security and privacy. According to

[161, 162] the user fingerprint will be stored into a secure memory in the phone

separated from the main memory. In both operating systems, the developers will use

biometric authentication as a feature to grant access to the application but not store

any biometric information. The biometric information we use is a login mechanism

to prevent any NFC conection without the user’s knowledge. A PIN could replace

this feature upon the user’s preference.

NFC security and relay attack

The NFC is a close-range distance communication that requires the user to be in

close range, 4 cm, from the NFC reader. This feature ensures users’ physical pres-

ence, making obtaining the app ID difficult in any malicious activities. However, the

relay-attack has proven it will be able to relay the information regardless of the range

between the reader and the NFC device [163]. In the mentioned attack, the attacker

will initiate an NFC communication channel with the victim’s application using a

rogue NFC reader simulating a legitimate reader (i.e. a pharmacy system’s NFC

reader). After obtaining the information (i.e. prescription ID), the attacker will sub-

mit the prescription using another NFC-enabled smartphone simulating the victim’s

device. Therefore, we require fingerprint authentication to prevent any rogue access

to the information in the mobile application and to initiate any NFC connection.

Therefore, establishing an NFC communication from the patient mobile application

will not be possible unless the user accesses the application using their fingerprint

and initiate the connection.

4.5 Chapter Summary

This chapter presented a system to provide an efficient, secure, and accurate medi-

cation dispensing process. Our work aims to minimize medication dispensing errors

(i.e. wrong medication and/or wrong dose). We developed a mobile application for

patient use. This application is used to authenticate the patient by using biometric
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authentication. Also, the patient will use NFC technology to transfer the necessary

verification information to a pharmacy management system. Furthermore, medica-

tion validation is required at the last phase of the medication dispensing process to

match the right medication with the right patient. Last, we evaluated the patient

mobile application’s efficiency and security. Also, we evaluated the efficiency of trans-

ferring information through NFC. Finally, even though the system will not prevent

human errors, it will reduce the risk of dispensing the wrong medication or dosage.



Chapter 5

NFC-Based Mobile Application Usability Study

We conducted a user study to evaluate the usability of the proposed mobile appli-

cation. We aimed to compare the current dispensing medications method with the

proposed process using the NFC mobile application. The following are the research

questions regarding the user study that we compiled to guide this study:

• What information is the patient willing to share to authenticate their identity

before dispensing the medication? If yes, are they comfortable with sharing

that information?

• How secure is the patient authentication process from the patient’s point of

view?

• Does the patient think it is reasonable to share this information?

• Verifying the patient’s identity during the medication dispensing process will

help mitigate medication errors by avoiding dispensing the wrong medication

to the wrong patient.

• Transferring the prescription information securely using the NFC technology.

• What privacy precautions concern the patient while sharing confidential infor-

mation during the medication dispensing process to avoid errors?

• What are the strengths and weaknesses of the proposed system from the pa-

tient’s point of view?

• Will the proposed verification method help prevent medication dispensing er-

rors?

We anticipate that the proposed system will enhance patients’ privacy during the

medication dispensing process from these questions. Moreover, we anticipate that

the study will evaluate the current authentication process while dispensing medication

to the patient. Also, we believe the study will explore what type of information the

patient is willing to give to authenticate their identity. Also, we believe that the study

will explore the methods of verifying the medication before and after a medication’s

54
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intake times and give clear guidelines on the measurements needed to protect their

privacy during the medication dispensing process from the patient’s point of view.

Finally, we anticipate that the usability study will help us understand the proposed

system’s effectiveness, ease of use, learnability, satisfaction, and usefulness.

5.1 Procedures

The usability study is a one-on-one session. We recruited 21 participants, all of whom

had picked up medication from pharmacies in the past six months. Even though the

sample size is small, research has indicated that five subjects are enough to detect

errors in a usability test [164–166]. Hwang et al. proposed that using the rule 10

± 2 is sufficient to discover 80% of usability problems [167]. Moreover, this number

is recommended in thematic analysis approaches to provide reasonable quotes, codes

and themes of the issue under study [168]. In addition, Jakob Nielsen [169] indicated

that at least 20 users should participate in usability testing if it includes a quantitative

method. Based on that information, we believe that 21 participants will be sufficient

to evaluate the application’s usability and expose most of the proposed application’s

weaknesses and strengths. Furthermore, we believe the study will provide thorough

feedback for improving the overall framework in the following research phase.

We started with the pre-session questionnaire. The questionnaire is a set of general

demographic questions that better understand an audience’s background character-

istics. These characteristics will measure the participant’s comfort with using the

smartphone application and sharing private information with a drugstore to verify

their identity. Table 5.2 and 5.1 show the complete demographic statistical informa-

tion about the participants.

The pre-session questionnaire is shown in Appendix E. Next, we ask the partici-

pants to perform the prepared tasks. We have four tasks divided into two sets, and

each set has two conditions (i.e., the right medication and the wrong medication.)

We are using the Latin Square design mod 5 to control the order of performing the

tasks. Before the participant begins performing the tasks, they will be assigned to

one of the tasks-order groups to draw a number from the hat method. After this, the

participant will apply the tasks using the assigned order.
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Moreover, the task will allow the participants to expose the application weak-

nesses and strengths as much as possible. The applications used in the tasks aim to

give the participant a feeling of realism when performing the tasks. After each set of

conditions, a post-condition questionnaire will be given to the participant to evaluate

the method. The post-questionnaire for the conditions is shown in Appendix E. It

includes general questions and adjusted TAM (Technology Acceptance Model) ques-

tions. TAM is an information systems theory. We used it to measure the usefulness

and ease of the use of a technology we proposed. This model consists of two parts of

a series of questions. These questions are intended to measure the degree to which

the participant believes the proposed system will enhance the service quality they

will receive. The questionnaire will mainly evaluate the ease of use and the usefulness

of the proposed system available in Appendix E. Finally, a short, semi-structured

interview was conducted after the session to identify the system’s weaknesses and

strengths and gather detailed recommendations for improvement (Appendix E).

Table 5.1: Participants’ Demographic Information (Descriptive statistics).

Gender Age Education # Times of Picking Up Prescription # Hours Using Smartphone Using Tap-to-Pay Method

Mean 1.1429 1.8095 3.3810 1.6667 2.1905 1.3810
Median 1.0000 2.0000 3.0000 2.0000 2.0000 1.0000
Mode 1.00 1.00a 3.00a 2.00 2.00 1.00

Std. Deviation 0.35857 0.98077 1.32198 0.48305 0.60159 0.49761
Variance 0.129 0.962 1.748 0.233 0.362 0.248
Range 1.00 4.00 5.00 1.00 2.00 1.00

Minimum 1.00 1.00 1.00 1.00 1.00 1.00
Maximum 2.00 5.00 6.00 2.00 3.00 2.00

5.2 Data Collection Process

We designed the study to collect data at multiple levels. First, we will ask the

participant to complete a background questionnaire to gather demographic data and

measure their comfort level using the smartphone application in general and the

NFC-enabled smartphone application tap specifically. Second, we will review the

tasks’ instructions to help the participant get familiarized with the nature of the tasks.

This step will equalize the participant’s experiences with using the application and the

paper prescription. Third, we will ask the participant to perform two sets of tasks (i.e.

four tasks in total). The first set of tasks will use the traditional method of picking up

medication. In the traditional processing method, the patient will go to the pharmacy,
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Table 5.2: Participants’ Demographic Information (Percentage).

Participants (N=21)
Gender Male 85.7%

Female 14.3%
Age 18-24 years old 42.9%

25-34 years old 42.9%
35-44 years old 9.5%
55 years or older 4.8%

Education High school 14.3%
Undergraduate Diploma Degree 38.1%
Masters Degree 38.1%
Other 9.5%

Occupation Academic Adviser 4.8%
Industrial Engineering 4.8%
Retired 4.8%
Student 85.7%

# Times of Picking Up Prescription Less than one 33.3%
1-5 times 66.7%

Time Spent Using Smartphone/Daily Less than one hour 9.5%
1-5 hours 61.9%
5-10 hours 28.6%

Using NFC Yes 61.9%
No 38.1%

submit the paper prescription, identify themselves to the pharmacist, and pick up the

medication. In the second set of tasks, the investigator will ask the participant to use

the application to pass the identification information to a pharmacist after choosing

the prescription they wish to pick up. In all tasks, the participant will present the

prescription to the pharmacist (i.e. the investigator) to pick up the medication. After

each task in both sets, the investigator will ask the participant to verify whether they

got the correct medication. In each set of tasks, the participant will get the right

medication in one task and the wrong medication in the other task. The participants

will not know which one they got until after the tasks session is over. After each set,

the investigator will ask the participants to complete a post-condition questionnaire

(Likert scale) to measure their experience with the task conditions and understand

their opinions and feelings about the method used. After the tasks session, we will

ask the participant to fill out a questionnaire (Likert scale) to measure their thoughts

about the NFC application’s usefulness and ease of use. We adopted the Technology

Acceptance Model (TAM) as a guideline to develop our questionnaire [170, 171].

Finally, we conducted a semi-structured interview to gather qualitative data to (1)

support the post-task questionnaire answers, (2) identify the weaknesses and strengths

and (3) collect descriptive recommendations for improvements. We analyzed the data
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collected using general descriptive statistics and a one-way between-subject ANOVA.

We used the test statistic (i.e. one-way ANOVA) to measure if the means of tasks’

times and the successful completion of tasks in both methods (i.e. the traditional

method and NFC application method) are significantly different [172]. Moreover, we

used tools such as SPSS and Microsoft Excel to analyze and code the collected data.

5.3 User Study Results

5.3.1 Tasks Analysis

In Figure 5.1, the red dotted line is the mean of the tasks’ times. Table 5.3 displays

the descriptive statistics across the conditions in the two methods we used. As can

be seen, both tasks 1 and 3 have a much lower mean value, and this is due to the

tasks’ nature, as we ask the participants to check the dispensed medication, and in

these tasks, we gave the participants the right medication. In the first task using the

traditional method, we noticed that participants would complete the task successfully

(i.e. verifying the medication successfully) with a rate of 100% due to their assumption

that it is the right medication. It is worth mentioning that in tasks 1 and 2, the

participants will usually rely on their memory to verify the medication.

Tasks Time to Complete Mean Results

Right Medication Condition

The descriptive statistics show that participants in the Traditional method group

scored a higher mean of time to complete the task of right medication Task 1 (M=41.00,

SD=12.29, Min=26, Max=70). In comparison, the participants in the NFC applica-

tion method group scored a lower mean of time to complete the task of right medi-

cation Task 3 (M=37.14, SD=4.40, Min=30, Max=46). The two tasks’ distribution

was normal since all the tasks’ skew, and kurtosis scores were less than |2.0| and |9.0|

respectively [173]. Moreover, a Shapiro-Wilk’s test (p>.05) [174, 175] and a visual

inspection of their histogram showed that the tasks time was approximately normally

distributed for both methods. Task 1 had a skewness of 0.814 (Standard Errors SE=

0.501) and kurtosis of -0.159 (SE= 0.972) for the traditional method, and Task 3 had

a skewness of 0.639 (Standard Errors SE= 0.501) and kurtosis of -0.345 (SE= 0.972)
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for the NFC application method [176–178].

To test the hypothesis that the two methods are associated with significantly

different means of time to complete the tasks for the dependent variable (i.e. right

medication), we performed a one-way between-groups ANOVA. The independent vari-

ables (i.e. two groups) show that there is no significant difference between the tasks’

completing time mean between the two methods at (F(1,40)=1.833, P=.183, η2=

0.044). Thus, we do not reject the null hypothesis that there is no difference between

the mean times of completing the tasks, and 4.4% of the variance in time (effect size)

was accounted for by the groups. We can observe that the participants who used the

NFC application method completed the task in less time than the participants using

the traditional method. However, the difference between the two groups’ time means

is not attributable to a factor other than random chance. Figure 5.1 shows the mean

times plots.

Wrong Medication Condition The descriptive statistics show that participants

in the Traditional method group scored a higher mean of time on completing the task

of wrong medication Task 2 (M=54.29, SD=12.47, Min=37, Max=81). In compar-

ison, the participants in the NFC application method group scored a lower mean of

time to complete the task of wrong medication Task 4 (M=43.90, SD=6.33, Min=35,

Max=58). The two tasks’ distribution was normal since all the tasks’ skew, and kurto-

sis scores were less than |2.0| and |9.0| respectively [173]. Moreover, a Shapiro-Wilk’s

test (p>.05) [174, 175] and a visual inspection of their histogram showed that the

tasks’ time was approximately normally distributed for both methods. Task 2 had a

skewness of 0.604 (SE=0.501) and kurtosis of -0.222 (SE= 0.972) for the traditional

method, and Task 4 had a skewness of 0.683 (SE=0.501) and kurtosis of -0.444 (SE=

0.972) for the NFC application method [176–178]. To test the hypothesis that the

two methods are associated with significantly different means of time to complete the

tasks for the dependent variable (i.e. wrong medication), we performed a one-way

between-groups ANOVA. The independent variables (i.e. two groups) show that there

is a significant difference between the tasks’ completing time mean between the two

methods at (F(1,40)=17.042, P<.000, η2= 0.299). Thus, we reject the null hypothesis

that there is no difference between the mean times of completing the tasks and 29.9%

of the variance in time (effect size). We can observe that the participants who used
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Table 5.3: Descriptive statistics for the four tasks between the two methods (Time of
tasks completion)

Conditions N Minimum Maximum Mean Std. Deviation Skewness Kurtosis

Traditional Method Right Medication (Task 1) 21 26 70 41.00 12.29 0.814 -0.159
Wrong Medication (Task 2) 21 37 81 54.29 12.47 0.604 -0.222

NFC Application Right Medication (Task 3) 21 30 46 37.14 4.40 0.639 -0.345
Wrong Medication (Task 4) 21 35 58 43.90 6.33 0.683 -0.444

the NFC application method completed the task less than the participants using the

traditional method. Figure 5.1 shows the mean times plots.

Figure 5.1: The overall mean percentage value for usefulness, ease of use, availability
and reliability, and security and privacy based on the participants’ response to the
questionnaire.

Tasks of verifying The Medication Successfully Results

We analyzed the successful completion of tasks using IBM SPSS 22 with only two

values: Complete represented as (1), and Incomplete represented as (2). Since our

test values are binary, we are using the chi-squared test to evaluate the significant

difference between the groups’ results [179]. The following shows the results of our

findings:

Right Medication Condition We performed a chi-squared test to determine
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whether there is a significant difference between the two groups in successfully com-

pleting the right medication tasks. In the traditional method group, 100% successfully

completed the right medication task. In the NFC application method group, 90.5%

completed the right medication task, while only 9.5% did not successfully complete

the task. Figure 5.2 shows the percentage of participants that completed the task

successfully. These differences were not statistically significant compared with the

chi-squared test finding (Value= 2.100, df=1, P<.147). Thus, we do not reject the

null hypothesis. There is no substantial evidence of a relationship between completing

the right medication task and the independent variable (i.e. the two methods).

Figure 5.2: The overall percentage value of completing the tasks successfully for both
methods across the two conditions.

Wrong Medication Condition We performed a chi-squared test to determine

whether there is a significant difference between the two groups in successfully com-

pleting the wrong medication tasks. In the traditional method group, 61.9% did not

successfully complete the wrong medication task, while 38.1% successfully completed

the task. In the NFC application method group, 90.5% successfully completed the

right medication task, while only 9.5% did not successfully complete the task. Fig-

ure 5.2 shows the percentage of participants that completed the task successfully.
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Figure 5.3: Mean plots of the medication verification successfully for all the condition
across the two methods.

These differences were statistically significant from the finding of the chi-squared test

(Value= 12.548, df=1, P<.000). Thus, we reject the null hypothesis, and there is

strong evidence of a relationship between successfully completing the wrong medica-

tion task and the independent variable (i.e. the two methods).

Further, Cohen [180] demonstrated the effect size of Phi and Carmer’s V as follows:

(0.1) is a small effect, (0.3) is a medium effect, and (0.5) is a large effect. The Phi

and Carmer’s value is (Φc = 0.547, P<.000), which indicates that the strength of

association between the variables is a very large effect.

5.3.2 Post Condition Questionnaires

The participants were asked in the questionnaires to compare their experience with

both methods. The comparison was based on critical factors used to measure the

participants’ confidence in the method used in terms of their information security

and privacy. Also, we asked them what they think about the availability of intake in-

struction in both methods and which method will help them avoid medication errors

at their end. All questions used a 7-point Likert scale coded as follows: 1 (Strongly
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Agree), 2 (Agree), 3 (Somewhat Agree), 4 (Neutral), 5 (Somewhat Disagree), 6 (Dis-

agree), and 7 (Strongly Disagree).

In the following, we will discuss these factors in detail. As mentioned before, we

have two sets of tasks, and each set consists of two tasks. After completing the tasks,

we ask the participant to fill out a questionnaire for each method.

Security and privacy: The questionnaire shows that approximately 86% of the

participants found that the NFC application can transfer their sensitive information

to the pharmacy securely (M=2.2, SD= 1.3). In comparison, only 43% found that

the traditional method can provide a secure and private way of transferring sensitive

information (M=3.8, SD= 1.9). Furthermore, approximately 95% of the participants

thought the NFC application is sufficient to verify their identity during the medication

dispensing process (M=1.7, SD= .889). Meanwhile, only approximately 48% thought

the traditional method could verify their identity (M=4.04, SD=2.17). Finally, all

participants believed NFC technology is a secure and fast method to transfer infor-

mation to pick up prescribed medications (M=1.6, SD= .658). In Figures 5.4, 5.5,

and 5.6, we can see that the participants agree with the presented statements based

on their experience with both methods in the study.

Figure 5.4: Q: I think this method will help me to verify my identity to the drugstore,
which helps the drugstore to dispense the correct medication for me.

In the interview, when asked about their opinion on the fingerprint, the majority

of participants thought it is a secure way to protect their sensitive information in the

application from any unauthorized access. On the other hand, a few participants did

not feel positive about the application’s fingerprint login. One of the participants

preferred not to use their fingerprints during the study and stated, "fingerprint is too
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Figure 5.5: Q: I think this method will help me to keep my sensitive information
private and secure.

Figure 5.6: I think using NFC technology to transfer information is a secure and fast
method in the picking up medication process.

private. This information should not ever be recorded of anybody, in my opinion"

(P4). Moreover, the other participants did use the fingerprint login but suggested

adding more options like a PIN code or facial recognition to access the application.

Availability and reliability: Almost 57% of the participants believed that the

traditional method does not provide a way of tracking the current prescriptions and

making them available for future use (M=4.6, SD=1.98) (i.e. Question PCTQ5 Figure

5.8). Meanwhile, only 39% of the participants thought the availability of intake

instructions all the time is not provided by the traditional method, and almost 10%

of the answers were neutral (M=3.7, SD=1.9) (i.e. Question PCTQ2 in Figure 5.8).

This means that the traditional method of making the intake instructions available is
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insufficient for the patients. In comparison, almost 86% of the participants believed

that the application would help them remember their medication intake instructions

(i.e. by making them available to the patient when selecting the desired prescription

(M=1.9, SD=1.04) (i.e. Question PCQA4 in Figure 5.7). All the participants thought

the NFC application method would provide a way of tracking the current prescriptions

and making them available for future use (M=1.7619, SD=.70034) (i.e. Question

PCQA6 in Figure 5.7).

Moreover, almost 43% of the participants believed the traditional method would

not provide a safe method to use to verify the medication. The verification process

helps the pharmacy dispense the correct medication, avoid dispensing to the wrong

patient with the same medication or name, and avoid dispensing look-alike or sound-

and look-alike medication without the need to rely on human intervention. The rest

of the answers on the ability to avoid dispensing the wrong medication using the

information provided by the traditional method were 19% agreed (i.e. calculating

all the agreement levels described by the 7-point Likert scale), and almost 38% were

neutral (M=4.5, SD=1.8) (i.e. Question PCTQ6 Figure 5.8). This means the pa-

tients were not certain that the traditional method will provide enough information

about a patient and a prescription to dispense the right medication. All participants

thought the NFC technology (i.e. when the pharmacy management system reads the

NFC tag attached to the medication packaging) would help the pharmacy verify the

medication. Thus avoiding dispensing the wrong medication (M=1.8, SD= .792) (i.e.

Question PCQA7 in Figure 5.7). Furthermore, almost 86% of the participants thought

the NFC Application will provide the pharmacy management system with enough in-

formation to avoid dispensing the wrong medication to patients (M=1.9, SD=1.09)

(i.e. Question PCQA8 in Figure 5.7), while only 61% of participants thought the

traditional method will do so (M=3.42,SD=1.9) (i.e. Question PCTQ4 Figure 5.8).

In Figure 5.2, the percentage of tasks completed by verifying the medication suc-

cessfully is affected by the availability of the prescription information. We can see

in task 2 that only 38% of participants completed the tasks successfully, while 62%

of participants failed to verify the medication. When we asked the participants, who

failed to verify the medication, about why they think they failed to do so, the majority

referred to the lack of information on hand as the reason. It is worth mentioning that
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all the participants in task 1, in which we gave them the right medication without

their knowledge, believed that it is because the participants answered while thinking

this is the right medication without any proof. Moreover, when we asked the partic-

ipants about the difference in their performance between tasks 1 and 2 regarding the

medication verification, they answered that they assumed it was the right medication.

Moreover, they thought the pharmacy would not make a mistake and dispense the

wrong medication.

Figure 5.7: The percent of participants’ answers on the availability and reliability of
information questions for the NFC Application method

Usefulness The questionnaire shows that 91% of participants found the proposed

NFC application useful (M=1.912, SD=1.017) (Figure 5.9). In the post-session in-

terview, participants stated that they believe the application will help ease providing

information to the pharmacy. They also thought the application would help phar-

macies avoid dispensing the wrong medication to the wrong patient by verifying the

patient and the medication regarding the provided prescription using NFC technol-

ogy. Moreover, they strongly agree that NFC will help them transfer the needed

information (i.e. patients’ sensitive information) more securely and privately. Lastly,

most believed that the application would help them keep past prescription informa-

tion available if needed. The application will help by making the intake instructions
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Figure 5.8: The percent of participants’ answers on the availability and reliability of
information questions for the Traditional method

available at all times. In Figure 5.2, we can see that the application affected the

percentage positively, as 90% of participants in both tasks 3 and 4 verified the med-

ication correctly. This shows how the application was useful regarding making the

prescription available all the time. The type of information in the verification task

was different across the participants; as some participants, we would only change the

dosage information in the wrong medication condition to test if it will affect a partic-

ipant’s decision to fail to verify the medication. We found that 10% of participants

in task 4 (i.e. the task in which we gave the wrong medication or wrong medication

instruction) failed to verify the medication from the first attempt successfully or failed

to notice the change in the intake instructions. We considered an attempt successful

in the study when a participant successfully verified the medication the first time.

Easy to Use Based on the questionnaire about the ease of use, 97% of par-

ticipants believed the application and NFC technology are easy to learn and use

(M=1.52, SD=.724) (Figure 5.9). Also, participants found that browsing the list of

prescriptions was easy and understandable. However, many suggested changing how

the prescriptions are displayed by grouping the prescriptions issued by one doctor.

Others suggested using the prescriber’s name or the prescribing date for more clarity.

On the other hand, participants found that the use of NFC to transfer information
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was easy. As we can notice from the tasks, participants spent less time using the pro-

posed NFC application compared to the traditional method when at the dispensing

process (Figure 5.1). In addition, according to the NFC application questionnaire,

almost 81% of participants believed the application is suitable for novice and expert

users (M=2.523, SD=1.123).

Figure 5.9: The overall percentage value of the positive answers (i.e. Strongly Agree
←→ Somewhat Agree) for usefulness, ease of use, availability and reliability, and
security and privacy based on the participants’ response to the NFC application
questionnaire.

Weakness and Limitations of The Study With the positive findings of the

proposed NFC application’s usability study, some weaknesses and limitations should

be considered in future research. One limitation is the number of participants in

each age range, especially in the age range of 55+ years old. This age range is

highly important to this research because they might take more medication than other

age ranges due to their health condition. Another weakness is that the application

lacks other options for logging into the application. Moreover, the current state’s

application does not share the prescription with other persons related to the patient

to pick up the prescription on their behalf. The current state’s application provides

only an online mode to get the prescription information from the servers. Finally,
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some of the weaknesses of the study were there is no pharmacist’s or prescriber’s

perspective in the study, security and application evaluation by the lay-persons, not

expert participants of applications development and security.

5.4 Chapter Summary

The study findings show that an NFC application to manage prescriptions and pick

up medications is acceptable in the participants’ opinion. The results show that the

participants believe the NFC application will mitigate dispensing medication errors,

at least from their end. The patient can verify the medication and prescription

information before leaving the pharmacy with the prescriber’s information. Moreover,

the application will help the patient remember their current prescription when they

need to browse it, which helps them remember the medication intake instructions.

We will overcome the limitations and weaknesses of the application from this study’s

results in future work. Moreover, our next phase is to expand on the system to

overcome other e-prescription system issues to mitigate errors in the prescribing and

dispensing of medication.



Chapter 6

Proposed Refined Framework

6.1 Motivation

We propose a secure system for optimizing the medication prescribing and dispens-

ing process. The system introduces a more robust and secure method to confirm

the patient’s identity and minimize dispensing errors. We use NFC technology in

smartphones to securely transfer information between the patient’s smartphone app

and the pharmacy. We also use biometric information (i.e., fingerprints) to grant the

patient access to the application services. Then, the patient will be able to transfer

the information needed using NFC technology.

Moreover, we propose to use blockchain technology to securely transfer and pri-

vately share patient information between the involved parties. Furthermore, we pro-

pose the use of the ML model to detect any serious outcome by anomalies in the

submitted prescription that could potentially harm the patient. Finally, a combi-

nation of the Blockchain and ML will likely enhance the e-prescription system and

improve patients’ safety upon prescribing a medication.

6.2 Objectives

Based on the findings in both the user study and survey study, we propose a framework

to use to overcome the limitations discussed in 5 and 3. We propose a framework

for managing the patients’ medication histories and facilitating the sharing of that

information by giving the system a decentralized architecture. Moreover, we will use

an NFC-enabled smartphone at the patient end. The following are the framework

objectives:

• Making medication and prescription information available to the involved par-

ties from all the available resources.

• To limit access to medication history data only to authorized parties by using
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Blockchain.

• Making the prescription information and medication information always avail-

able to the patient through their mobile application.

• Enhancing patient safety by using ML to predict if the prescribed medication

will harm the patient.

• Verifying a patient’s identity during the medication dispensing process will likely

help mitigate medication errors at that phase.

• Transferring prescription information securely to the pharmacies using the Blockchain.

• Ensuring patient safety at the end process by using NFC technology to dispense

the medication.
Building upon these objectives, we will detail our new and improved proposed system

in the next section.

6.3 Proposed Framework Overview

As discussed in 3 in the discussion section, the current systems are still being de-

veloped, but due to current systems’ architecture and countries’ regulations, these

systems are limited in the number of services they can provide. Therefore, we pro-

pose our framework to overcome those limitations. The user study’s findings show

promising results for overcoming information privacy issues at the user end. There-

fore, minor refinements will be implemented in the application’s new design to achieve

the intended goals. Those refinements are thoroughly discussed in 5. The following

are the weaknesses of the application pointed out by the participants.

• There should be more options for logging in to the application; maintaining

patient information privacy is the main goal.

• Offer an option for sharing prescription information with other users (e.g. family

members, friends, partners, etc.) so they can pick up the prescription on their

behalf.

• Provide an offline mode for the application to access the necessary information

such as intake instructions and prescription information.

The framework should integrate most of the solutions suggested in the survey

study mentioned in 3. Overcoming those challenges and limitations will serve to
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achieve the goals set in the objectives. The following sections will discuss how our

approach will overcome the limitations and implement the proposed solutions.

6.3.1 Distributed System

As established in 3, most e-Prescription systems are centralized. The main reason for

using a centralized system in most countries is to protect the patients’ health informa-

tion privacy. Despite the benefits of centralized systems, several medical studies have

argued that this type of architecture does not protect the privacy and security of pa-

tient information [107]. Moreover, centralized systems are more vulnerable to security

threats such as DDoS attacks and social engineering attacks [107–110]. Centralized

systems limit patients’ data privacy, as health records can be shared anywhere across

the system [107, 111].

Although decentralized systems provide more protection from the security threats

mentioned above, these systems do not have the same quality of service provided by

centralized systems. One of the benefits of a centralized system is the availability of

the patient’s medication history, which helps minimize medication interaction errors

and ADR. As shown in the US case study, decentralized systems also allow medication

history to be shared with other parties. However, the service is only available to

subscribers, and the other party’s approval is required to share information.

Moreover, many countries’ regulations require a central physical location to control

access to medical data. Therefore, an adaptable approach is likely to solve most of

the architecture issues, such as a system that is designed to store, transfer, and share

needed data (e.g. the prescription history or medication history of a patient) from

the patient while meeting the regulations and rules of different countries. Such a

system can use any authentication protocol through a token that is handed to the

patient, a key stored in a barcode, or a mobile application that can only be accessed by

the patient. Therefore, a hybrid approach would be better suited to overcoming the

limitations and challenges. A system should meet countries’ regulations on patient

privacy and security and have the ability to implement new technologies such as

Blockchain and ML. Using these technologies will enhance the quality of the service

and increase patient safety while prescribing medications [51, 155, 157, 158].
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6.4 Medication History

According to the findings of our review, medication histories are a vital factor in

advancing AI technologies in e-prescription systems. Moreover, making medication

histories available to all parties involved in the system might enhance patient safety

when prescribing or dispensing a new medication [144–147]. Therefore, we propose

this feature be incorporated into the system and controlled by the patient. Giving

control to the patient will facilitate making those history records available to all the

parties. The patient will have a token ID that can be shared with the party of choice

by the patient. This party will use the token ID to request the ML server to pro-

cess the data. Also, they will use the token ID to encrypt the prescription block

and update the Blockchain. Using the blockchain network will likely save time on

requesting the medication history between parties compared to the slow process of

sharing medication histories between parties in Surescripts (US e-Prescription net-

work). As mentioned in 3, Surescripts provide a service for requesting patient records

between network subscribers. However, the process of sharing the records is subject

to the other party’s approval [11]. Not only is the service a slow process for sharing

records and limited only to subscribers of the network, but it also might cost valuable

patient time. Thus, making electronic medication histories available and accessible

to transfer in the blockchain network can improve the efficiency and quality of the

services provided.

Furthermore, we will update the mobile app to help collect more information

about the patient’s intake process to help improve the ML model [159]. The app

will send an alert to the patient based on the medication intake time for the e-

prescription. Moreover, suppose the treatment requires the patient to monitor their

health condition and record it during the treatment. In that case, the app will

have the option to enter that information to be collected and stored in the patient’s

Blockchain. The monitoring process will help evaluate the treatment process and

update the ML model to suggest better treatment options for future cases.
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6.5 System Architecture Design

6.5.1 Overall Architecture

We propose an adaptable approach that will store the prescription and medication

information about any patient in blocks as part of the patient’s Blockchain. These

blocks will be stored by distributing them among the blockchain network. The in-

volved parties (i.e. healthcare centres, pharmacies, medical government authorities,

and insurance companies) will be a part of the network to make the information more

accessible. Figure 6.1 shows the overall architecture of the system framework. One

of the framework’s components is the enabled NFC mobile application and the main

server to manage the information from the distributed e-prescription network. The

mobile application is a continuation of the previous preliminary work 4. The mobile

application is a key component of the system due to system authentication, which

requires the patient’s approval to share information. The results of the user study

will drive the improvement in the mobile application we conducted in 5 and the new

architecture of the system framework.

The ML server will have three modules for collecting, managing and processing

the data required. The patient’s information blocks will be aggregated based on the

patient ID, which is shared upon the healthcare center or pharmacy visit. Then,

the server will send messages to the network to collect the blocks. The blocks will

contain information about the patient’s medication and health condition. Then, the

server will process the new e-prescription for any anomalies to avoid any interactions

or anticipated harm from the prescribed medication. After this, the server will send

this process to the Blockchain updater module in the prescriber’s system. The re-

sult is only a suggestion based on the information available about the patient. The

prescriber will make the final decision and submit the e-prescription to be added to

the Blockchain. Finally, the updated Blockchain will be sent to the local healthcare

centres to keep the information as updated as possible. Figure 6.2 shows the proposed

process of the ML server.

The system will create two blocks to be added to the Blockchain. The first is the

prescription authentication block, which contains the information needed to create the

key to encrypt the second block. This information includes the time stamp for issuing
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the prescription, the prescription ID, and the prescriber’s digital signature. The data

on this block will be encrypted using the token ID provided only by the patient. The

decryption process for this block will verify the patient’s identity since only the patient

can provide the key. The second block is the prescription data block, which contains

information about the prescription, ML server validation for the prescription, and

the prescriber’s signature. This block is hashed using the authentication block (i.e.

timestamp, prescription ID, and prescriber sign) and the token ID. This encryption

using this hash will ensure that the prescription has not been modified and will

prevent any fraudulent submission of an e-prescription from any rogue party to the

patient blockchain. Moreover, the blocks are read-only; therefore, any tampering with

prescription data will not be possible. Figure 6.3 shows the blocks’ architecture in

the patient’s Blockchain.

Finally, we believe that using blockchain and ML technologies will achieve our

objectives for the framework. By using these technologies, the framework will provide

a private and secure method of sharing prescription data among the parties and

making the information available all the time. Moreover, we believe the framework

will provide a better method to verify the parties’ identities involved in the system (i.e.

patient, healthcare center, pharmacies, insurance companies, and medical government

authorities) using the blockchain encryption and decryption mechanism. Lastly, we

believe this framework will be the seed of a global approach to enabling patients to

share their medication information with any health care provider.
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Figure 6.1: The proposed framework architecture

Figure 6.2: The proposed ML model architecture
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Figure 6.3: The proposed two blocks in the blockchain architecture



Chapter 7

Evaluation Methodology

7.1 Overview

To meet our research goals listed in 6, we need to evaluate the proposed framework

in terms of the following aspects:

• Processing time of submitting the e-Prescription evaluation.

• The server resources performance.

• Evaluating the security features proposed in the framework.

• Conducting an online survey to evaluate such a system from the point of view

of prescribers and pharmacists (Chapter 8).

Moreover, we will implement a proof of concept of all the components of the frame-

work. We will be using the Java programming language for the mobile application

and the framework. Furthermore, we will conduct an online survey to evaluate the

framework. The participants’ sample for the online survey will include pharmacists,

prescribers, and patients.

7.2 Framework Evaluation Methods

Parts of the proposed system’s effectiveness and usability were evaluated by conduct-

ing the user study discussed in 5. The results of the study showed the effectiveness

and usability of the mobile application. Furthermore, we will evaluate the mobile

application’s refinements by calculating the performance of mobile resources. More-

over, we will evaluate the system’s efficiency for the framework blockchain network

by calculating the processing time of issuing an e-Prescription, measured using times-

tamps. The total time will include the time for data processing on the server added

to the time for requesting the information and reported in milliseconds. As for the
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ML module, we will conduct a reliability and accuracy analysis to evaluate the accu-

racy of the algorithm in predicting the harm of medication. In the following, we will

discuss in detail the evaluation methodology for the ML and the blockchain network.

7.2.1 Developing a Proof of Concept

To evaluate our system, a testbed consisting of four virtual servers is the main server,

and the other three servers will act as care center local servers. The servers will be

set up using a PC with Windows 10 with a 500-GB Hard Drive, Core i7 CPU, and 16

GB of memory. The main server will be set up on a laptop with Windows 10, a Core

i7 CPU and 16 GB of memory. The laptop to be used in the testbed was reported

in the previous work [160]. To evaluate the framework, we will be conducting three

main analyses:

• Analysis of the framework resources using the proposed features and the pro-

cessing time for issuing a prescription.

• Analysis of the framework’s security features.

• Analysis of the reliability and accuracy of the ML.

7.2.2 ML Reliability and Accuracy Analysis

We will be using the confusion matrix to evaluate the data set classifier’s accuracy

and reliability as well as the framework data processing module’s performance [181].

Table 7.1 represents the confusion matrix we will be using.

Classified positive Classified negative
Positive true positive (TP) false negative (FN)
Negative false positive (FP) true negative (TN)

Table 7.1: Confusion matrix

• Accuracy (AC) is the percentage of how often the classifier is correct over-

all in detecting serious outcomes or no serious outcomes in the submitted e-

Prescriptions. AC is given by Equation 7.1:

AC =
TP + TN

TP + TN + FP + FN
(7.1)
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• Misclassification rate (MisCl) is the percentage of how often the classifier is

incorrect overall in detecting serious outcomes or no serious outcomes in the

submitted e-Prescriptions. MisCl is given by Equation 7.2:

MisCl =
FP + FN

TP + TN + FP + FN
(7.2)

• Precision (P) is the number of times the classifier is correct when it identifies

serious outcomes in e-Prescriptions. P is given by Equation 7.3:

P =
TP

TP + FP
(7.3)

• Recall (R) is the percentage of how often the classifier identifies the serious

outcomes in the submitted e-Prescriptions that have anomalies. R is given by

Equation 7.4:

R =
TP

TP + FN
(7.4)

• F score (F) is the balance between the precision (P) and the recall (R) values. A

higher F value means the classifier has a good ratio of detecting serious outcomes

in e-Prescriptions. F is given by Equation 7.5:

F = 2 ∗ P ∗R
P +R

(7.5)

• False negative rate (FNR) is the percentage of how often the classifier identifies

no serious outcome when there is a serious outcome. This evaluation parameter

is important because if it is high, it means the server has a higher ratio of not

sending an alert, even though the e-Prescription might cause a serious outcome.

false negative rate (FNR) is given by Equation 7.6:

FNR =
FN

TP + FN
(7.6)

• False positive rate (FPR) is the percentage of how often the classifier identifies

the serious outcome when there is no serious outcome. This evaluation parame-

ter is important because if it is high, then it means the server has a higher ratio

of sending an alert even though the e-Prescription might not cause a serious

outcome. false positive rate (FPR) is given by Equation 7.7:

FPR =
FP

FP + TN
(7.7)
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7.2.3 Blockchain Network Evaluation Metrics

We will be using the metrics execution time and throughput to evaluate the blockchain.

• Execution Time is defined as the total amount of time (number of seconds)

during which the blockchain platform took to execute and confirm all ePre-

scription transactions in the data set Execution Time (ExT) is calculated by

subtracting Execution Time when a transaction was confirmed in the blockchain

(Ext1) from Submitting Time of an ePrescription transaction to the blockchain

(SubT) [182]. The Equation is represented by the following 7.8:

ExT = Ext1− SubT (7.8)

• Throughput refers to the number of successful ePrescription transactions per

second in the Blockchain. Starting from the first ePrescription transaction

submitting time [182]. The evaluation will be executed using Apache JMeter,

an open-source tool for testing the performance of an application [183–185].

7.2.4 Security Analysis

The system security and privacy of the patient’s information rely on four main aspects:

• We will use Blockchain to manage and store the patient’s information securely.

• The token ID to manage the access control to the information.

• Mobile application biometric login.

• Using blockchain technology will provide better privacy for patient information.



Chapter 8

Online Survey

8.1 Introduction

Electronic prescribing is becoming one of the most important emerging information

technologies among health care organizations. Nowadays, many health care centers

and organizations around the world are adopting ePrescription services. The rea-

son for this massive increase in interest is because ePrescription services have the

potential to improve the safety, quality, and efficiency of the medication prescrib-

ing process [61, 105, 148, 186–200]. While the focus of ePrescription services is on

enhancing the safety of prescribing medications, it can improve other aspects of the

process of prescribing, dispensing and purchasing medication [197, 201]. Even though

ePrescription will help overcome many issues, it may create new problems in different

stages [105, 186, 202]. Its implementation will affect prescribers’ and pharmacists’

workload and thus will affect health care services’ quality and safety. Moreover, the

transition to using ePrescription will affect patient medication safety from their end,

and it will also affect the privacy and security of their prescription information. With

the patient being more involved in the medical information process, they should be

more involved in evaluating health care systems, specifically those they might deal

with more often such as ePrescription systems. Many studies have found that patients

that are satisfied with certain healthcare services are more likely to continue using

those services [203, 204]. Therefore, it is important to evaluate the ePrescription

system from the point of view of all the parties involved when considering poten-

tial improvements. In the literature, many of the studies evaluating ePrescription

systems examined their benefits and problems [189, 205, 206], the facilitators and

limitations of implementing ePrescription systems [66, 186, 207], and the effects of

ePrescription systems on workflow and medication safety [187, 206, 208, 209]. These

studies evaluated ePrescription systems from the point of view of healthcare experts

and professionals. However, studies on patients’ experiences that evaluated their
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role in the ePrescription system are limited [197]. Studies such as [210–214] evalu-

ated ePrescription systems from the perspective of patients in the United States and

Sweden [105]. In Australia [215] and Scotland [216], the studies included patients’

attitudes toward ePrescription before implementation. These studies reported that

the patients’ attitudes toward ePrescription were mostly positive. However, these

studies had limitations[197] due to being locally focused, having small samples, and

involving patients from only one clinic [211, 212, 215], or one state [213, 214].

Therefore, we conducted this study to evaluate the system’s involved parties’

attitude towards the new features and to measure the potential benefits of introducing

the use of blockchain and machine learning to strengthen the methods in place for

safely prescribing medication. Our study is part of the research on developing a

new ePrescription system that gives the patients an important role in the system

by allowing them to control the access to their medication history and ePrescription

information, how it is transferred, and whom it is shared with. The system aims

to enhance the security and privacy and improve the availability of ePrescription

information and reliability of the system. We mainly focus on utilizing blockchain

technology to improve the privacy and security of the ePrescription information by

designing a blockchain network for the proposed ePrescription system to facilitate

the sharing of ePrescription information while maintaining the security and privacy

of the patients’ ePrescription information in the network. Moreover, we introduce a

new feature to detect any drug interactions in ePrescriptions using machine learning

algorithms and check ePrescriptions for anomalies before submitting them to the

pharmacy. Such anomalies are the missing prescription values, wrong dosage, wrong

medication strength the might harm the patient. All of these anomalies could be

detected using the history of similar treatment cases.

Through this study, we aim to answer the following research question:

• What benefits and drawbacks exist when using the proposed ePrescription sys-

tem compared to existing ePrescribing methods (specifically, generating medica-

tion prescribing error alerts, medication histories, and prescription information

sharing)?
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8.2 Previous Studies

In [105] the authors conducted a study to evaluate Swedish patients’ attitudes to-

wards e-prescribing, including the transfer of ePrescriptions, electronic storing of

prescriptions and mail-order prescriptions. The study targeted Swedish patients na-

tionwide to evaluate their attitudes using a postal questionnaire. The questionnaire

was developed for the purpose of this study and aimed to evaluate respondents’ views

concerning e-prescribing, the electronic storing of ePrescriptions and mail-order pre-

scriptions from multiple aspects, including safety, personal benefits and effectiveness.

The study population is 1500 individuals who met the inclusion criteria and were

randomly selected from a database of individuals in Sweden who store prescriptions

electronically (n = 5 840 599). The response rate was 52% (739/1429). The authors

found that the majority of the respondents (85%, 628/739) had a positive attitude

towards ePrescriptions and the electronic storing of prescriptions (86%, 633/739) and

considered ePrescriptions to be secure (79%, 584/739), beneficial (78%, 576/ 739),

and an improvement to the medication dispensing process (69%, 512/739).

Another study conducted by [197] aimed to investigate Finnish pharmacy cus-

tomers’ experiences with purchasing medicine with ePrescriptions, renewing ePre-

scriptions, and acting on behalf of someone else at a pharmacy, ways in which they

keep up to date with their ePrescriptions, and their overall satisfaction with ePre-

scriptions.

The study included 2913 pharmacy customers (older than 18 years) in 18 commu-

nity pharmacies across Finland in 2015. The authors found that most respondents,

90.85% (1161/1278), did not face any issues during pharmacy visits. Almost 79.44%

of the respondents were notified about the current status of their ePrescriptions after

dispensing their medication(1013/1276).

8.3 Methodology

8.3.1 Overview of the Study

This study is a survey that evaluates the proposed ePrescription system based on the

feedback of the involved parties (i.e. patients, pharmacists, and prescribers). The



85

survey focuses on the computer science aspects of the ePrescription system. It in-

volves questions about the features introduced in the proposed ePrescription system

to evaluate the security, privacy, reliability, and availability of the ePrescription in-

formation in the system [186]. Moreover, the survey includes questions that generally

evaluate the features provided by the current ePrescription systems (e.g. PrescribeIT

in Canada, Surescripts in the US). Finally, the participants in the patient group were

from several countries, including Canada, the US, the UK, India, Brazil, and different

countries in Europe. In contrast, the pharmacist and the prescriber groups involved

participants mainly from Canada, the US, and the UK.

8.3.2 Recruitment Procedure

We aimed to use Dalhousie University’s email announcement for the patients’ group

to recruit the wider Dalhousie University community. Also, we posted the recruitment

notice on social media (e.g. Facebook, Twitter, and LinkedIn) and the local classified

website Kijiji Research Study [217].

In addition, we used Amazon Mechanical Turk (Mturk) as another method for

recruiting people to broaden the recruiting process and gather data faster. Mturk

is an online tool that helps recruit participants to perform tasks or fill out online

surveys. Mturk uses a Human Intelligence Task (HIT) to represent a single virtual

task or, in our case, a survey for one participant. A Human Intelligence Task, or

HIT, is a question that needs an answer. A HIT represents a single, self-contained,

virtual task that a Worker can work on, submit an answer, and collect a reward.

HITs are created by Requester customers (i.e. the lead researcher) to be completed

by Worker customers [218, 219]. Mturk allows researchers to control the kind of

participants to see and respond to a recruitment notice and provides a reputation

measure to ensure those participants recruited from the available frame are likely to

participate in good faith and provide data of acceptable quality. Hit Approval Rate is

one of the qualification criteria for Mturk users only. That represents the proportion

of completed tasks that Requesters approve. Setting the "HIT Approval Rate" to

greater than 95% will direct the survey to users who have consistently produced

high-quality tasks by completing other tasks from other requesters on the website

[220].
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For the prescribers and pharmacists groups, I emailed pharmacies and clinics in

Canada, the US, the UK directly using their provided email from the official web-

sites. Also, we emailed various legal authorities representing the pharmacists and

prescribers (i.e. pharmacists and physicians associations and a number of the phar-

macy and medical universes’ faculties in the three mentioned countries) to ask for

participation in the survey. I provided the link to the survey in the dal Opinio server

in the email text. I sent the emails using the primary researcher (Bader Aldughayfiq)

dal email (bd256851@dal.ca). Also, I intend to post the study recruitment notice on

the website LinkedIn [221]. This website is a social network for professional workers

to communicate with each other [221]. We can find groups specific to prescribers and

pharmacists on the website. Using LinkedIn will help us target our recruitment notice

to an audience related to the prescribers and pharmacists groups.

Our targeted samples were at least 150 participants in the patient group and

25 participants in the pharmacist and prescriber groups. We set a low number for

the pharmacist and prescriber group samples due to the pandemic’s effects on these

participants’ time. Also, when trying to publish the online survey, we received some

rejection emails from some health authorities to distribute the survey link due to both

groups’ limited time and high workload during the pandemic. Once we published

the online survey, we had 365 respondents in the patient group, 62 respondents in

the pharmacist group, and 69 respondents in the prescriber group. After excluding

participants who did not meet our requirements, we had 284 respondents in the

patient group, 39 respondents in the pharmacist group, and 27 respondents in the

prescriber group.

Inclusion criteria

In the survey, there were three groups of participants: patients, pharmacists, and

prescribers. All participants in the three groups had to be older than 18 years old.

The patient group must have experience using ePrescription systems or paper pre-

scriptions to pick up prescribed medication in the past year. For the prescriber and

pharmacist group participants, we required the prescribers (i.e., all prescribers except

pharmacists) to have experience using any electronic health record system and any

ePrescribing method (e.g., email or an ePrescription system such as PrescribeIT) in
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Table 8.1: Demographics of the patients’ group(n=226)

Frequency Percent
Age (years)

18-24 22 9.7%
25-34 130 57.5%
35-44 37 16.4%
45-54 18 8.0%
Over 55 19 8.4%

Gender
Male 142 62.8%
Female 82 36.3%
Other 2 0.9%

Education
High school 16 7.1%
College diploma 15 6.6%
Bachelor’s degree 130 57.5%
Master’s degree 57 25.2%
Doctoral degree 5 2.2%
Other 3 1.3%

Used ePrescription
No 58 25.7%
Yes 168 74.3%

the past year. Pharmacists were required to have experience using any pharmacy

management system and experience with any ePrescribing method (e.g., email or an

ePrescription system such as PrescribeIT) in the past year.

8.3.3 The questionnaires

As was previously mentioned, each group received a different questionnaire based

on their role in the proposed system. Each group was presented with two sections:

the first section evaluated the current ePrescription system in general and its related

features. The second section evaluated the proposed ePrescription system’s new fea-

tures from their perspective concerning their role in the system. For example, the

alert generation feature that uses machine learning questions to evaluate the efficiency

and efficacy of the generated alerts will not only be presented to the patient group.

In each of the question sections, we provided a brief explanation of the ePrescription

service features. All the questions used a 7-point Likert scale in which the participants
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Figure 8.1: The process of selecting participants in the patient group.
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responded on how much they agree with the presented statement from 1 - strongly

agree to 7 - strongly disagree. Also, a final, open-ended question was asked so the

participant could provide suggestions on how to improve the proposed ePrescription

system and ePrescription systems in general.

8.3.4 Analysis of results

Collected answers were analyzed using SPSS (version 26 for macOS; SPSS). Differ-

ences between the respondents’ answers and their demographic information, or their

experience using the ePrescription system, were tested for significance using a chi-

square test. The statistical significance was determined as P < 0.01. All results

from the Likert-scale questions were regarded as nominal-level data, and statistical

methods were chosen based on the information from [222].

The answers from the open-ended question were categorized into the most com-

monly mentioned opinions. Categories were not decided in advance but emerged

during the analysis of the answer’s context. The respondents’ answers could belong

to several categories if they contained more than one comment or suggestion.

8.4 Results

8.4.1 Patient Group

After the initial exclusion process (n=284), we excluded 30 more participants because

they did not answer the check questions. The check questions were introduced to

ensure no bots answered the survey since it is an online survey and made sure the

participants fully read the questions and understood them. We asked the participants

in these questions to choose a specific answer. The resulting number of participants

after this was 254 participants. Finally, 28 participants’ responses were removed

because they did not answer more than two questions. Thus, the number of analyzed

responses was from 226 respondents, and there was a response rate of 80% (226/284).

The exclusion process is described in Figure 8.1, and a detailed statistical description

about the patient group participants’ demographic information is shown in Table 8.1.



90

Using ePrescription

Of the 226 respondents, almost 74% stated that they had used an ePrescription system

before, while 26% had not used one. There was no significant difference (P>0.01) in

answering this question between respondents of different ages. However, there was

a significant difference (P<0.01) in answering this question between respondents of

different education levels.

Patients Feedback on the Current ePrescription

The majority of respondents, or 88.1% (199/226), agreed that the current ePrescrip-

tion system transfers ePrescriptions securely and keeps their information private.

Almost 47.6% of the respondents agreed that the reliability of ePrescriptions and the

availability of ePrescription information through the system is what motivates them

to use ePrescriptions. Figure 8.3 shows the respondents’ answer percentages. There

was a significant difference (P<0.01) in the answers to the questions (i.e. about the

reliability and the availability of ePrescription information) between respondents of

different education levels (Figure 8.2). There was no significant difference (P>0.01)

in the security and privacy question answers between respondents of different ages or

depending on whether they had used an ePrescription system before or not.

On the other hand, almost 48% disagreed with the statement that the ePrescrip-

tion system will improve the process of picking up prescriptions at the pharmacies

(Figure 8.3). There was a significant difference (P<0.01) in the answers to the ques-

tion (i.e. will the ePrescription system improve the process of picking up medication

at the pharmacies) between the respondents of the group who had or had not used

an ePrescription before and different ages (Figures 8.4 and 8.5).

Patients’ feedback on the new proposed features

When we asked the respondents about the new features of the system, we found the

following. Almost 81.4% of the respondents agreed that making the ePrescription

in a read-only mode for the other parties after submission would help prevent any

alterations, and nearly 83% agreed that the read-only mode would help prevent any

fraud attempts. When we asked about introducing a unique ID to control access
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Figure 8.2: How the respondents in the patient group from different age groups re-
garding if using ePrescription will improve their experience during pickup medication
in the pharmacies, on a seven-point Likert-type rating scale.

Figure 8.3: The percentages of the respondents’ (in the patient group) answers about
if the security, privacy, reliability, and availability of the ePrescription system will
motivate them to use it.
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Figure 8.4: How the respondents in the patient group who used or not ePrescription
before regarding if using ePrescription will improve their experience during pickup
medication in the pharmacies, on a seven-point Likert-type rating scale.
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Figure 8.5: How the respondents in the patient group from different age groups re-
garding if using ePrescription will improve their experience during pickup medication
in the pharmacies, on a seven-point Likert-type rating scale.
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Figure 8.6: How the respondents in the patient group answered the different questions
about the new proposed ePrescription system features on a seven-point Likert-type
rating scale.

to the ePrescription information, the respondents agreed that the unique ID would

help the pharmacists validate the patients’ identity before dispensing the medica-

tion. However, only approximately 50% agreed that the unique ID would help keep

their information private and only accessed by the authorized parties (i.e. autho-

rization is granted by the patient when sharing their unique ID only). Regarding

using the blockchain technology and the unique ID to ensure the originality of the

ePrescription, almost 87% of respondents agreed with that statement. However, 67%

of respondents believed using blockchain technology to share the ePrescription infor-

mation would raise security concerns. Figure 8.6 shows the answer percentages for

the above-discussed questions.

We performed the Chi-square test to find any significant differences between the

question answers across demographic groups. For the question about whether the

read-only mode will prevent any alterations (i.e. from all parties) to the submit-

ted ePrescription, there was a significant difference (P<0.01) in the answers to the

questions between participants of different education levels (Figure 8.7.)

There was a significant difference (P<0.01) in the answers to the question of

whether the read-only mode will prevent fraud between the different education-level

groups (Figure 8.8). For the question about whether using the unique ID will help ver-

ify the patient’s identity at the pharmacy, there was a significant difference (P<0.01)
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Figure 8.7: How the respondents in the patient group from different education levels
regarding if using the read only mode for browsing the ePrescription will prevent any
alteration, on a seven-point Likert-type rating scale.
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Figure 8.8: How the respondents from different education level groups regarding if
using the read only mode will prevent fraud, on a seven-point Likert-type rating scale.

in the answers from the different education-level groups (Figure 8.9). On the other

hand, there was a significant difference (P<0.01) in the different age groups’ answers

to the question about whether using the unique ID will preserve the ePrescription

information in the network (Figure 8.10).

Finally, we found a significant difference (P<0.01) in the answers of respondents

from different education-level and age groups regarding using blockchain to build

a private network for sharing ePrescription information will raise security concerns

(Figure 8.11 and 8.12).

8.4.2 Pharmacists Group

We excluded five more participants after the initial exclusion process (n=39) because

they did not answer the check questions or missing values in their submitted survey.

Thus, the number of analyzed responses was 34, with a response rate of 87% (34/39).

The exclusion process is described in Figure 8.13, and Table 8.2 shows an overview
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Figure 8.9: How the respondents from different education level groups regarding if
using the unique Id will prevent fraud, on a seven-point Likert-type rating scale.
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Figure 8.10: How the respondents from different age groups regarding if using the
unique Id will preserve their ePrescriptions information in the network, on a seven-
point Likert-type rating scale.
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Figure 8.11: How the respondents from different education levels regarding if using a
Blockchain-based network to share the ePrescription information will raises security
concerns, on a seven-point Likert-type rating scale.
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Figure 8.12: How the respondents from different Ages regarding if using a Blockchain-
based network to share the ePrescription information will raises security concerns, on
a seven-point Likert-type rating scale.
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Figure 8.13: The process of selecting participants in the pharmacists group.

of the demographic data percentages distribution of the pharmacist group.

Pharmacists’ attitudes toward ePrescription systems in general

We asked the pharmacists a series of questions about what motivates them to use

ePrescription systems in general. Almost 95% of the pharmacists stated that they

would use the ePrescription system because it will help transfer ePrescription infor-

mation securely. Additionally, approximately 91% of the pharmacists stated that they

would use the ePrescription system because it will keep a record of patients’ ePrescrip-

tion information easier, and 88.2% of the pharmacists think that, the ePrescription

system will help prevent the misinterpretation of paper prescriptions. The majority of

pharmacists, 73%, believe that the ePrescription system will improve communication

with the prescribers, and 82% believe it will reduce the time spent on communicating

with prescribers. Nearly 65% of the pharmacists think using the ePrescription sys-

tem will help verify the originality of the received ePrescription. However, only 29%

think the ePrescription system will help verify the prescriber’s identity using a digital

signature. Figure 8.14 shows the percentage of pharmacists’ answers to the questions

about the ePrescription system in general.
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Table 8.2: Demographics of the pharmacists’ group(n=34)

Frequency Percent
Age (years)

18-24 years old 1 2.9%
25-34 years old 10 29.4%
35-44 years old 13 38.2%
45-54 years old 7 20.6%
Over 55 3 8.8%

Gender
Male 15 44.1%
Female 19 55.9%
Other 0 0.0%

Education
Bachelor’s degree 23 67.6%
Master’s degree 5 14.7%
Doctoral degree 4 11.8%
Other 2 5.9%

Figure 8.14: How the pharmacists answered the different questions about the ePre-
scription system in general on a seven-point Likert-type rating scale.
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Pharmacists’ feedback on the new proposed ePrescription alert

generation feature

Only 47% of the pharmacists think checking the ePrescription system for any drug

interactions in the patient will help reduce their workload. However, 82.4% of the

pharmacists think checking the ePrescription system for anomalies (e.g. missing fields,

misplaced information, or wrong dosage proportions) will help reduce their workload

regarding communicating with the prescriber. Nearly 91% of the pharmacists agree

that generating alerts for the prescribers to prescribe medication safely to the patient

based on their past medication history will help the pharmacists dispense medica-

tions safely. Around 62% of them believe that the system checking for drug-to-drug

interactions will improve the work efficiency in the pharmacy. Further, 68% of the

pharmacists think checking alerts about the patient’s drug allergies will improve the

work efficiency in the pharmacy. Almost 68% of the pharmacists think checking for

prescription anomalies will reduce any dispensing errors. Finally, 65% of the pharma-

cists believe that the proposed features for detecting anomalies will help to dispense

medication safely. Figure 8.15 shows the percentage of the pharmacists’ answers to

the questions about the new proposed feature of generating alerts for the prescribers

about ePrescription anomalies and drug interactions.

Pharmacists’ feedback on the new proposed ePrescription sharing

ePrescription feature

The majority of the pharmacists (94%) think that making the ePrescription in a

read-only mode will help prevent alterations, and 52% believe this will help avoid

prescription fraud. Almost 56% of the pharmacists think that controlling access to

the ePrescription by patients using a unique ID will help verify the patient’s identity

during the dispensing process. Last, almost 80% of pharmacists, who responded

to the survey, think the new proposed ePrescription system will help authenticate

the submitted ePrescriptions. Figure 8.16 shows the percentage of the pharmacists’

answers to the questions about using blockchain technology in the new proposed

ePrescription system.
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Figure 8.15: How the pharmacists answered the different questions about the new pro-
posed feature of generating alerts to the prescribers about the ePrescription anomalies
and drug interactions on a seven-point Likert-type rating scale.

8.4.3 Prescribers Group

After the initial exclusion process (n=27), we excluded one more participant because

they did not answer the check questions or there were missing values in their submitted

survey. Thus, the number of analyzed responses was 26, with a response rate of 96%

(26/27). The exclusion process is described in Figure 8.17, and Table 8.3 shows an

overview of the demographic data percentages distribution of the prescriber group.

Prescribers’ attitudes toward ePrescription systems in general

We asked the respondent prescribers several questions about the ePrescription system

in general and to what extent they agree with the presented statement that they are

motivated to use or not to use the ePrescription system in general. Almost 92%

of the prescribers believe they will use the ePrescription system because they will

use it to securely transfer ePrescriptions. Nearly 88% of the prescribers think the

system will allow them to keep a digital record of the patients’ prescriptions, and

92% of them will use it because the system will solve most of the issues associated



105

Figure 8.16: How the pharmacists answered the different questions about the new pro-
posed feature of using Blockchain to securely sharing and preserving the prescription
information on a seven-point Likert-type rating scale.

Figure 8.17: The process of selecting participants in the prescribers group.
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Table 8.3: Demographics of the prescribers’ group(n=26)

Frequency Percent
Age (years)

18-24 years old 1 3.8%
25-34 years old 7 26.9%
35-44 years old 8 30.8%
45-54 years old 7 26.9%
Over 55 3 11.5%

Gender
Male 18 69.2%
Female 8 30.8%
Other 0 0.0%

Education
Bachelor’s degree 6 23.1%
Master’s degree 5 19.2%
Doctoral degree 12 46.2%
Other 3 11.5%

with paper prescriptions. Approximately 81% of the prescribers agreed that they will

use the system because it will improve communication with pharmacists, and 85%

would like to use the system because it will help track the fulfillment of prescriptions.

However, 15% will not use the ePrescription system because it will take more time

to type in and submit the prescription, and 23% will not use the system because of

the possible security threats associated with the system being online and connected

to the internet. Figure 8.18 shows the percentages of the prescribers’ answers to the

overview questions about ePrescription systems in general.

Prescribers’ feedback on new proposed ePrescription alert generation

feature

We asked the prescribers to answer if they agree with the provided statements regard-

ing the feature of generating alerts using the machine learning algorithm (described in

detail in chapter 6). The majority of prescribers (91%) believe generating alerts about

the prescribed medication using one or a combination of previous patient medication

history, current health condition, and previous similar cases of drug interactions will

help safely prescribe the medication. However, 77% of the prescribers think using the
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Figure 8.18: How the prescribers answered the different questions about the ePre-
scription system in general on a seven-point Likert-type rating scale.

previous health condition of the patient will help prescribe medication safely. More-

over, 81% of the prescribers think checking for any prescription anomalies will help

reduce the time spent to correct the prescription by communicating with the phar-

macists. Finally, 77% of the prescribers think integrating the alert-generating feature

using machine learning will help prevent medication errors and enhance the safety of

medication prescribing. Figure 8.19 shows the percentages of the prescribers’ agree-

ment with statements about the proposed ePrescription system’s alert-generating

feature.

Prescribers’ feedback on the proposed ePrescription sharing feature

We presented the prescribers with three questions about the use of a private ePrescrip-

tion network using blockchain technology (details described in chapter 6). Approxi-

mately 77% of the prescribers think providing the ePrescription in a read-only mode

after submission will help avoid any alterations to the initially submitted prescription,

and 73% think the read-only mode will help prevent fraud. Finally, almost 65% of the

prescribers agree that using a private network to make the ePrescription available to
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Figure 8.19: How the prescribers answered the different questions regarding the pro-
posed ePrescription system’s alerts generating feature on a seven-point Likert-type
rating scale.

all parties (i.e. prescribers, pharmacists, and patients) will enhance the medication’s

safety. At the same time, 23% stated their opinion as neutral, and only 12% disagreed

with the statement. Figure 8.20 shows the percentage of the prescribers’ answers to

the questions about using blockchain technology in the new proposed ePrescription

system.

8.4.4 Suggested improvements

We asked the three groups if they have any suggestions on improvements or any com-

ments in general about the proposed ePrescription system. Starting with the patient

group, almost 39% (89/226) provided answers in free text. We excluded 51 answers

unrelated to the question or answers that stated that they do not have any sugges-

tions. The most common comment (n=35) was that the proposed system is sufficient

and does not need any further improvements. However, the second most common

comment (n=18) was about different security concerns the respondents had towards

using the prescription information and sharing it with all parties in the blockchain
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Figure 8.20: How the prescribers answered the different questions regarding the pro-
posed ePrescription system provide the ePrescription information to all parties in the
private network on a seven-point Likert-type rating scale.

network. Another common comment (n=17) was on using a more straightforward de-

sign for the mobile application to make it easier to read and navigate for the patient

when they browse their ePrescriptions. It was also suggested that the mobile appli-

cation use push notifications for any changes made to their ePrescription. Another

exciting suggestion (n=6) is to use a two-factor authentication scheme to verify the

identity of the patient and the originality of the ePrescription. Last, other respon-

dents (n=4) suggested using a one-time password (OTP) authentication scheme [223]

to grant access to the ePrescription blockchain. See Table 8.4 for the most common

free-text answers and the improvements and comments provided by the patients.

In the pharmacist group, almost 44% (15/34) of the respondents answered in

free text. The answers included 26 comments and suggestions with a rate of 1.62

comments or suggestions per answer. The most common suggestion (n=5) is to

include the indication of the prescribed medication with the prescription to reduce the

time spent communicating with the prescriber. Another common suggestion (n=3)

is to provide an option for the patient to grant access to the ePrescription online
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Table 8.4: The suggestions of the patient group for improvements and comments
about the proposed ePrescriptions.

n Percentage
Suggestions

The proposed system is sufficient 33 37%
Security concerns and improve information privacy 26 29%
Simpler design for the mobile application 11 12%
Two-factor authentication scheme 6 7%
Push notifications using the mobile application regarding
the ePrescription

5 6%

Using a password to log in to the mobile application 4 4%
Use One-Time-Password (OTP) 4 4%
Total 89 100%

in order to reduce the waiting time for the patient. Sharing the drug interaction

alerts sent to the prescriber with pharmacists was another suggestion provided (n=2).

It was also suggested (n=2) to provide a digital signature for the prescriber with

the ePrescription in order to prevent fraud when prescribing narcotics. Table 8.5

shows the entire suggestions and comments provided by the pharmacists regarding

improving the proposed ePrescription system.

For the prescriber group, almost 50% (13/26) of the respondents answered in

free text. The answers included 16 comments and suggestions with a rate of 1.23

comments or suggestions per answer. The most common suggestion i(n=5) is to

design the visual alerts in a way that is easy to understand and overcome. Another

common suggestion (n=4) was that the proposed system should be easily integrated

or utilized by enhancing the currently used Electronic Health Record (EHR) systems.

Other comments and suggestions are listed with all the comments in Table 8.6.

8.5 Discussion

8.5.1 ePrescription in general

We found from the study that the perceptions of the three groups towards the ePre-

scription system are mostly positive. In the patient group, we found that the respon-

dents felt that the security and privacy of their prescription would improve if they use

the ePrescription system. Most patients believe that the ePrescription system can

reliably handle prescription information and make their information available to pick
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Table 8.5: Suggestions from the pharmacists group for improvements and com-
ments about the proposed ePrescriptions.

n Percentage
Suggestions

Provide the indication of the medication 5 19%
The proposed system is sufficient 3 12%
Granting access to the prescription in advance 3 12%
Checking for allergies, adherence, and interactions 2 8%
Option to share the drug interaction alerts 2 8%
Multiple built-in alerts for all parties 2 8%
Digital signature for prescribers 2 8%
Better integration with the pharmacy system 1 4%
Web-based platform of the system to all parties 1 4%
Using fingerprint authentication to control access 1 4%
Built-in dosage forms for prescribers to select from 1 4%
Notification for a new prescription coming in 1 4%
Provide an offline mode of the system 1 4%
A print option for the prescription 1 4%
Total 26 100%

Table 8.6: Suggestions from the prescribers group for improvements and comments
about the proposed ePrescriptions.

n Percentage
Suggestions

Visually easy to understand alerts and simple 5 31%
Integrated with the current Electronic Health Record (EHR)
systems

4 25%

List of drugs built-in and available to select from 1 6%
Two-factor authentication 1 6%
Cross-reference the interactions with official resources 1 6%
Option to override dosage restrictions 1 6%
The system should not override clinical judgment 1 6%
Easy to connect to and access it 1 6%
Registration of the patient’s preferred pharmacy 1 6%
Total 26 100%
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up medication when they are at pharmacies. However, they were not entirely sure

that the ePrescription system will improve their experience with picking up medica-

tion in its current form. The patient group most likely to state that their experience

will not be changed are 25–34 years old, had a bachelor’s degree, or used an ePre-

scription system before. This might be because in the ePrescription system’s current

form, their role is still limited, and most of the features are directed to benefit the

pharmacists and prescribers. They have limited control or might be limited to the

individual’s experiences with different ePrescription systems. Thus, more in-depth

studies should be conducted to overcome this negative perception. In addition, an

explanation of the indirect benefits affecting the safety of the medication dispensed to

the patients. the patients’ skepticism about the technological advancements in terms

of prescription might lead to the patients opposing any new technologies that could

be used in the future. The health service providers might think of providing more

information to the public to close this knowledge gap.

In the other two groups (i.e. pharmacists and prescribers), we found more enthu-

siasm about using ePrescription systems since most of the systems were developed

to solve most of the issues related to paper prescriptions. In the pharmacist group,

we mainly found positive responses about how the ePrescription system will improve

security and privacy while transferring prescriptions electronically. However, there

is some hesitation about whether the system will verify the originality of the ePre-

scription by only using the prescriber’s digital signature. We also found that the

pharmacists’ perceptions were positive about whether the ePrescription system will

improve communication with prescribers. They positively responded that the system

would help them keep a digital record of the prescriptions. In general, we found

that the pharmacists reacted positively towards most of the presented statements,

and they were motivated to use the ePrescription system. Similarly, in the prescriber

group, we found positive responses towards using the ePrescription system for the

reasons mentioned in the questionnaire. We also found that the prescribers are more

likely to agree that tracking the fulfillment of the prescription is information they

want to be knowledgeable about it.
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8.5.2 Using a Blockchain Network

In the patient group, we found that they are more positive towards the read-only

mode proposed, where the prescription can not be altered once submitted to the

blockchain. Most of the patient group respondents who reacted positively to the

read-only mode had at least a bachelor’s degree for their education level. We also

found that the patient group in the age range of 25–34 years old does not think using

a unique ID to access the ePrescription information in the network will preserve

their privacy. Analyzing the text responses on the question about suggesting any

improvements, this age group might be more likely to prefer to add another security

layer or use other methods to preserve their information privacy (e.g. two-factor

authentication or a one-time password). Despite the patient group feeling negative

about using the blockchain network because of privacy and security concerns, they

responded positively to their access to their information. Thus, the patients would

like to have a more significant role in managing and sharing their information. The

patients’ security and privacy concerns might be raised because their information is

on the blockchain, where any node in the network can view the information. The

design description presented to them specifically explained that their information

would be encrypted when stored in the blockchain, but they still have concerns. It

would be better for future research is to explore these concerns and provide a more

unambiguous explanation. Finally, the patients think a more secure method is needed

than using a unique ID only.

In the pharmacist group, we found that they responded positively, regarding that

using the blockchain feature will help verify the originality of the ePrescription and

authenticate it. Additionally, we found that the respondents feel positive about using

the read-only mode, and they think it will help prevent any alterations to the original

ePrescription. In contrast, we found that they think the read-only mode might prevent

fraud. In short, the pharmacists think using blockchain will help prevent fraud and

alterations to the prescription, will be used to authenticate the ePrescription, and

will verify the patient’s identity due to controlling access to ePrescriptions. Similarly,

the prescriber group showed a positive attitude towards the blockchain feature. We

found that the prescribers think using blockchain to make the medication history

available to all parties will help prescribe medications safely. The blockchain provides
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a decentralized network connecting all the parties, making the patient’s medication

history blocks available to be accessed by authorized parties in the network.

8.5.3 Utilizing the machine learning algorithms to generate alerts

We asked both the pharmacist and prescriber groups about the new methods for gen-

erating alerts. We found that both groups think the new method will help prescribe

and dispense medication safely. The pharmacists think detecting any anomalies in a

prescription to be solved or changed by the prescriber before submitting it will help

reduce the time spent clarifying the prescription. This will also help increase patient

satisfaction with the service when their prescription is ready in advance. Corre-

spondingly, a prescription checked for any allergies regarding the patient’s prescribed

medication and for any drug-on-drug interaction will help increase the efficiency in

the pharmacy by reducing the workload. One of the most common suggestions is

to indicate that including the medication prescribing resaons will help reduce the

workload and time spent communicating with prescribers to clarify the prescriptions

and the reasons for prescribing the medication. One pharmacist commented that the

indication of the prescribed medication would help correct and verify the prescribed

dosages. The pharmacist group answered slightly positively towards generating alerts

about suggesting the appropriate dosages for the prescribed medication to the pre-

scribers before submitting. However, they would like to receive the generated alerts

to verify the prescribed dosages as part of the prescription.

Comparatively, the prescriber group also responded positively towards using the

new generating alerts method. They think using the patient’s current and previous

health condition to check for any drug interactions or allergies towards the prescribed

medication/s will help prescribe medications safely. In addition, utilizing information

from previous similar cases that used the prescribed medication for the same indica-

tion will help prevent prescribing medication errors. Similarly, the prescribers think

that using a combination of the previously mentioned information regarding check-

ing the prescribed medication will help prescribe the medications safely to patients.

However, the prescribers stated in a common comment that fewer alerts should be

sent to prevent pop-up fatigue because of the high number of alerts [224]. Therefore,

we designed the machine algorithm to check for all drug interactions and present the
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prescribers with only the most important ones. We also made them visually easy to

understand and deal with. The generated alerts are intended to be suggestions only

and should not be used by the prescribers to make decisions. Similarly, one of the

suggestions is to provide two-factor authentication to grant access to ePrescription

information.

Finally, all the groups responded to both features with positive attitudes and a

few suggestions to be incorporated in the features. Most of the suggestions were

about security and privacy concerns related to using blockchain to create a private

network for the proposed ePrescription system. We believe the concerns are due to the

lack of knowledge regarding how blockchain technology will manage the ePrescription

information. While we provided a short but detailed description of the technology

and how it will be used to manage the information, we still think more education

for all the parties is needed before incorporating this technology. As for using the

machine learning algorithms, we only surveyed the prescriber and pharmacist groups

since they are the only groups that will be dealing with the alerts. Both groups have

positive perceptions of the proposed features. However, minor suggestions such as

sharing the alerts with the pharmacists and displaying the alerts in a simple and

visually easy to understand method were given.

8.6 Limitations of the Survey

Besides the positive and promising results of this survey, there are some limitations we

will explore in this section. One of the limitations is the number of participants in the

prescribers and pharmacists groups. Due to the COVID-19 pandemic, the workload

has increased on the healthcare providers. As explained to us from the associations

we reached out to, it is not easy to recruit many participants during these times.

Another limitation is the gender basis of the survey. The majority of participants in

all groups were males, which might affect the results since the issues we are exploring

affect the lives of all genders of the public. Lastly, most patients’ group participants

had used ePrescription before, which might have altered the results to favour the

ePrescription systems.
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8.7 Chapter Summary

To summarize, many studies showed that the prescribers and pharmacists appreciate

using the ePrescription system to reduce their workflow and solve most of the issues

associated with paper prescriptions. Additionally, this study provided information

about the prescribers’, pharmacists’, and patient’s evaluation of the security and pri-

vacy of the ePrescription system. Moreover, our survey showed that the proposed

features would help prevent medication errors and enhance the safe prescribing of

medication. Blockchain technology is used to build a private network to enable all

the parties to share information about the patient’s medication history and ePrescrip-

tions submitted in their blockchain. All healthcare providers can access this network

(i.e. patients, prescribers, and pharmacists); however, only by authorization from the

patient, the healthcare providers can access the patient’s specific encrypted informa-

tion blocks. Moreover, using machine learning algorithms helps generate personalized

alerts about the patient’s health condition. The alerts help prevent medication errors

and prescribe medication safely. In conclusion, we found from the study that our

proposed ePrescription system would prevent medication errors and enhance the safe

prescribing of medication.



Chapter 9

Machine Learning Module

9.1 Introduction

Preventing prescription errors and adverse drug events (ADEs) is considered difficult

due to multiple-complected interventions by humans on multiple levels. It is estimated

that these errors were preventable, account for 1 in 985 outpatient and inpatient

deaths in the US. In addition, these prescription errors lead to a cost of approximately

30 billion USD. Although these prescription errors are linked to human errors, there

are also failures in the utilization of information systems to prevent these errors

[60, 225, 226]. Nowadays, the main approach employed to overcome this issue is the

use of CDS systems. Although these systems can identify prescription errors, they still

misidentify the majority of errors and cause "alert fatigue" due to the high number

of false alerts [60, 227, 228]. Therefore, systems using ML will detect prescription

errors accurately and generate fewer false alerts [229–231].

ML has evolved in recent years as part of the artificial intelligence (AI) field.

ML refers to the use of computer algorithms to improve decision making by utilizing

large datasets [232–234]. ML algorithms are widely used in fields such as education,

industry, transportation, and medicine. In recent years, machine learning has been

introduced and proposed in multiple health care fields to help health care workers

make medical decisions safely [234, 235]. The ML algorithms are fed with data col-

lected in the training phase to classify the data. Later, the classifier will be used

to give specific predictions [236]. Therefore, both preparing data for processing and

the collected data quality have a significant role in driving high-quality results that

help improve the decision-making process [237]. Nowadays, most of the collected data

are processed in different healthcare applications to deliver good health care services.

The following are some examples of the uses of machine learning in the healthcare

sector in general and prescribing medication in particular.

The authors [56] proposed to find any non-medical uses of drugs by applying an

117
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unsupervised ML algorithm on Twitter data, and [58] proposed the use of ML to

identify antibiotics that could be used to treat urinary tract infections. Another

study [60] developed an outlier CDS system based on ML to predict any medication

prescribing errors for inpatient settings.

9.2 Literature Review

In this section, we will explore different studies that used ML for identifying prescrip-

tion errors and medication errors in the healthcare sector. However, to the best of our

knowledge, these are the only studies we could find that are related to our research

question.

MedAware [238] is a detection system developed to identify and prevent prescrip-

tion errors using a machine learning algorithm. The MedAware website did not spec-

ify a machine learning classifier. Several studies were conducted to evaluate the

MedAware system’s accuracy in generating alerts [229–231]. The studies showed that

the MedAware system has an accuracy range between 75% and 85%, correctly iden-

tifying prescription errors.

The authors in [239] developed a ML model to predict ADR. They used a dataset

collected over 12 months between 2016 and 2017 for every inpatient episode that was

flagged to be a possible case of ADR. The resulting dataset had 2917 records with 245

cases of ADR. The authors used the classifier RF for their ML model. The classifier

was able to correctly classify ADR cases with an AUC of 0.803.

The authors in [240] developed a ML model using a RF classifier to detect ADEs

in emergency departments EHR for older adult patients. They used the RF to predict

the mortality in a dataset collected over six months for older adults with congestive

heart failure. Their model correctly classified patients who lived 82.6% (AUC =

0.826) of the time.

9.3 Overview of the proposed scheme

As discussed in 6, the ML server will have three modules for collecting, managing and

processing the data required. The patient’s information will be aggregated based on

the patient ID, shared upon the healthcare center or pharmacy visit. Then, the ML
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server will send messages to the network to collect the blocks containing the patient’s

information. The information includes the patient’s medication and health condition.

Then, the server will process the new e-prescription for any anomalies to avoid any

interactions or anticipated harm from the prescribed medication. Such anomalies are

the missing prescription values, wrong dosage, wrong medication strength the might

harm the patient. All of these anomalies could be detected using the history of similar

treatment cases. Therefore in our experiment, we are detecting any serious outcome

caused by these anomalies.

After this, the server will send the result of this process to the prescriber’s man-

agement system. The outcome of this process is based on the available information

on a patient’s health condition and the past use cases of a medication with the same

prescribed dosage description. The prescriber will make the final decision and submit

the e-prescription to be added to the Blockchain. Finally, the updated Blockchain

ledger will be sent to the synced nodes in the blockchain private network to make the

information available. Figure 9.1 shows the proposed process of the ML server.

Figure 9.1: The proposed ML model architecture
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9.4 Data Selection and Preprocessing

9.4.1 Data Selection

Our study used the publicly available Adverse Event Reporting System dataset ex-

tracted from the US Food and Drug Administration (FDA) website. The dataset

is aggregated from the sub-dataset published from the year 2012 to 2020 [2]. The

dataset is formatted as XML files with a total size of approximately three GB. We

first converted the dataset to sub-CSV files using Python code, and then we aggre-

gated the resulted CSV files to one dataset in a CSV file. The resulting dataset

contained almost 10 million records and 85 features 9.2. The dataset fields included

demographic and administrative information, drug information from the case reports,

reaction information from the reports, patient reaction outcome information from the

reports, and information on the source of the reports.

Figure 9.2: The used dataset features (n=85).
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9.4.2 Data Pre-Processing

The dataset had many missing values and misfiled values that needed to be removed

before processing. We removed all of the records that had missing values, and this

resulted in 839,548 thousand records. According to multiple resources, the prescrip-

tion should have at least the patient name, patient sex, patient age, drug name, drug

strength, dosage form, medication indication (i.e. the reason why the medication was

prescribed), and the quantity of the prescribed medication [60, 241, 242]. Thus, we

removed the features that were not relevant to the drug, patient, indication, dosage,

and outcome reaction, and we removed any redundant features that had the same

value but in a different form. As a result of the exclusion process, we had ten features

to process with the ML algorithms as shown in Figure 9.3. The dataset had a reac-

tion outcome field related to the patient’s reaction toward the prescribed medication.

The seriousness of the patient reaction was classified into one of six categories: the

seriousness of disabling, the seriousness of other, the seriousness of hospitalization,

the seriousness of life-threatening, the seriousness of death, and the seriousness of

congenital anomaly. Not all the cases met the seriousness of any of the categories. To

simplify, we aggregated all the seriousness categories into one serious feature, where

if the reaction was severe, we gave a value of 1 and 0 if not. Since our goal was to use

machine learning to develop a model to predict if a medication will harm a patient

or not, we assigned this feature to be the ML algorithm target value.

Many ML algorithms require numerical values as input [243, 244]. Since the

dataset we used included six features that were not numerical, we performed cat-

egorical variables encoding with a Python method LabelEncoder from the package

sklearn.preprocessing [245, 246]. This method converts each value in a feature column

to a numerical value. We converted the values of the features medication product,

indication, dosage text form, and active substance for the dataset we used. Figure

9.4 shows the converted values compared to Figure 9.3.

9.4.3 Feature Selection

Further, we used three methods to learn more about the correlation between the

features, the importance of the features to the target value (i.e. severe reaction),

and explore irrelevant features. In the following, we explore the results of the three
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Figure 9.4: The best 10 features after encoding the categorical variables.

feature selection methods we used.

Univariate Selection

This method uses statistical tests to select the best ten features that have the strongest

impact on the target value (i.e. serious reaction) prediction. We ran the chi-squared

(chi2) test using the class SelectKBest from the sci-kit-learn library [246] in Python.

Figure 9.5 shows the 10 best features using this method.

Feature Importance

We used the features importance method to learn the features importance scores.

A higher score means a strong relationship with the target variable (i.e. serious

reaction) [247]. We used the inbuilt class from the Tree-Based Classifier to calculate

the importance of the features. Figure 9.6 shows the importance of the features

towards the target value.
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Figure 9.5: The best 10 features selected using Chi2 statistical test.

Figure 9.6: The importance of the features chart relative to their impact on predicting
the target value.
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Correlation Matrix with Heatmap

The correlation shows how the features are associated with each other or related to

the target variable. The correlation can be easily identified using a heatmap of the

correlation of the features. With this method, we can select the features most related

to the target variable [247]. The closer the value to 1, the stronger the relationship

is. We used the Seaborn library in Python to generate the heatmap of correlated

features. Figure 9.7 shows the correlation heatmap of the features between each

other and between each feature with the target value.

As a result of all the methods, we found that there are nine features that have

the most impact towards predicting the target value. Table 9.1 shows the nine most

relevant features and their description.

Table 9.1: The nine most relevant features and their description from the FDA [2]

Feature Description
NewPatientAge Value for patient age in the years unit.
patientsex Gender indicator Possible codes are: 0= male 1= fe-

male.
patientweight Weight in kilograms.
Indecation A text string is used to characterize the indication

for medication use (based on Medical Dictionary for
Regulatory Activities preferred term) [248].

medicinalproduct Medication trade name publicly.
drugdosagetext Text describing drug dosage and frequency.
drugstructuredosageunit Dose (unit) Possible codes are: 001=kg kilogram(s)

002=G gram(s) 003=Mg milligram(s) 004=μg micro-
gram(s).

drugadministrationroute Route of administration code. For example:
048=Oral 061=Topical.

Activesubstance The medication product active ingredient.

9.5 Machine Learning Classifiers

In this section, we will discuss the chosen classifier and our selection of hyper-

parameters. Further, we show the other ML classifiers and their hyper-parameters

that we experiment with. It should be mentioned that we split the data into 70% for

training and 30% for testing. This ratio was applied to all the used ML classifiers. The
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Figure 9.7: The heat-map of the features correlation with each other and with the
target value.
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implementation of the classifiers was done using the classification methods in Scikit-

Learn Python 3.7 [246] and with a Windows PC that has an Intel(R) Core(TM)

i5-7600K CPU at 3.80 GHz and 16 GB of memory.

9.5.1 Decision Tree (DT)

DT is one of the most widely used machine learning algorithms. The DT starts by

placing the target feature as the root then forms a node for each of the features in

the dataset. Then, the algorithm starts sorting down the tree based on the condition

set at the root. This process continues until reaching the leaf node [249].

Selection of Hyper-parameters

The following are the parameters that were the best to use based on our dataset for

the DT:

n_estimators = 100, criterion ='entropy', random_state= 0

9.5.2 Naive Bayes (NB)

NB is another well-known supervised ML algorithm for classification problems that

need a fast and straightforward learning and testing process. The NB classifier is

based on the Bayes’ theorem, which is part of the Bayesian and probability theory

and statistics [250–252].

Selection of Hyper-parameters

The following are the parameters that were the best to use based on our dataset for

the NB:

GaussianNB()

9.5.3 K-Nearest Neighbors (K-NN)

K-NN algorithm is one of the supervised ML algorithms. K-NN is a lazy learning

algorithm, which means the algorithm does not require a standalone training phase.

K-NN will train by using all the data to train the classifier while running the classify-

ing phase. K-NN is used for most real-world data classification applications because
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the K-NN does not make any initial assumption about the distribution of the input

data, and it performs well in predictive analysis [253, 254].

Selection of Hyper-parameters

The following are the parameters that were the best to use based on our dataset for

the K-NN:

n_neighbors = 5, metric ='minkowski', p = 2

9.5.4 Random Forest (RF)

RF is another supervised machine learning classifier proposed by Breiman in 2001

[255]. RF is many DTs combined in one algorithm. This classifier is based on the En-

semble learning type, in which the same or different algorithms are combined multiple

times. This process made the RF powerful in terms of generating accurate predictions

[255, 256].

Selection of Hyper-parameters

The following are the parameters that were the best to use based on our dataset for

the RF:

max_features='sqrt', n_estimators= 1000

9.5.5 Extreme Gradient Boosting (XGBoost)

XGBoost is a supervised machine learning classification algorithm that uses decision

trees as its estimator [256, 257]. XGBoost was introduced by [225, 258] based on the

gradient boosting framework and designed to benefit from the machine’s computa-

tional resources to provide more accurate results [255].

Selection of Hyper-parameters

The following are the parameters that were the best to use based on our dataset for

the XGBoost:

use_label_encoder=False, booster='gbtree', n_estimators=1000, eta=0.3,

max_depth=6, gamma = 1, reg_lambda = 1
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9.6 Evaluation Methodology

To achieve our mentioned research goals 6.2, we need to evaluate the ML module’s

reliability and accuracy to predict if the prescribed medication has the potential to

harm the patient.

9.6.1 Reliability and Accuracy Analysis

In this section, we will explore the evaluation results of the classifiers mentioned in

the above section. We will be using the evaluation methodology described in Chapter

7.2.2. The metrics we will use are the confusion matrix (Table 7.1), AC (Equation

7.1), MisCl (Equation 7.2), R (Equation 7.4), P (Equation 7.3), F (Equation 7.5),

FNR (Equation 7.6), and FPR (Equation7.7).

Additionally, we will be using the following two criteria in the evaluation:

• Receiver operating characteristic (ROC) is a graph used to visualize a selected

classifier based on its performance. The evaluation is done by plotting the true

positive rate true positive rate (TPR) (Y axis) against the false positive rate

(FPR) (X axis) at different thresholds in the graph [259].

• AUC is the area plotted based on the probability of a classifier ranking randomly

chosen positive instances higher than randomly chosen negative instances [259].

The AUC measures the ability of a classifier to differentiate between the classes

and is used as a summary of the ROC curve. The closer the curve to the Y-

axis, the higher the chance of the classifier of detecting more numbers of TPs

and TNs. Where the closest the curve to the X-axis, the higher the chance the

classifier detecting more number of FPs and FNs. Therefore, the AUC value

indicates the better performance of the classifier. AUC is given by the following

Equation 9.1:

AUC =

∫ 1

0

f

(
TP

P

)
d

(
FP

N

)
(9.1)
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9.7 Results

9.7.1 Reliability and Accuracy Analysis

In this section, we will explore and discuss the results of the classifiers’ performance

evaluation. In all the classifiers’ runs, we balanced the data split at the target feature

value to be 50% for both the value of 1 (i.e. serious) and the target feature and

0 (i.e. not serious). This split was fed to the classifier only in the training phase.

The balancing is done to ensure the classifier is equally trained for both values in the

target feature and eliminate any data processing bias.

Decision Tree (DT)

In Table 9.2 we present the DT classifier’s confusion matrix, and in Table 9.3 we show

the reliability and accuracy analysis evaluation results. Figure 9.8 shows the AUROC

graph for the DT classifier.

Classified positive Classified negative
Serious outcome (1) 85669 19415

No Serious outcome (0) 20916 83887

Table 9.2: DT classifier confusion matrix.

Measure Score
AC 0.81

MisCl 0.19
R 0.82
P 0.80
F 0.81

FNR 0.18
FPR 0.20
AUC 0.81

Table 9.3: Reliability and accuracy analysis evaluation results for the DT classifier.
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Figure 9.8: DT AUROC graph.

Naive Bayes (NB)

In Table 9.4 we present the NB classifier’s confusion matrix, and in Table 9.5 we show

the reliability and accuracy analysis evaluation results. Figure 9.9 shows the AUROC

graph for the NB classifier.

Classified positive Classified negative
Serious outcome (1) 77807 27277

No Serious outcome (0) 63266 41537

Table 9.4: NB classifier confusion matrix.
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Measure Score
AC 0.57

MisCl 0.43
R 0.74
P 0.55
F 0.63

FNR 0.26
FPR 0.60
AUC 0.57

Table 9.5: Reliability and accuracy analysis evaluation results for the NB classifier.

Figure 9.9: NB AUROC graph.

K-Nearest Neighbors (K-NN)

In Table 9.6 we present the K-NN classifier’s confusion matrix, and in Table 9.7 we

show the reliability and accuracy analysis evaluation results. Figure 9.10 shows the

AUROC graph for the K-NN classifier.
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Classified positive Classified negative
Serious outcome (1) 79194 25890

No Serious outcome (0) 27416 77387

Table 9.6: K-NN classifier confusion matrix.

Measure Score
AC 0.75

MisCl 0.25
R 0.75
P 0.74
F 0.75

FNR 0.25
FPR 0.26
AUC 0.82

Table 9.7: Reliability and accuracy analysis evaluation results for the K-NN classifier.

Figure 9.10: K-NN AUROC graph.

Random Forest (RF)

In Table 9.8 we present the RF classifier’s confusion matrix, and in Table 9.9 we

show the reliability and accuracy analysis evaluation results. Figure 9.11 shows the
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AUROC graph for the RF classifier.

Classified positive Classified negative
Serious outcome (1) 87254 17830

No Serious outcome (0) 9591 95212

Table 9.8: RF classifier confusion matrix.

Measure Score
AC 0.87

MisCl 0.13
R 0.83
P 0.90
F 0.86

FNR 0.17
FPR 0.09
AUC 0.94

Table 9.9: Reliability and accuracy analysis evaluation results for the RF classifier.

Figure 9.11: RF AUROC graph.
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Extreme Gradient Boosting (XGBoost)

In Table 9.10 we present the XGBoost classifier’s confusion matrix, and in Table 9.11

we show the reliability and accuracy analysis evaluation results. Figure 9.12 shows

the AUROC graph for the XGBoost classifier.

Classified positive Classified negative
Serious outcome (1) 87449 17635

No Serious outcome (0) 7708 97095

Table 9.10: XGBoost classifier confusion matrix.

Measure Score
AC 0.88

MisCl 0.12
R 0.83
P 0.92
F 0.87

FNR 0.17
FPR 0.07
AUC 0.95

Table 9.11: Reliability and accuracy analysis evaluation results for the XGBoost
classifier.

Figure 9.12: XGBoost AUROC graph.
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9.8 Discussion

In this section, we will discuss the results of ML classifiers and how the ML classifier

will contribute towards the goals mentioned in Chapter 6.2. We will compare the

classifiers to each other based on the metrics mentioned in Section 7.2.2. We will also

compare our classifier’s results with the results from different studies discussed in the

literature review (Section 9.2).

9.8.1 Comparison of the classifiers’ results

To compare the tested classifiers and determine which is the best, we need to compare

the top significant rates for our proposed framework: higher AC, lower FPR and

lower FNR. Based on our goals, the classifier results should yield better accuracy

when detecting a prescription error. However, from our literature review and the

online survey results in Chapter 8 we found that the users of the framework would

like to lower the number of false or less important alerts. Therefore, the decision will

be based on the user’s preferences and whether they need higher accuracy or reduce

the chance of encountering a false alert and increasing the number of less important

alerts. Table 9.12 shows the comparison between the classifiers in terms of the metrics

percentage.

The XGBoost performed the best in terms of the AC rate, lower FPR, and lower

FNR among all the machine learning classifiers we tested. The second best was RF

by a small margin across all the metrics compared to XGBoost. Furthermore, the

XGBoost classifier performed better in term of the MisCl rate with 0.12, R rate with

0.83, P rate with 0.92, F rate with 0.87 and AUC rate with 0.95. The chart in Figure

9.13 shows the classifiers’ performance evaluation results.

Moreover, Figure 9.14 shows the AUROC plot for all the classifiers. We can see

that the XGBoost classifier has the best AUC curve. Therefore, for our framework,

our choice will be the XGBoost due to the excellent results we obtained through the

testing phase.
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Classifier AC MisCl R P F FNR FPR AUC
DT 0.81 0.19 0.82 0.80 0.81 0.18 0.20 0.81
NB 0.57 0.43 0.74 0.55 0.63 0.26 0.60 0.61

K-NN 0.75 0.25 0.75 0.74 0.75 0.25 0.26 0.82
RF 0.87 0.13 0.83 0.90 0.86 0.17 0.09 0.94

XGBOOST 0.88 0.12 0.83 0.92 0.87 0.17 0.07 0.95

Table 9.12: The comparison table of all the used classifiers measures.

Figure 9.13: The comparison chart of all the used classifiers measures.
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Figure 9.14: The AUROC graph of all the used classifiers AUC.

9.8.2 Comparison with the Literature Review Studies

In this section, we will compare our chosen classifier XGBoost with the studies from

section 9.2. For the comparison with other studies, we will be using only the AUC

metric. The AUC is the appropriate performance evaluation method for classifiers

that use imbalanced datasets [259–262], and this metric is the only one provided by

the studies. We will also use the accuracy metric to compare our results with the

studies evaluated using the MedAware system.

In Table 9.13 we show the results of our classifier XGBoost along with the results

from the other studies. As can be seen, not all the metrics were provided from the

other studies, whereas we show our classifier results for all the metrics used. However,

we will only compare our classifier with the other studies using the available metrics

from the literature review.

In terms of the AC rate, only three studies provided this metric, but none of them

have better results when detecting a prescription error and generating an alert based

on the error. In the AUC metric, we can see from Table 9.13 that our proposed

system has the highest score compared with the other studies. Finally, our proposed

framework proved that it could detect prescription errors accurately and has a better
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classification percentage of harm medication with 95%.

Proposed systems AC MisCl R P F FNR FPR AUC
Proposed XGBoost 0.88 0.12 0.83 0.92 0.87 0.17 0.07 0.95

MedAware [229] 0.80 X X X X X X X
MedAware [230] 0.75 X X X X X X X
Segal et al. [231] 0.85 X X X X X X X

McMaster et al. [239] X X X X X X X 0.80
Ouchi et al. [240] X X X X X X X 0.83

Table 9.13: The comparison table of framework classifier with the other related stud-
ies.

9.9 Chapter Summary

In this chapter, we presented the machine learning algorithm model in detail. We

discussed the model implementation, the process of feature selection, and the tested

machine learning classifiers. We reported and discussed the evaluation results and

concluded that the XGBoost classifier performed the best in terms of all metrics.

Furthermore, we compared our results with the reviewed studies from the literature,

and our proposed framework has the highest score in terms of AC and AUC.



Chapter 10

The Blockchain Private Network

10.1 Introduction

Blockchain is a decentralized network that includes a distributed chain of blocks. The

blockchain network is a peer-2-peer network. Each block in the chain includes infor-

mation about a transaction in the chain. All transactions are recorded in the blocks.

These blocks are linked to each other by storing a hash value to the previous block

data. The user verifies the block by calculating the hash value and matching it with

other blocks’ hash in the network. If the verification process is successful, then the

new block will be added. One of the well-known examples of Blockchain is the Bitcoin

network. Bitcoin is a finance network used to organize and monitor the participating

peers’ financial transactions [9]. Figure 2.5 shows the blockchain architecture. The

blockchain network in its distributed architecture ensures the privacy of transaction

information and the ability to share the blocks in the network securely [49–51].

The issues we found in the current systems of e-prescription reliability, availabil-

ity, privacy, and security as illustrated in Chapter 3 Section 3.3. Those issues are

slowing the advancements in improving healthcare services. As mentioned before in

3 The implementation of the blockchain approach provides a decentralized architec-

ture, data transparency, data integrity, and immutability [156]. Compared to other

approaches such as relational databases, the blockchain approach will address most of

the issues related to the security and privacy of patient’s information in the ePrescrip-

tion system. Therefore, Blockchain was the most subtle technology to our framework.

Blockchain technology provides the ability to share information with all the parties by

posting the Blockchain. The Blockchain provides transparency regarding the posted

information and by whom, which helps track the e-prescriptions process. The sys-

tem will be reliable since the Blockchain provides a decentralized platform, where

the information will be shared, and a copy will be stored in the local devices of the

parties involved in the network. Moreover, the Blockchain will enhance the privacy

140
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and security of patient information. Lastly, an added bounce blockchain will enhance

the efficiency of the process by eliminating the security checking of the process and

identifying the prescriber and the patient [263, 264].

10.2 Literature Review

Many researchers have proposed the use of a blockchain network in the healthcare

sector. We will explore some of the proposals in this section.

The authors in [50] proposed the use of Blockchain to manage and secure a pa-

tient’s health data gathered from wearable devices. They proposed a framework

with two blockchain networks: personal health care (PHC) and external record man-

agement (EMR). The patient will control the PHC blockchain network, and it will

manage and maintain the health data generated by wearable devices. Moreover, the

PHC network will store data in an external cloud database to facilitate sharing of a

patient’s health data with the doctor. Meanwhile, the EMR blockchain network will

manage patients’ health data while visiting a healthcare centre. The EMR network is

controlled and managed by the healthcare centres. Insurance companies will be given

access to the patient data on the EMR network. Lastly, the authors proposed using

a machine learning module to detect any serious outcome in the patient health data

generated by the patient.

In [49], the authors develop a cryptocurrency called RxCoin to be used to prescribe

a medication using the principles of Blockchain electronically. The authors developed

a proof of concept of their system to demonstrate the blockchain principles using

the proposed RxCoin. Furthermore, they used the smart contract concept to create

the prescription and store it to trace back the Blockchain’s medication transaction

histories. In their paper, they explain the process of creating RxCoin during the

prescribing process. The prescriber will issue a new prescription, thus creating a new

RxCoin. This coin will later be transferred to the pharmacist once the process of

filling the prescription is started. Then, the pharmacist will create a new transaction

with that RxCoin, informing the system that the prescription has been filled. When

creating and transferring, RxCoin will issue a transaction for each process. The

transactions will be stored in the Blockchain, and after each process (i.e. creating

and transferring the RxCoin), the system will announce the new stored transaction.
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The authors believe the use of Blockchain could help deal with the opioid crisis in

the US [49, 52, 53].

Another proposed system was introduced by [51]. It is called the decentralized

medication management system. This system aims to improve patient medication

histories’ security and privacy while sharing and transferring data between healthcare

centres. The system utilizes a blockchain network to achieve the mentioned goals.

The prescription is encrypted with the patient’s public key in this system after the

prescriber issues it. The patient will have full access to the medication history across

the health care centres and will be able to decrypt it using their private key. Moreover,

with the patient’s approval, the prescriber can view the medication history from other

healthcare centres.

MedRec is an MIT research project that aims to utilize the Ethereum blockchain

as a solution for managing EHR and giving the patient agency over their medical

record. The authors believe that MedRec will address fragmented medical data, slow

access to medical data, system interoperability, and patient agency over their data.

They believe it will improve the quality and quantity of data for medical research.

MedRec will handle authentication, confidentiality, and accountability when sharing

sensitive medical information. To achieve the system’s goals, MedRec uses a smart

contract to trace the patient’s health record shared in the network. Finally, MedRec

gives the patient full access to their health record history. Furthermore, MedRec

allows the patient to store their medical record at their local database (e.g. local

PC or mobile phone) [49, 54]. Relying heavily on the patient to manage their health

record might make data vulnerable to privacy breaches at the patient end.

Similarly, Health Nexus is developing a blockchain network based on Ethereum.

They aim to solve the same issues faced by MedRec except for the patient agency.

Health Nexus focuses on providing a secure method for sharing health information

between health care providers [49, 55].

As can be seen, most of the proposed blockchain networks focus on transferring

patient information securely and preserving their data privacy. Moreover, only one

proposal suggests giving the patient control over their medical information. As men-

tioned above, the patient agency might lead to privacy breaches at the patient end

since they will store their private key used to decrypt the block on their local device.
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Moreover, the other proposals will allow pharmacists to create a new transaction

stating that the prescription-filling process has finished. Thus, this process might

create the opportunity to misuse the prescribed medication. Furthermore, this sys-

tem does not confirm that the patient has received the medication. Therefore, the

blockchain network must have a confirmation stage that can be issued from the pa-

tient end. Moreover, confirmation of the validity of that prescription can be done by

other participants in the network.

10.3 Proposed Blockchain in the Framework

10.3.1 Blockchain Approaches Background

The most and used popular blockchain approaches are Hyperledger and Ethereum

platforms. These platforms are the most used in today’s blockchain applications.

They are both open-source platforms, and most of the developers of blockchain ap-

plications worldwide have been using one of these platforms and experimenting with

them. Both approaches have their pros and cons in terms of the need for the de-

veloped blockchain application. Both approaches follow the general guidelines of a

blockchain. The exact copy of the Blockchain is shared between the blockchain net-

work participants and access to it.

Ethereum is a public, distributed, and decentralized approach. The Ethereum

approach uses the concept of smart contracts. The contracts are programable to

control the process of transferring the transactions among the blockchain application

users. The Ethereum approach requires a cost for each transaction is transferred

in the network. This cost is called gas, and it is paid with Ether cryptocurrency

[265, 266].

Hyperledger is an open-source project to help developers can get the guidelines,

tools, frameworks, and standards for building Blockchain for specified applications.

The pros of the Hyperledger approach are suitable for a wide range of applications,

has higher efficiency compared to other approaches, and can be set up with multiple

features to suit applications’ different needs [267, 268].

Another blockchain approach is BigchainDB. This approach is designed to merge
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the best of two worlds: the "traditional" distributed database world and the "tradi-

tional" blockchain world. With high throughput, low latency, powerful query func-

tionality, decentralized control, immutable data storage and built-in asset support

[269, 270]. Table 10.1 shows the comparison between the three blockchain approaches.

Ethereum Hyperledger BigchainDB
Accessibility Public Private permissions prefer-

ences
Confidentiality More Trans-

parent
Authorized
Access

permissions prefer-
ences

Programming
Language

Solidity Node JS,
Golang, or
Java

MongoDB Query

Consensus
Mechanism

Proof of
Work

Developer
Choice

proof-of-stake

Cryptocurrency Ether
(ETH)

None None

Ledger Type No Permis-
sion

Permissioned User preferences

Table 10.1: The comparison between the three blockchain approaches.

For the framework blockchain approach, we would like to consider a hyper solution

of an integrated blockchain approach using the Hyperledger with BigchainDB. The

Hyperledger approach will be responsible for the blockchain private network, trans-

ferring transactions, and connecting the participants to the Blockchain. BigchainDB

will be used to assist with managing, storing the Blockchain and query the blocks. Us-

ing these two integrated approaches will achieve the required goals of our framework

blockchain security and privacy level.

Since our framework implementation is a proof-of-concept, we used the approach

we could implement with the available resources and suit our application needs. Our

implementation is similar to the Hyperledger approach since we require permission to

access the blockchain network in general. Only the authorized parties can write blocks

in the Blockchain (i.e. prescriber and pharmacies). Moreover, our implantation was

programmed using Python and MySQL databases to store and access the information

locally. Our implementation simulates Hyperledger and BigchainDB to provide the

security and privacy of the patient information using the Blockchain.
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10.3.2 Our Proposed Blockchain overview

We propose an adaptable approach that will store the prescription and medication

information about any patient in blocks as part of the patient’s Blockchain. These

blocks will be stored by distributing them among the blockchain network. The in-

volved parties (i.e. healthcare centers, pharmacies, medical government authorities,

insurance companies, and patients) will be a part of the network as nodes to ease

sharing the information. Not all the nodes will have the privilege to add a block

and transfer transactions; only the prescriber and pharmacies will transfer blocks in

the Blockchain. The other nodes (i.e. patients, medical government authorities, and

insurance companies) can only view the Blockchain for their purposes related to their

role in the healthcare services. The shared Blockchain will contain the prescription

hash transactions block and the encrypted prescription information. Figure 6.1 shows

the overall architecture of the system framework.

The system will create two types of blocks to be added to the Blockchain. The

first block is the prescription transactions, prescriptions submitted and dispensed

transactions, containing the information needed to create the key to encrypt the

second block and the prescription transaction hash. This hash will be used to fetch

the prescription information by requesting the data from the node submitting the

prescription transaction. The information in the transaction block is the time stamp

for issuing the prescription, the sending node ID, the prescriber’s digital signature,

and the prescription transaction hash. The data on this block will be encrypted using

the token Id provided only by the patient. The decryption process for this block will

verify the patient’s identity and the sender node’s identity since only the prescriber

node can submit a prescription transaction, and only the patient can provide the

token Id.

A second block will be created and stored locally in the sender node server. This

block contains the information about a submitted prescription transaction. The ML

server will validate the submitted prescription; however, this implementation will not

include the ML model process since it is a proof-of-concept implementation for a

blockchain private network. We already discussed and presented the ML model in

Chapter 9 and proved that it contributes toward the framework objectives. The block

will contain prescription information that is encrypted using a key generated using
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the patient ID and the prescription transaction hash, where the patient ID will be

provided to the patient mobile application (Chapter 4). This encryption using this

prescription transaction hash and the patient ID will ensure that the prescription

was not modified and prevent any fraudulent submission of an e-prescription from

any rogue party to the patient blockchain. Moreover, the blocks are read-only after

mining; therefore, tampering with prescription data will not be possible. Figure 10.1

shows the blocks’ architecture in the patient’s Blockchain.

After generating the key, the pharmacy node will request the encrypted block

from the prescriber node to dispense the prescribed medication. Then, the pharmacy

will create a transaction to indicate the prescription was processed and dispensed and

will add the transaction to the block. Last, the pharmacy node will mine the block

and add it to the patient’s Blockchain. Finally, the Blockchain will be updated and

synced among the nodes in the Blockchain after mining.

Figure 10.1: The proposed two blocks in the blockchain architecture

10.4 Proof-of-Concept Implementation

In our blockchain network, we developed two nodes to implement a proof of concept.

For the node implementation, we used a Windows PC with an Intel(R) Core(TM)

i5-7600K CPU at 3.80 GHz and 16 GB of memory for the prescriber node. We used

a Windows laptop with an Intel(R) Core(TM) i7-7500U CPU at 2.70 GHz and 16

GB of memory for the pharmacy. Both devices had the same blockchain code to run
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and connect to the local network. We used the Python programming language to

implement the Blockchain, and we used an open-source blockchain code from Github

[271, 272] as a guideline to follow while building the private blockchain network. The

Blockchain has the following features:

• Possibility of adding multiple nodes to the Blockchain.

• Transactions with RSA encryption.

• Generation of prescriptions and sending their transactions.

• Displaying the sent transactions and the requested prescription.

• Mining the blocks to be added in the Blockchain.

• Generating PKI for the nodes.

Finally, we implemented a dashboard to ease the interaction with the application

using HTML/CSS/JS. We also used a local MySQL server for each node to store a

copy of the Blockchain locally.

10.4.1 Blockchain User Interface

We developed three interfaces to interact with the Blockchain to send and receive

transactions, mine the blocks in the Blockchain, and sync the nodes in the Blockchain.

Creating a Prescription UI

In this UI the prescriber will start by filling the prescription data. The public key and

private key will be generated and filled to be ready to submit the transaction. Figure

10.2 shows the UI for creating the prescription transaction. Then, the prescriber will

generate the transaction, and another transaction confirmation window will open.

The prescriber will be presented with the transaction hash, patient ID, sender public

key, transaction signature, transaction status, and receiver node URL in this window.

The transaction signature will be used to validate the transaction at the receiver node

by calculating the hash of the transaction signature. Then, the prescriber is requested

to fill in the address of the pharmacy node to send the transaction to. Finally, the
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Figure 10.2: Syncing nodes in the blockchain UI.

transaction will be sent to the receiver (i.e. the pharmacy) node encrypted using the

PKI scheme. Figures 10.3 and 10.4 show the UI of submitting the transaction and

confirming the process. Once the prescriber confirms the sending of the transaction,

the node will send the prescription information to the local MySQL database to be

added in the Blockchain and to store it encrypted with the generated key from the

patient ID and the hash as mentioned in Section 10.3. Figures 10.5 and 10.6 show

the submitted transaction and prescription data encrypted stored in the local MySQL

server.

Syncing the Blockchain Nodes UI

This interface is available at both nodes to sync the local node with other nodes in

the Blockchain. The user is only required to enter the node URL to be synced. Then,

the synced nodes only can share the Blockchain. In our proposed framework, every

node should sync with the other Blockchain nodes to make the information updated

and available to every participating node. Figure 10.7 shows the UI for syncing the

blockchain nodes.
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Figure 10.3: Syncing nodes in the blockchain UI.

Figure 10.4: Syncing nodes in the blockchain UI.
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Figure 10.5: Syncing nodes in the blockchain UI.

Figure 10.6: Syncing nodes in the blockchain UI.
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Figure 10.7: Syncing nodes in the blockchain UI.

Mining the Block UI

In this interface, the pharmacy node user will be able to display the prescription

submission transaction information with the status "Submitted" to indicate the pre-

scription is a pending process. The pharmacists will decrypt the authentication block

(first block) using the node private key to start the dispensing process, then fetching

the prescription data from the Blockchain using the prescription transaction hash.

After, the prescription data block will be sent encrypted. The pharmacy node will

decrypt the block by generating the key using the patient ID obtained from the pa-

tient and the information available in the authentication block (first block). After

processing the prescription and dispensing it to the patient, the pharmacists will mine

the block to the Blockchain by adding another transaction to update the prescription

transaction status to "Dispensed." Figure 10.8 shows both the process of display-

ing the transaction and getting the prescription information. Figure 10.9 shows the

updated Blockchain after adding the new block with the transaction data.
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Figure 10.8: Displaying the received transaction and getting the prescription infor-
mation UI.

Figure 10.9: Mining the new block and displaying the updated blockchain UI.
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10.5 Evaluation Methodology

To meet the research goals listed in Chapter 6.2, we need to evaluate the proposed

Blockchain in terms of two aspects:

• The execution time of the transaction between submitting a new e-Prescription

and its mining the block to the Blockchain.

• The performance of the blockchain network when executing the prescription

transactions and sharing the Blockchain with the other nodes.

We will evaluate the Blockchain-based on the metrics stated in Chapter 7 ExT

and throughput. Using JMeter, we will calculate the ExT and throughput of sub-

mitted and processed prescriptions’ transactions in the blockchain network in four

scenarios. The parameters in these scenarios differ in syncing the Blockchain or not

and the number of users, with 1000 and 10,000 users. All the scenarios ran with a test

ramp-up time equal to one hour and a delay time of 3 s after each request made to the

blockchain server. In addition, we will evaluate the Blockchain with the metric Appli-

cation Performance Index (APDEX) provided in the jMeter configuration. APDEX

is an open standard developed to evaluate the performance of applications based on

the satisfaction threshold of users for every transaction sent to the server [273]. The

APDEX score is calculated between 0 and 1, where 0 is frustrated, 1 is satisfied, and

0.5 is a tolerating user. For the satisfaction threshold, we used the default values

from jMeter, with a toleration threshold of 500 ms and frustration threshold of 1500

ms [185]. The APDEX is calculated using the following Equation 10.1 [273]:

APDEXt =
SatisfiedCount+ (ToleratingCount ∗ 500) + (FrustratedCount ∗ 1500)

TotalSamples
(10.1)

10.6 Results

In this section, we will present the results of the blockchain performance evaluation

based on the metrics mentioned in Chapter 7 ExT and the throughput for each re-

quest and in total. The evaluation of the Blockchain was done using four different
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scenarios, as mentioned in the previous section. Each scenario will be executing six

requests: generating prescription data, creating a transaction, submitting a transac-

tion, confirming a transaction, get at the node transaction, get the prescription data,

and mine the block. Depending on the scenario, the requests count will be seven

when adding syncing the Blockchain. The different scenarios in terms of parameters

are presented as follows:

• scenario 1: 1000 users syncing the Blockchain with all nodes and dynamic pre-

scription data generation.

• scenario 2: 10,000 users syncing the Blockchain with all nodes and dynamic

prescription data generation.

• scenario 3: 1000 users without syncing the Blockchain with all nodes and dy-

namic prescription data generation.

• scenario 4: 10,000 users without syncing the Blockchain with all nodes and

dynamic prescription data generation.

10.6.1 First Scenario

In this, we used the parameters of 1000 users with syncing the Blockchain with all

nodes and dynamic prescription data generation. Table 10.2 shows the results metrics

of response times, throughput, and sent and received data size. The total number

of requests generated from 1000 users was 7000 with a fail request rate of 2.83%

(198/7000 requests). Most of the errors 52.02% (103/198 errors) were responses to

the request of confirming the transaction. The error code is 406, which means the

server could not validate the transaction originality due to failing to generate the

decryption key from the given transaction data. The other 47.98% (95/198 errors)

were responses from the MySQL server with the error code 500. The error code

illustrates an internal server error, which means the prescription data were not found

based on the transaction hash provided. From Figure 10.10 we can see the blockchain

throughput (i.e. number of transactions per second) for the transaction from creating

until block mining has increased compared to the first scenario. In Figure 10.12 we

can see that the number of failure codes is stable through the test duration, and all
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are a response to the request of getting the prescription information from the MySQL

server.

We can see from the table that the server response time average for the sce-

nario in total from creating the prescription transaction until mining the block in

the Blockchain is almost 84.10 seconds. The APDEX score is 0.512 in total, which

means the users were tolerating. Figure 10.13 shows the distribution of the number

of responses over the satisfactory response time threshold. Figure 10.11 shows the

average response latency. Figure 10.14 shows the response times percentiles for all

the requests made using the different codes in the Blockchain.

Executions Resp. Times(ms) Throughput
Request Label Error% Average Min Max Transactions/s
ConfirmationTransaction 10.30% 2894.35 41 16291 0.18
CreateTransaction 0.00% 128570 56 656699 0.18
DecryptPrescription 9.50% 2639.89 29 21545 0.18
GenrateData 0.00% 215902.44 31 2407590 0.18
GetChain 0.00% 233126.07 21 1019997 0.17
GetTransactionAtNode 0.00% 602.71 8 4039 0.18
Total 2.83% 84102.93 8 2407590 1.22

Table 10.2: The jMeter metrics results for the first scenario.

Figure 10.10: The number of transactions chart over the elapsed time (i.e. one hour).
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Figure 10.12: The response codes to the HTTP requests per seconds.

Figure 10.11: The average response latency in ms.
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Figure 10.13: The number of responses over the response time ranged base of the
satisfaction threshold.

Figure 10.14: The response time percentiles for all the transactions.
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10.6.2 Second Scenario

In this, we used the parameters of 10,000 users with syncing the Blockchain with all

nodes and dynamic prescription data generation. Table 10.3 shows the results metrics

of response times, throughput, and data sent and received size. The total number of

requests generated from 10,000 users was 53,469, with a fail request rate of 85.20%

(45,554/53,469 requests). Because of the limitation in the testbed device memory,

the test could not be completed when the size of the synced Blockchain was too

big to be sent using our simple testbed. Most of the errors, 95.36% (43,439/45,554

errors), were a connection failure from the server-side confirming the transaction,

connection socket was closed, or no socket was found at the server-side. These error

responses could happen for several reasons. However, the most relevant reason could

be because of the windows firewall responding to a large number of requests (i.e.

almost 58 KB/s) in a limited time. From Figure 10.15, we can see that the number

of the failed requests sent to the server went up to 9 transactions (t)/second (s), then

went down to 4 t/s. Figure 10.17 shows how unknown or refused connection error

codes started after 50% of the sent requests. This might explain the reason behind

a large number of failed requests and why the windows refused the connection after.

The other 3.82% (1739/45,554 errors) were responses from the MySQL server with

the error code 500. The error code illustrates an internal server error, which means

the prescription data were not found based on the transaction hash provided. Other

errors 0.83% (376/45,554) had the response code 406, which means the server could

not validate the transaction originality due to failing to generate the decryption key

from the given transaction data.

Further, we can see from the table that the server response time average for the

scenario in total from creating the prescription transaction until mining the block in

the Blockchain is 224.98 seconds. This sizeable average response time is due mainly

to the waiting time until the transaction response failure and generating of a new

prescription data request (Figure 10.16). The APDEX score is 0.021 in total, which

means the users were frustrated. Figure 10.18 shows the distribution of the number

of responses over the satisfactory response time threshold. Figure 10.19 shows the

response times percentiles for all the requests made using the different codes in the

Blockchain.
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Executions Resp. Times(ms) Throughput
Request Label Error% Average Min Max Transactions/s
ConfirmationTransaction 94.71% 18738.43 42 357684 1
CreateTransaction 84.69% 136249.27 57 3481583 1.01
DecryptPrescription 94.06% 21445.71 31 362511 0.99
GenrateData 69.58% 985736.03 35 6785798 1.11
GetChain 90.20% 288118.88 64 4733972 0.98
GetTransactionAtNode 82.53% 14715.02 8 264926 0.99
Total 85.20% 224988.08 8 6785798 7.06

Table 10.3: The jMeter metrics results for the second scenario.

Figure 10.15: The number of transactions chart over the elapsed time (i.e. one hour).
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Figure 10.16: The average response latency in ms.

Figure 10.17: The response codes to the HTTP requests per seconds.
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Figure 10.18: The number of responses over the response time ranged base of the
satisfaction threshold.

Figure 10.19: The response time percentiles for all the transactions.

10.6.3 Third Scenario

In this, we used the parameters of 1000 users with no syncing the Blockchain with all

nodes and dynamic prescription data generation. Table 10.4 shows the results metrics

of response times, throughput, and data sent and received size. The total number of
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requests generated from 1000 users was 6000 (i.e. without syncing the Blockchain)

with a fail request rate of 0.27% (16/6000 requests). All the errors 100% (16/16 errors)

were from the MySQL server with the error code 500. This error code illustrates an

internal server error, which means the prescription data were not found based on the

transaction hash provided. From Figure 10.20 we can see the blockchain throughput

(i.e. number of transactions per second) for transactions from the creation until the

block mining is increasing at the end of the test duration. This is due to not syncing

the blockchain process as part of the e-prescription submitting and dispensing. In

Figure 10.22 we can see that the number of failure codes has decreased due to the

fewer error responses for transactions in the Blockchain.

Further, we can see from the table that the server response time average for the

scenario in total from creating the prescription transaction until mining the block in

the Blockchain is 0.109 seconds. The APDEX score is 0.974 in total, which means

the users were very satisfied. Figure 10.23 shows the distribution of the number

of responses over the satisfactory response time threshold. Figure 10.21 shows the

average response latency. Figure 10.24 shows the response times percentiles for all

the requests made using the different codes in the Blockchain.

Executions Resp. Times(ms) Throughput
Request Label Error% Average Min Max Transactions/s
ConfirmationTransaction 0.00% 52.85 40 170 0.28
CreateTransaction 0.00% 72.27 56 1070 0.28
DecryptPrescription 0.00% 33.72 29 203 0.28
GenrateData 0.00% 72.74 27 253 0.28
GetTransactionAtNode 0.00% 10.98 9 61 0.28
MinBlock 0.00% 99.73 77 210 0.28
Total 0.00% 57.05 9 1070 1.67

Table 10.4: The jMeter metrics results for the third scenario.
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Figure 10.20: The number of transactions chart over the elapsed time (i.e. one hour).

Figure 10.21: The average response latency in ms.
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Figure 10.22: The response codes to the HTTP requests per seconds.

Figure 10.23: The number of responses over the response time ranged base of the
satisfaction threshold.
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Figure 10.24: The response time percentiles for all the transactions.

10.6.4 Fourth Scenario

In this, we used the parameters of 10,000 users with no syncing the Blockchain with

all nodes and dynamic prescription data generation. Table 10.5 shows the metrics

of response times, throughput, and data sent and received size. The total num-

ber of requests generated from 10,000 users was 60,000 (i.e. without syncing the

Blockchain) with a fail request rate of 3.19% (1916/60,000 requests). All the errors

99.79% (1912/1916 errors) were from the MySQL server with the error code 500. This

error code illustrates an internal server error, which means the prescription data were

not found based on the transaction hash provided. The other errors, 0.21% (4/1916

errors), were responses to the request of confirming the transaction. The error code

is 406, which means the server could not validate the transaction’s originality due to

failing to generate the decryption key from the given transaction data.

From Figure 10.25 we can see the blockchain throughput (i.e. number of transac-

tions per second) for transactions from the creation until the block mining increased

compared to the first scenario. This is due to not syncing the blockchain process as

part of the e-prescription submitting and dispensing. In Figure 10.27 we can see the

number of failure codes is stable through the test duration, and all are a response to
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the request of getting the prescription information from the MySQL server.

Further, we can see from the table that the server response time average for the

scenario in total from creating the prescription transaction until mining the block in

the Blockchain is almost 0.084 seconds. The APDEX score is 0.966 in total, which

means the users were very satisfied. Figure 10.28 shows the distribution of the number

of responses over the satisfactory response time threshold. Figure 10.26 shows the

average response latency. Figure 10.29 shows the response times percentiles for all

the requests made using the different codes in the Blockchain.

Executions Resp. Times(ms) Throughput
Request Label Error% Average Min Max Transactions/s
ConfirmationTransaction 0.04% 67.12 40 596 1.39
CreateTransaction 0.00% 96.68 55 928 1.39
DecryptPrescription 19.12% 96.37 29 3021 1.39
GenrateData 0.00% 107.97 27 1136 1.39
GetTransactionAtNode 0.00% 14.97 6 479 1.39
MinBlock 0.00% 119.77 46 1314 1.39
Total 3.19% 83.81 6 3021 8.33

Table 10.5: The jMeter metrics results for the fourth scenario.

Figure 10.25: The number of transactions chart over the elapsed time (i.e. one hour).
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Figure 10.27: The response codes to the HTTP requests per seconds.

Figure 10.26: The average response latency in ms.
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Figure 10.28: The number of responses over the response time ranged base of the
satisfaction threshold.

Figure 10.29: The response time percentiles for all the transactions.
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10.7 Discussion

In this section, we will discuss and compare the results of the blockchain performance

experiments. Further, we will compare our results with other blockchain systems.

The comparison will be based on the evaluation metrics we mentioned in Chapter 7

on the ExT of the transactions, latency, and throughput of the Blockchain.

We will be comparing our results to the following analysis studies. The authors in

[182] conducted a performance analysis on private blockchain platforms. They used

the same evaluation metrics used in this thesis for the execution time of transactions,

throughput, and latency. In their analysis, they investigated two platforms: Ethereum

and Hyperledger Fabric. Their experiment was conducted using Amazon AWS EC2

with an Intel e5-1650 8 core CPU and 15 GB RAM. In this study, the authors only

deployed one blockchain node. They developed a money transfer application to utilize

the Blockchain. The number of requests ranged from 1 to 10,000 requests. Further,

we will compare our results with the performance evaluation results summarized in

the systemic survey [274]. The authors in their review compiled a list of experimental

analysis studies on the distributed ledger technologies. From their systemic review,

they found that the most used metrics to evaluate blockchain applications are the

same as we are using in this evaluation methodology.

10.7.1 Transaction Execution Time (ExT)

From the results of the scenarios, we can see that the transaction execution time has

increased when using the get chain request. This request allows the Blockchain of the

stored patient’s e-prescriptions to be updated. Scenarios one and two show larger exe-

cution times in total than scenarios three and four. This is due to generating dynamic

data for the e-prescriptions and syncing the Blockchain with the pharmacy node. On

the other hand, we noticed that when we removed the syncing the blockchain re-

quest, the average execution times of the transactions from creating until mining the

Blockchain in both scenarios three and four were lower. The average execution time

in scenario three was almost 57.05 s, and in scenario four was 83.81 s. This indicates

that syncing the e-prescriptions blockchain request should be a back-end process ex-

ecuted after sharing the transactions with the pharmacy to expedite the dispensing
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process. The e-prescriptions blockchain containing all the patient’s e-prescriptions

data can be shared after, as an update process could be processed once a day. The

pharmacy should receive the e-prescription to be dispensed at the time of submission.

Table 10.6 shows the comparison of our results of the execution time of transactions

with the results from the studies mentioned above [182] and [274]. From the table,

we can see that only [182] reported the ExT for their experiment. Compared to our

results, we find that our experiment reported better ExT than their results.

10.7.2 Throughput

From the results of the scenarios, we can see that the number of transactions per

second (i.e. throughput) is lower when using the get chain request. This request

allows the Blockchain of the stored patient’s e-prescriptions to be updated. Scenarios

one and two show a lower throughput in total than scenarios three and four. This is

due to generating dynamic data for the e-prescriptions and syncing the Blockchain

with the pharmacy node. On the other hand, when we removed the syncing the

blockchain request, the average throughput from creating the transaction until mining

the block in scenarios three and four was higher. The average throughput was 1.67

tx/s, and in scenario four was 8.33 tx/s. This indicates that the larger the number of

requests, the higher the throughput.

Table 10.7 shows a comparison of our results of the throughput with the results

from other studies mentioned above [182] and [274]. We can see our results from the

table, and we found that our experiment reported lower throughput than the other

results. We believe that if we increase the number of transactions, the throughput

will improve. Also, none of the other studies reported the ramp-up time for the

transactions; therefore, we believe the comparison will be difficult.

10.7.3 Latency

From the results of the scenarios, we can see that the transaction execution time

increased when using the get chain request. This request allows the Blockchain of

the stored patient’s e-prescriptions to be updated. Scenarios one and two show larger

execution times in total than scenarios three and four. This is due to the request to

generate dynamic data for the e-prescriptions and syncing the Blockchain with the
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Table 10.6: The execution time of transactions results comparison with other popular
blockchain platforms performance analysis table.

Studies ExT(s) Workload Network
(Size)

HLF v0.6 [275] - YCSB 8 nodes
HLF v0.6 [275] - Smallbank 8 nodes
Ethereum [275] - YCSB 8 nodes
Ethereum [275] - Smallbank 8 nodes
Parity [275] - YCSB 8 nodes
Parity [275] - Smallbank 8 nodes
Quorum [276] - write-only/null 3 nodes
Quorum [276] - null 4 nodes
Quorum [276] - write-only 4 nodes
HL Sawtooth [277] - Smallbank 6 nodes
EOS [277] - Smallbank 6 nodes
Ethereum [277] - Smallbank 6 nodes
HLF v1.0 [278] - Payment trans-

action
16 nodes

HLF v0.6 [278] - Invoking chain-
code

16 nodes

Ripple v0.6 [278] - Payment trans-
action

16 nodes

hline Tendermint
v0.22.4 [279]

- Invoke Payment
transaction

16 nodes

Tendermint v0.22.4
[279]

- Query Payment
transaction

16 nodes

R3 Corda v3.2 [279] - Query Payment
transaction

4 nodes

Ethereum [280] - YCSB(N=10,000) 4 nodes
Ethereum [280] - YCSB(N=10,000) 4 nodes
HLF v1.0 [280] - YCSB(N=10,000) 4 nodes
HLF v1.0 [280] - YCSB(N=10,000) 4 nodes
Ethereum [281] - Payment trans-

action
1 node

Parity [281] - Payment trans-
action

1 node

Ethereum [182] 936.12 TransferMoney
(N=10,000)

1 node

HLF v0.6 [182] 103.75 TransferMoney
(N=10,000)

1 node

proposed system
(scenario 3)

57.05 e-prescription
(N=1000)

2 nodes

proposed system
(scenario 4)

83.81 e-prescription
(N=10,000)

2 nodes
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Table 10.7: The throughput results comparison with other popular blockchain plat-
forms performance analysis table.

Studies Throughput
(TPS)

Workload Network
(Size)

HLF v0.6 [275] 1273 YCSB 8 nodes
HLF v0.6 [275] 1122 Smallbank 8 nodes
Ethereum [275] 284 YCSB 8 nodes
Ethereum [275] 255 Smallbank 8 nodes
Parity [275] 45 YCSB 8 nodes
Parity [275] 46 Smallbank 8 nodes
Quorum [276] 2000+ write-only/null 3 nodes
Quorum [276] 1900 null 4 nodes
Quorum [276] 1800 write-only 4 nodes
HL Sawtooth [277] 3 Smallbank 6 nodes
EOS [277] 21 Smallbank 6 nodes
Ethereum [277] 10 Smallbank 6 nodes
HLF v1.0 [278] 1700 Payment trans-

action
16 nodes

HLF v0.6 [278] 2600 Invoking chain-
code

16 nodes

Ripple v0.60.0 [278] 1450 Payment trans-
action

16 nodes

Tendermint v0.22.4
[279]

6000 Invoke Payment
transaction

16 nodes

Tendermint v0.22.4
[279]

5600 Query Payment
transaction

16 nodes

R3 Corda v3.2 [279] 50 Query Payment
transaction

4 nodes

Ethereum [280] 130 YCSB(N=10,000) 4 nodes
Ethereum [280] 235 YCSB(N=10,000) 4 nodes
HLF v1.0 [280] 535 YCSB(N=10,000) 4 nodes
HLF v1.0 [280] 1033 YCSB(N=10,000) 4 nodes
Ethereum [281] - Payment trans-

action
1 node

Parity [281] - Payment trans-
action

1 node

Ethereum [182] 21 TransferMoney
(N=10,000)

1 node

HLF v0.6 [182] 160 TransferMoney
(N=10,000)

1 node

proposed system
(scenario three)

1.67 e-prescription
application
(N=1000)

2 nodes

proposed system
(scenario four)

8.33 e-prescription
application
(N=10000)

2 nodes
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pharmacy node. On the other hand, we noticed that when we removed the syncing

the blockchain request, the average execution times of the transactions from creating

until mining the Blockchain in both scenarios three and four were lower. In scenario

three, the average execution time was almost 0.109 s, and in scenario four, it was 0.084

s. This indicates that syncing the e-prescriptions blockchain request should be a back-

end process executed after sharing the transactions with the pharmacy to expedite

the dispensing process. The e-prescriptions blockchain containing all the patient’s

e-prescriptions data can be shared as an update process that can be processed once

a day. The pharmacy should receive the e-prescription to be dispensed at the time of

submission.

Table 10.6 shows the comparison of our results of the latency with the results from

the studies mentioned above [182] and [274]. From the table, we can see our results,

and we found that our experiment had better results than most of the other results.

Even though the comparison showed that our proposed blockchain model has good

results in terms of ExT and latency as well as an acceptable result for the throughput

evaluation, it is difficult to compare different blockchain applications due to the lack

of standards for blockchain interface evaluation. Since each application has its own

different goals, the evaluation metrics differ. For example, our application goals are

to make the information available and updated using reliable technology. We found

that utilizing the Blockchain will help achieve the goals named in 6.2.

Lastly, the blockchain approach will help improve the efficiency of the dispens-

ing process by eliminating the need to verify the originality of the prescription by

contacting the prescriber. On the Blockchain, only a prescriber is allowed to submit

the e-prescription. Moreover, the Blockchain provides a way to track the previous

e-prescriptions, which will help to provide the information for the prescribers while

prescribing medication to avoid any medication interactions using the ML model. The

blockchain approach will be ensuring the security and privacy of the patient’s informa-

tion by preventing any alteration to it. Once it is mined in the Blockchain, it is only

accessible in the read-only mode. In addition, access to the Blockchain is restricted

to parties involved in the network (i.e. prescribers, pharmacies, patients). Although

anyone in the blockchain network can read the information in the Blockchain, it can

not be processed because it is encrypted. The block information can be decrypted
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Table 10.8: The latency results comparison with other popular blockchain platforms
performance analysis table.

Studies Latency (s) Workload Network
(Size)

HLF v0.6 [275] 38 YCSB 8 nodes
HLF v0.6 [275] 51 Smallbank 8 nodes
Ethereum [275] 92 YCSB 8 nodes
Ethereum [275] 114 Smallbank 8 nodes
Parity [275] 3 YCSB 8 nodes
Parity [275] 4 Smallbank 8 nodes
Quorum [276] 1.5 write-only/null 3 nodes
Quorum [276] 3.2 null 4 nodes
Quorum [276] 3.5 write-only 4 nodes
HL Sawtooth [277] - Smallbank 6 nodes
EOS [277] - Smallbank 6 nodes
Ethereum [277] - Smallbank 6 nodes
HLF v1.0 [278] - Payment trans-

action
16 nodes

HLF v0.6 [278] 1.8 Invoking chain-
code

16 nodes

Ripple v0.60.0 [278] 6 Payment trans-
action

16 nodes

Tendermint v0.22.4
[279]

0.15 Invoke Payment
transaction

16 nodes

Tendermint v0.22.4
[279]

0.05 Query Payment
transaction

16 nodes

R3 Corda v3.2 [279] 8 Query Payment
transaction

4 nodes

Ethereum [280] 1297 YCSB(N=10,000) 4 nodes
Ethereum [280] 569 YCSB(N=10,000) 4 nodes
HLF v1.0 [280] 78 YCSB(N=10,000) 4 nodes
HLF v1.0 [280] 40 YCSB(N=10,000) 4 nodes
Ethereum [281] 0.199 Payment trans-

action
1 node

Parity [281] 0.105 Payment trans-
action

1 node

Ethereum [182] 361 TransferMoney
(N=10,000)

1 node

HLF v0.6 [182] 4 TransferMoney
(N=10,000)

1 node

proposed system
(scenario three)

0.109 e-prescription
application
(N=1000)

2 nodes

proposed system
(scenario four)

0.084 e-prescription
application
(N=10000)

2 nodes
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only by a key generated using the patient token id, granted only by the patient’s con-

sent through the mobile application using NFC. Finally, we discussed the blockchain

results in this section, and we compared our results to popular blockchain platforms.

We showed how the Blockchain would improve efficiency, security and make the in-

formation available to the parties.

10.8 Chapter Summary

In this chapter, we presented the blockchain model architecture in detail. We reported

and discussed the result of our proof-of-concept experiment of proposing the use of

Blockchain. We also compared our reported results with the results of several papers

about the performance analysis of blockchain implementations studies that experi-

mented with popular blockchain platforms. Finally, we showed that our blockchain

performance results have acceptable scores in terms of ExT, latency, and throughput

metrics.



Chapter 11

Conclusion and Future Work

Medication errors are a global issue and can lead to death if the errors are fatal.

The cause of medication errors can vary from the misinterpretation of the pre-

scriber’s handwriting to dispensing the wrong medication. Moreover, developing an

e-Prescription system is only a part of the solution, and more in-depth solutions are

needed. Patient safety should be enhanced by providing new approaches to avoid any

implications from prescribing a wrong medication or an incorrect dose to the patient.

Such solutions need to ensure the availability of patient information regarding their

current or past health status. Moreover, accurate verification of the patient’s identity

during the dispensing process is more likely to mitigate the wrong medication being

dispensed.

Therefore, we propose a new framework for mitigating medication errors by en-

suring the availability, security, and privacy of patient e-prescription information.

Further, the framework aims to increase medication prescribing safety and reduce

any human errors involved in dispensing medication to the patient.

The framework aims to use an NFC-enabled mobile application to verify the pa-

tient’s identity. Moreover, the NFC mobile application will share the patient’s token

ID to make the information available to the other models. The framework will also

utilize blockchain technology to securely and privately provide the ability to share the

patient’s e-prescription information with the pharmacy and record the e-prescription

dispensing process. Finally, we propose the use of the ML model to detect serious

outcomes caused by any anomalies in the submitted e-prescription and avoid any po-

tential harm that might affect the patient’s health. Such anomalies are the missing

prescription values, wrong dosage, wrong medication strength the might harm the pa-

tient. All of these anomalies could be detected using the history of similar treatment

cases. Therefore in our experiment, we are detecting any serious outcome caused by

these anomalies.
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We have implemented a proof of concept of the NFC mobile application and

ran a user study to test the usability. Our study included 21 participants from

different age groups ranging from 18 years old to 55 years old. The study showed

that the participants have a positive attitude towards the NFC mobile application.

We also implemented the ML model using the Python programming language. We

used the ADEs reports dataset with 800,0000 records from [2]. Our evaluation was

aiming for higher accuracy and a reliable ML classifier. We found from all the tested

classifiers that XGBoost had higher accuracy (i.e. 0.88) and a better AUC score

(i.e. 0.95) compared to the tested classifier and compared to the other mentioned

studies. Finally, we implemented a proof-of-concept private blockchain model to test

the transfer of e-prescription information between the two nodes: the prescriber and

the pharmacy. We evaluated the blockchain model using jMeter with the metrics

throughput, latency, and transaction execution time. We found that our blockchain

model scored acceptable results compared to popular blockchain platforms. In the

next section, we will list the framework for future work.

11.1 Future Work

We will conduct a usability study for the framework to test a real-world workload

on it in future work. We are also planning to test the ML classifier using a more

organized, larger, and more complete dataset of submitted prescriptions. Last, we

will deploy the Blockchain in a usability study with an expanded number of nodes

and evaluate the blockchain performance with a real-world workload. Our blockchain

implementation for the real-world demo will be an integration of Hyperledger and

BigchainDB.
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Digital Health in Physicians’ and Pharmacists’ Office:
A Comparative Study of e-Prescription Systems’

Architecture and Digital Security in Eight Countries

Bader Aldughayfiq and Srinivas Sampalli

Abstract

e-Prescription systems are key components and drivers of digital health. They can enhance the safety of the
patients, and are gaining popularity in health care systems around the world. Yet, there is little knowledge on
comparative international analysis of e-Prescription systems’ architecture and digital security. We report, in this
study, original findings from a comparative analysis of the e-Prescription systems in eight different countries,
namely, Canada, United States, United Kingdom, Australia, Spain, Japan, Sweden, and Denmark. We surveyed
the databases related to pharmacies, eHealth, e-Prescriptions, and related digital health websites for each country,
and their system architectures. We also compared the digital security and privacy protocols in place within and
across these digital systems. We evaluated the systems’ authentication protocols used by pharmacies to verify
patients’ identities during the medication dispensing process. Furthermore, we examined the supporting systems/
services used to manage patients’ medication histories and enhance patients’ medication safety. Taken together,
we report, in this study, original comparative findings on the limitations and challenges of the surveyed systems as
well as in adopting e-Prescription systems. While the present study was conducted before the onset of COVID-19,
e-Prescription systems have become highly relevant during the current pandemic and hence, a deeper under-
standing of the country systems’ architecture and digital security that can help design effective strategies against
the pandemic. e-Prescription systems can help reduce physical contact and the risk of exposure to the virus, as
well as the wait times in pharmacies, thus enhancing patient safety and improving planetary health.

Keywords: e-prescription, digital security, privacy, system architecture, digital authentication, digital health,
Blockchain

Introduction

Ensuring the safety of patients is one of the primary
goals of all health care services. Most of these services

rely on health information technologies related to the patient.
Unfortunately, the availability of information about patients
is often not adequate. Therefore, developing technologies
that support medical decisions to provide quality care for
patients is a necessity. Researchers proposed new approaches
and technologies for managing patients’ medical data and
benefit from the medical history of patients to provide better
medical care. The technologies were motivated by the lower
efficiency of traditional methods in collecting and providing
this information.

The interest of digital health and related technologies such as
machine learning (ML) increased rapidly in clinicalmedicine as

well as biomedical researchanddrugdiscovery (Korominaet al.,
2019; Swan et al., 2013). Electronic Health Records (EHRs) are
another and critical component of digital health, which help
enhance patients’ health care by transforming medicine from
analog to digital age (Birkhead et al., 2015; Motulsky et al.,
2015; Ploner and Prokosch, 2020; Shickel et al., 2018). Al-
though the technology for creating patients’ EHRs is advancing,
records are still not available for caregivers and visiting patients
from other health centers (Motulsky et al., 2015).

Medication errors can be a cause of significant concern to
patient health. These errors can occur at any stage of the
medication prescribing or dispensing process. They can oc-
cur when a prescription created for a medication that interacts
with another medication the patient is taking or causes an
allergic reaction. Moreover, errors can occur at the pharmacy
due to the misinterpretation of paper prescriptions because of
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handwriting or missing information (Aldughayfiq and Sam-
palli, 2018; Nair et al., 2010; Samadbeik et al., 2017; Velo
and Minuz, 2009).

Hence, e-Prescription systems can ensure patient safetywhile
prescribing medication and are gaining popularity (Agrawal,
2009; Porteous et al., 2003). One of the benefits of
e-Prescription is to improve the quality-of-care service and
patient safety by reducing medication-prescribing errors
(Agrawal, 2009). Moreover, a study about transferring pre-
scriptions electronically was conducted in the United Kingdom
with focus groups, and interviews with participants from all the
involved parties, that is, patients, general practitioners, and
pharmacies, after UK’sNationalHealth Service (NHS) revealed
their intention to use the e-Prescription system. The study found
that using e-Prescription will enhance patients’ convenience,
especially for patients who have repeated prescriptions (Agra-
wal, 2009; Deetjen, 2016; Porteous et al., 2003).

E-Prescription is defined as using an electronic device to
submit and exchange the prescription information among the
involved parties, namely, the patient, prescriber, pharmacy,
and health insurance company. It is worth mentioning that
the patient involvement in the majority of the e-Prescription
systems we reviewed is only to consent to use an
e-Prescription by the prescriber and the pharmacy. The use
of e-Prescription will allow the involved parties to provide
a safe, quality, and efficient care service. Moreover,
e-Prescription systems will provide the communication me-
dium between a prescriber and a pharmacist upon reviewing a
prescription before dispensing (AMA et al., 2011; Bell et al.,
2004; Mon, 2009; Odukoya and Chui, 2013; Samadbeik
et al., 2017; Van Dijk et al., 2011).

E-Prescription will likely reduce medication errors caused
by paper prescriptions. In addition, e-Prescriptionwill improve
the low service quality associated with paper prescriptions by
decreasing the amount of work needed to sort the related pa-
perwork.More importantly, providing a medication history for
each patient will enhance the patient safety while prescribing
medication (Aldughayfiq and Sampalli, 2018; Byrne et al.,
2010; Devine et al., 2010; Kohn, 2011; Odukoya and Chui,
2013; Samadbeik et al., 2013; Taylor et al., 2008; Timonen
et al., 2018; Van Dijk et al., 2011; Wang et al., 2009). How-
ever, not all medication errors are entirely preventable by
e-Prescriptions. Moreover, there are risks related to the pre-
scriber’s adaptation of the e-Prescription system, since they
need to familiarize themselves with the e-Prescription soft-
ware (Odukoya and Chui, 2013; Timonen et al., 2018).

In addition, according to one study, nearly 5% of
e-Prescriptions introduced errors related to the prescriber’s
information entry or due to a lack of information about the
appropriate treatment procedure (Odukoya et al., 2014).
Discovering these risks is more likely to eliminate them if
found by the pharmacist or by including more features in
the system. These features will support the prescriber’s
decision to the benefit of patients’ safety (Odukoya et al.,
2014; Reed-Kane et al., 2014; Salmon and Jiang, 2012;
Yang et al., 2018).

The COVID-19 pandemic has made e-Prescription
systems especially relevant. Physical distancing, limiting
unnecessary trips out of home, and minimizing social con-
tacts have become necessary worldwide (WHO, 2020).
E-Prescription systems is likely to help in reducing visits to
the clinics for picking up prescriptions and reduce the wait

times in pharmacies when prescriptions are sent electroni-
cally in advance for medications to be prepared. Moreover,
implementing ePrescription will minimize the risk of getting
exposed to the virus due to handling paper prescriptions.

We report here original findings from a comparative
analysis of the e-Prescription systems in eight different
countries, namely, Canada, United States, United Kingdom,
Australia, Spain, Japan, Sweden, and Denmark.

We explore recent studies conducted in the domain of
digital health and e-Prescription systems. Wherever avail-
able, an overview of the digital security and privacy protocols
in place for each e-Prescription system is highlighted. Fur-
thermore, we discuss the protocols and policies for verifying
patient identity. We identify the challenges in the current
systems drawing from the comparative analysis and solutions
are suggested as well.

This study critically compares the currently implemented
e-Prescription systems in the selected countries and evaluates
the security and privacy protocols of those systems and the
capability of those systems to integrate new technologies
such as Artificial intelligence (AI) and Blockchain.

Materials and Methods

We have reviewed and explored e-Prescription systems
using a jurisdiction comparison method. Countries with
e-Prescription system were selected from each content.

The selection process was as follows:

(1) We chose the leading countries that have deployed
e-Prescription systems from each continent. In Eur-
ope, many countries have adopted digital health ini-
tiatives in the past decade. However, we considered a
few leading countries that have fully implemented
e-Prescription systems. This approach is part of the
national electronic-health strategy in the European
Union (EU) countries (AEPI eHealth Initiative, 2004;
Johnston et al., 2003).

(2) In the second stage, we considered the availability of
the e-Prescription systems in community pharmacies
and whether the system is nationwide or state/
province-wide in the selection process. We excluded
e-Prescription implemented only within hospitals or
health centers.

(3) A key factor in our selection process is the security
and privacy protocols, which we used to compare and
assess the e-Prescription systems from a technical and
security aspect.

Finally, the countries resulted from the selection process
were four EU countries (United Kingdom, Spain, Sweden,
and Denmark), two North American countries (United States
and Canada), Australia, and Japan.

The data collection process was based on the main
components of the e-Prescription system model (eHealth
Initiative and Center for Improving Medication Manage-
ment, 2008; eHealth Observatory, 2011; Samadbeik et al.,
2017; The Center for Improving Medication Management,
2011). The publicly available data collected from the
countries included the following:

� The e-Prescription system architecture components: Such
components are the architecture type (i.e., centralized or
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decentralized system), prescription database, medica-
tion database, medication history database, clinical
decision support (CDS) features, issuing a paper pre-
scription, electronic prescribing types, medical records,
and e-Prescription for controlled medicine.

� The system security and privacy protocols (use of
Health Level Seven International [HL7] protocol,
patient consent, and patient’s identity verification)
and the system components identifiers (Pharmacy ID,
Prescriber ID, Medication ID, Prescription ID, and
Patient ID).

� The e-Prescription system process (the e-Prescription
information availability to the involved parties, the
availability of Drug-Drug Interactions [DDI] informa-
tion based on the patient health record, storing the
e-Prescription information for future uses, and the elec-
tronic transfer of the prescription to a pharmacy).

Data for this survey were retrieved by searching for
keywords and/or a combination of keywords from the search
engines Google, Google Scholar, PubMed, IEEE, ACM,
Dalhousie University Libraries, and the official digital health
websites of the selected countries.

The keywords used for the search were ‘‘Eprescription,’’
‘‘e-prescription,’’ ‘‘electronic prescription,’’ ‘‘e-Rx,’’
‘‘eDispensing,’’ or ‘‘electronic dispensing’’ with the name
of each of the selected countries. Then, all the retrieved pa-
pers and related documents were examined. In addition, we
compared all the retrieved data with the official website of
the systems used in this survey to remove any outdated
or false information. Finally, we compared the systems’
countries, and the data are shown in comparative tables.

Results

e-Prescription systems

PrescribeIT: Canada’s e-prescription system. PrescribeIT
is a government-founded system for e-Prescriptions. The
system has been partially implemented in some of the prov-
inces and entirely in others. The system’s aim is to be used
across the nation in all the provinces in the near future.

Infoway conducted a workshop in 2016 with a number of
prescribers and pharmacists to explore issues in the paper
prescription system (Canada Health Infoway, 2018). There-
fore, the system’s main purpose is to act as a medium to
transfer and exchange prescription information between a
prescriber and a pharmacist. The following are the main re-
quirements that resulted from the study for PrescribeIT
(Nayani, 2017):

� Secure communication between the pharmacy and the
prescriber.

� Effective Drug Information System (DIS) to detect
drug interactions for both the pharmacy and prescriber.

� Integration with an Electronic Medical Record (EMR)
management system.

� e-Prescription status and alert to the prescriber.
� Security and privacy in accessing patient information.

PrescribeIT defines e-Prescription as the process of trans-
mitting a prescription between a prescriber and a pharmacy
with the condition of not affecting the clinical workflow
(Canada Health Infoway, 2018). Therefore, PrescribeIT’s
primary focus is to enable transmitting an e-Prescription
securely between the involved parties. In addition, PrecribeIT
met the requirements by integrating the system with existing
health care systems (e.g., DISs, and EMR) available in care
provider software (Green and Reinholdt, 2017).

The prescription information is sent encrypted from a
prescriber to a patient’s pharmacy of choice. Moreover,
in terms of security, the system provides access control.
Figure 1 illustrates the architecture of the system. PrescribeIT
aims to connect the involved parties by enabling them to
exchange prescription information. The system intends not
to replace the current management system in the pharmacies
or the prescriber’s office. Instead, the system helps monitor
the prescription by storing the prescription information of a
patient in the system. Figure 2 shows the complete archi-
tecture and features that will be deployed in the future.

Patients’ data security and privacy. The prescription
information is sent encrypted from a prescriber to a pa-
tient’s pharmacy of choice. Moreover, the user of PrescribeIT

FIG. 1. PrescritbeIT overall structure (used with the permission of Canada Health Infoway, 2018).
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(i.e., a prescriber or a pharmacist) must use multifactor
authentication to access the patient’s prescription informa-
tion. An access control process is used to grant and revoke
accounts on the system. The user is required to use pass-
word authentication to access the assigned levels in the sys-
tem. Moreover, for security, all transactions in the system
are logged and audited (Canada Health Infoway, 2019;
PrescribeIT, 2018).

Surescripts: United States e-prescription system.
Surescripts is an e-Prescription network where the stake-
holders in the system can communicate and exchange data.
Surescripts is a decentralized e-Prescription network. The
parties in the network can communicate with each other using
peer-to-peer communication (Surescripts, 2018a). Sure-
scripts provides the prescriber with the patient’s medication
history and formulary and benefits information from par-
ticipating insurers and pharmacy benefit managers (PBMs)
(Castro, 2009; Joy et al., 2011; King et al., 2007). Figure 3
illustrates the key features of the Surescripts system.

Patients’ data security and privacy. Surescripts manages
the security and privacy of the patient data based on the
provided service. Benefit optimization is one of the services
that Surescripts provides to caregivers. This service ensures
that the patient’s drug information is updated and accessi-
ble in real-time during patient visits. Surescripts works with
the PBMs and the health care payers to acquire this infor-
mation. Another service Surescripts provides is the medica-
tion history.

This service provides the caregivers with medication-
related information about the patient from the participating
patient’s community pharmacies and health insurance com-
panies. This service requires the patient’s consent to give the
caregivers access to the patient’s medication history infor-
mation. Clinical history is another service provided by
Surescripts. In this service, the caregivers will request the
previous care location the patient has attended. The service
will cover the location of the past health record and the past
prescribed and dispensed prescriptions. Surescripts handles

the caregiver request for the medical record from the dis-
covered location about the patient. Most importantly, the
e-Prescription service allows the exchange of the prescription
electronically. The network allows the prescriber and the
pharmacy to exchange prescription information (Surescripts,
2019).

Electronic prior authorization. A prescriber asks for prior
authorization (PA) from a patient’s health insurance before
prescribing any medication. This requirement is the health
insurance technique used for minimizing the cost of covered
medications. In addition, the insurance will not pay any
benefits for any medical care without preapproval. However,
this is mostly the case for more expensive medication. Sev-
eral drugs are subject to PA. The following is a list of the most
frequent reasons why PA is required (Gasbarro, 2015):

� Brand medications that are available in a generic form
� Expensive medications
� Cosmetic medications
� Medications not usually covered by insurance
companies.

Obtaining PA used to be a challenging process. In the past,
prescribers needed to send the prescription to the pharmacy
choice of the patient. Then, the pharmacist would start to
process the prescription and find out if the prescription nee-
ded a PA, usually through a phone call or by faxing a form.
The patient would then be informed using the available
channels, usually by phone. Following that, the pharmacist
would start the PA approval process using phone calls or fax.
This process would take days or weeks to finish.

Finally, after getting approval, the patient would be noti-
fied through a phone call that the prescription is ready to be
picked up. In addition, the increased use of expensive drugs
that require PA approval made the process more complicated
and time consuming. The process of obtaining PA eventually
affected the quality of service at the prescriber’s office. Fi-
nally, the prescriber’s office had to meet all the different
requirements from the insurance, based on the plan and the
patient (Surescripts, 2015). The PA approval process

FIG. 2. PrescribeIT future features (used with the permission of Canada Health Infoway, 2018).
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sometimes would take several days. According to Sure-
scripts, 69% of the patients had to wait several days to get
their medications approved by the insurance company
(Surescripts, 2015). Figure 4 illustrates the traditional process
of PA.

Surescripts provides an ePA process. This process sim-
plifies the process and increases the efficiency of getting the
prescription from the pharmacy without any delay. The pre-
scriber will request the PA approval during the e-Prescribing
process. The system will notify the prescriber if there is a
PA requirement or not. Then, the prescriber has the option

of selecting another medication option or sending PA elec-
tronically using the EHR system. Following this, the pre-
scription will be sent to the pharmacy, where it will be ready
to be picked up (Surescripts, 2015). Figure 5 illustrates the
electronic PA process.

Australia’s e-prescription system. The Australian Digital
Health Agency defines electronic prescription as an Elec-
tronic Transfer Prescription (ETP) service. ETP is defined as
transferring a prescription securely between a prescriber and
pharmacy. The pharmacies and prescribers must use a

FIG. 4. Traditional PA (used with the permission of Surescripts, 2019). PA, prior authorization.

FIG. 3. Key features of the Surescripts system (used with the permission of Surescripts, 2019).
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Prescription Exchange Service (PES) system to communicate
and exchange the prescription information securely. The PES
system must be approved by the Commonwealth and meet
specified security and privacy standards. In Australia, there
are currently two PES systems: electronic medical prescrip-
tion (eRx) Script Exchange and MediSecure. The involved
parties (i.e., the pharmacy or the prescriber) may be con-
nected to one or more PES systems.

According to the Australian Digital Health Agency, the
prescriber is responsible for registering their clinical prac-
tice with a PES. Also, the prescriber must have software
with the ability to send e-Prescriptions. Moreover, the pre-
scriber is responsible for encryption key management. The
e-Prescription must be encrypted when transferred to the
pharmacy’s PES. Moreover, both ETP and PES services are
essential components for keeping records of the prescriptions
and dispensing history.

The records are stored in the patient’s health record in the
My Health Record system. Then the prescription and dis-
pensing information can be viewed through the system. For
that, the provider and the pharmacy must have the patient’s
consent to upload the information to the My Health Record
system, and the patient must have an active My Health Re-
cord account. The authorized health care providers can view

prescription and dispensing history through My Health Re-
cord system (The Australian Digital Health Agency, 2019a,
2019b). Figure 6 illustrates the Australian eRx architecture.

eRx meets all the legal privacy requirements described in
the Privacy Act 1988 in Australia and the eAuthentication
framework of the Australian Government (2009; eRx, 2018a).
According to eRx, all the prescription information is encrypted
when transferred through the system. eRx acts as an electronic
mail carrier, and only the prescriber and the pharmacist can
access the prescription information (eRx, 2018a). eRx can only
unlock the first layer of the three-layer encryption. The first
layer has just the header information of the data package. This
information is needed to send the right prescription corre-
spondingwith a scanned barcode in the paper prescription. The
header information does not include any personal or medical
information about the patient (eRx, 2018b).

MediSecure offers the same service as eRx in terms of
being an electronic medium used to transfer prescription
information between the involved parties. In addition,
MediSecure offers the DrShop service, which is a real-time
prescription monitoring service. This service will provide the
prescriber alerts, if the prescribed medication could lead
to addiction (MediSecure, 2019a). In terms of privacy,
MediSecure (2019c) follows the same privacy methods as

FIG. 5. Electronic PA in Surescripts (used with the permission of Surescripts, 2019).

FIG. 6. Australia eRx Architecture (adapted from eRx, 2018a). eRx, electronic medical prescription.
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eRx. However, MediSecure (2019c) has a secure Script
Vault, where they will keep the encrypted prescription until it
is retrieved by the pharmacy. Moreover, patient consent is
required to send the prescription electronically through
MediSecure (2019b).

United Kingdom’s e-prescription system. According to
the United Kingdom NHS, almost 1.5 million prescriptions
are processed every day, and this rate is expected to increase
by 5% every year. Seventy percent of those prescriptions are
repeat prescriptions. Therefore, to provide more efficient and
accurate service, electronic prescriptions are necessary (NHS
BSA, 2018). The NHS identifies that the most common users
of the Electronic Prescription Service (EPS) are patients who
get repeat prescriptions and patients who use one pharmacy
to dispense all their prescriptions (NHS, 2019).

Furthermore, EPS is a more efficient method to send pre-
scriptions securely to pharmacies. The EPS is sent through
the NHS Spine system. Spine is a central system that allows
the secure exchange of patients’ health and care information
between care provider organizations when needed (National
Health Service Digital, 2019e; PSNC, 2019). Patient consent
is needed for participation in the EPS. Figure 7 shows the EPS
overview system (National Health Service Digital, 2019c).

The system uses smartcard authentication for the health
care provider to access NHS Spine services, such as EPS and
the patient’s Summary Care Record (National Health Service
Digital, 2019d, 2019e; PSNC, 2019). Spine has more than
800,000 Smartcard users. The service is used to identify the
health care provider and their access levels for patient in-
formation (National Health Service Digital, 2019d; PSNC,
2018). The system also provides the ability to choose the
preferred pharmacy for the patient through the prescriber.
This step is called nomination, and a patient’s consent is

required to participate in the EPS service. Moreover, the
patient has the right to request a paper prescription at any
time from the prescriber (Hibberd et al., 2017; NHS, 2019;
PSNC, 2016).

Moreover, The system uses unique identifiers for the pre-
scription form, and when the prescriber issues a prescription,
the system creates three identifiers: (1) the prescription form,
(2) the short prescription form ID, and (3) the prescription
line item Unique User Identifier (UUID). Identifiers 1 and 3
will not be visible for the end users and only used by the
messaging protocol HL7 (HL7, 2019; HL7UK, 2019). Iden-
tifier number 3 will be visible to the end users and printed and
barcoded in the paper prescription (Hibberd et al., 2017;
National Health Service Digital, 2019b). NHS has allowed
the use of EPS to prescribe a selected list of controlled drugs
as of March 25, 2019. For the controlled drugs not on the
selected list, the prescriber will need to use paper prescrip-
tions (National Health Service Digital, 2019a).

Spain’s e-prescription system. In Spain, the e-Prescription
system’s primary goal is to ensure the patient’s safety and
improve the patient’s treatment care. According to the health
authorities in Spain, the systemmust include a list of possible
medications that allowed to be prescribed. The medication
list has a coding system for all the information about every
medication approved on the list. The list is likely to help
detect drug interactions.

Moreover, the system is connected to the patient’s EHR to
help identify any additional other interactions or allergies
to the prescribed medicine. In addition, the prescription will
be shared with any other prescriber treating the patient.
Furthermore, the active prescription will be accessible by all
pharmacies in the country. The patients will be able to pick up
their medications at any pharmacy in the country or in the

FIG. 7. UK e-Prescription service architecture (adapted from NHS, 2019).
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surrounding countries using the eDispensation service, which
is part of the e-Prescription system. Finally, the system uses
Systematized Nomenclature of Medicine-Clinical Terms
(SNOMED-CT) to code all the information in the system
(Kierkegaard, 2013; Ministry of Health, Social Services and

Equality, 2014). Figure 8 illustrates the Spanish ePrescribing
system architecture.

Japan’s e-prescription system. The current prescription
dispensing process in Japan is still in paper form. Figure 9

FIG. 8. Spain e-Prescription system architecture (adapted from Ministry of Health, Social Services, and Equality, 2014).

FIG. 9. Japan current prescription process steps translated from Ministry of Health, Labor, and Welfare (2019).
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shows the flow of the dispensing process. The prescriber prints
the paper prescription and delivers it to the patient. Then, the
patient submits the prescription to the pharmacy of their
choice. Next, the pharmacy starts the process of dispensing the
medication and dispenses it to the patient. Finally, the phar-
macy prepares the medication-dispensing records.

In addition, patients in Japan have a notebook where they
keep a sticker for each dispensed medication. The pharmacy
provides the stickers after dispensing. Some of the pharma-
cies provide an app that acts as the medication history note-
book. This notebook acts as a medication database for each
patient ( Japan Government, 2019; Ministry of Health, Labor
and Welfare, 2019; Nakagawa and Kume, 2017). Even
though Japan is using a paper prescription format, the gov-
ernment has proposed electronic prescription system guide-
lines in 2016 (Akiyama and Nagai, 2012; Masuda, 2016;
Ministry of Health, Labor and Welfare, 2016).

Figure 10 shows the flow as described in the guidelines
published in 2016. The system proposes the use of a copy of
the electronic prescription in a paper form. The electronic
prescription paper contains the prescription ID with the
prescription contents. This version of the electronic prescrip-
tion is carried by the patient and submitted by hand to the
pharmacy. There are two types of participating pharmacies in
this system. A pharmacy equipped with a management sys-
tem that can handle electronic prescriptions. The second type
is pharmacies, where only the paper version of the prescrip-

tions is acceptable ( Japan Government, 2019; Ministry of
Health, Labor and Welfare, 2016).

The Health Ministry in Japan later conducted inter-
views with the involved parties, namely, prescribers and
pharmacies. The result of the interviews is that the proposed
system is more complex and requires the added cost of hiring
more staff to manage different system components. There-
fore, as a result, they proposed more simplified system
guidelines, which were supposed to be ready for use in late
2019 or early 2020 (Ministry of Health, Labor and Welfare,
2019).

Figure 11 illustrates the newly proposed system where the
patient gets an access code from the prescriber. The pre-
scription system issues this access code after the prescriber
submits prescription data. The patient can choose to get the
access code in a paper form or an electronic form sent to their
Personal Health Record (PHR) application. The system gen-
erates the access code using QR code technology. After the
patient goes to the pharmacy to pick up the medication, the
pharmacy scans the QR code to get the prescription in-
formation from the prescription system in the cloud. The
pharmacy then starts the dispensing process. Finally, the phar-
macy updates the prescription system with the prescription
dispensing data. Furthermore, the patient’s PHR application
will be updated with the dispensing information to keep it in
the electronic medication notebook ( Japan Government,
2019; Ministry of Health, Labor and Welfare, 2019).

FIG. 10. Japan e-Prescription system in the 2016 guidelines (translated) (Ministry of Health, Labor, and Welfare, 2016).
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According to the Distribution news (a Japanese news
website), theMinistry of Health in Japan published an official
statement about its final report on the e-Prescription system
design study results in March 2019 ( Japan Government,
2019). The system will connect the EMR system with the
pharmacies’ databases using the HL7 standard Fast Health-
care Interoperability Resources (FHIR) (HL7, 2019; HL7-
FHIR-Release-4, 2019; Japan Government, 2019;Ministry of
Health, Labor and Welfare, 2019).

e-Prescription overview in Sweden. The computeriza-
tion of Sweden’s health care started in the 1970s when the
National Corporation of Swedish Pharmacies was the only
pharmacy retailer in Sweden. They distributed minicomput-
ers to all the offices in Sweden with built-in software from the
Swedish branch of Data General. These minicomputers
printed medication labels to simplify safety checks in the
pharmacies and at the patient’s home. In addition, the mini-
computers played an essential role in developing the national
prescription database in the early years of e-health compared
with other countries.

In the 1980s, patient smart cards were introduced to re-
place paper prescriptions. The patient’s smart cards contain
information about recently prescribed medications. After the
prescriber writes the information on the card, the patient takes
it to a pharmacy. Then, the pharmacist can access the infor-
mation in the card with the help of the supporting system.
Furthermore, the patient can take the card, which holds their
recent medication history, to any other prescriber. In the
prescription writing process, the prescriber uses the support
system to access all the information about medication from a
national database generated from three sources:

� The product database created and updated by the
pharmacies.

� The medication information about each medication, the
recommended dose, and the side effects.

� The drug book is containing information about dis-
eases and which medications are used to treat certain
diseases.

For access control, the smart card developers made the
patient’s information only accessible by using the keys stored
in the authorized caregiver card keys. In the late 1990s, the
use of EHR systems in outpatient clinics increased by 90%.
Therefore, interest in the electronic transfer of prescriptions
has greatly increased in recent decades. Sweden and
Denmark were the world leaders in the adoption of elec-
tronically transferring prescriptions using the Electronic Data
Interchange For Administration Commerce and Transport
(EDIFACT) message format. In 2001, the message format
was replaced by the XML message format based on the
European pre-standard ENV 13607.

In 2000, the National Corporation of Swedish Pharmacies
replaced the process of transferring prescriptions between the
prescriber and pharmacies. They requested the prescribers to
electronically transfer prescriptions to an e-Prescription re-
pository instead of using the patient’s smart card. This was
feasible because the National Corporation of Swedish Phar-
macies was the only pharmaceutical company in Sweden. In
2019, the Swedish eHealth Agency changed the system
framework by managing the e-Prescription repository. This
was due to the increased number of pharmacy chains, which
has led to an increased number of different systems at phar-
macies (Grepstad and Kanavos, 2015; Hammar et al., 2011;

FIG. 11. Japan new e-Prescription system expected in 2020 (translated) (Ministry of Health, Labor, and Welfare, 2019).
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Hassel, 2019; Klein, 2010; Öhlund et al., 2012). Figure 12
illustrates Sweden’s e-Prescription system components.

Denmark’s e-prescription system. Similar to Sweden,
Denmark is one of the world leaders in the deployment of
eHealth for the better care of patients (Hammar et al., 2011;
Kierkegaard, 2013; Samadbeik et al., 2017). In the 2000s,
Denmark used an ongoing EHR system accessible by all
caregivers in public hospitals. Moreover, nearly 85% of
Denmark’s population had health records in the EHR system
by the year 2011 (Krag et al., 2012). The centralized EHR
system provided a robust infrastructure for establishing an
e-Prescription system.

Therefore, in 2002, Denmark introduced its e-Prescription
system nationwide. The Danish Medicines Agency manages
the system, and the system is responsible for managing and
storing the electronic prescriptions issued by a prescriber.
The e-Prescriptions can then be accessed by the patient as
well as by prescribers and pharmacies. The e-Prescription
records, when accessed by any of the above parties, will
provide an overview of all the prescribed medications
(Kierkegaard, 2013; Krag et al., 2012; Samadbeik et al.,
2017).

Overall system architecture

As we can see from Table 1, the systems are divided into
two types, namely, centralized and distributed. First, in
centralized systems, all the medical records are stored in
centralized servers that are controlled by a federal regulatory
body. The centralized systems help make all the medical
records for a patient in all health care centers available for the
caregiver at any of the health centers. Moreover, centralized
systems offer better services for future research and studies.

However, many researchers and medical institutions will
argue that there is a loss of patient privacy and security when
using centralized systems (Zaghloul et al., 2019). Many
studies showed that centralized systems are vulnerable to
Distributed Denial of Service (DDoS) cyber-attacks (Zagh-
loul et al., 2019; Lau et al., 2000) and social engineering
attacks (Zaghloul et al., 2019; Anderson, 2008; Patil and
Seshadri, 2014).

Moreover, the centralized systems will limit the data
privacy of the patient, as health records can be shared any-
where across the system (Zaghloul et al., 2019; Ponemon,
2018). In the US, Surescripts (Surescripts, 2015) is an
e-Prescription network that helps transfer e-prescriptions
between a prescriber and a pharmacist. This means the
e-Prescription system is not centralized, and each part of the
patient information is stored in their local system. A recent
update to Surescripts provides the ability to request any
health information through the network; however, both par-
ties who want to exchange it need to subscribe to Surescripts.
This means each healthcare center stores its EMR in their
systems, and it is not accessible from other healthcare centers
unless requested.

The decentralized systems offer more information privacy
and more protection. However, the centralized approach
improves the quality of the offered service and helps mini-
mize the errors in that service. In terms of e-Prescription, one
of the benefits of a centralized system is the availability of the
patient’s medication history to all parties. This helps mini-
mize medication interaction errors and Adverse Drug Reac-
tions (ADR). As shown in the US case study, decentralized
systems are also able to share medication history with other
parties.

However, this process is subject to in-place conditions
such as a health center agreeing to share information with

FIG. 12. Sweden e-Prescription system components (adapted from Hassel (2019).
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other parties or subscribing to the same e-Prescribing service.
Other approaches, such as the Japanese, they propose that the
medication history should be controlled by the patient and
sent to the requesting parties ( Japan Government, 2019).
Moreover, other approaches provide access to the patient
using web portals to display relevant information about an
e-Prescription to request medication delivery to the home
( Jensen and Thorseng, 2017; Kruus, 2013; Patrao et al., 2013;
Sellberg and Eltes, 2017). Other researcher proposes an
e-Prescription system in which the patient has the central
role. This approach aims to give the patients priority in
making decisions regarding their health (Pereira et al., 2018).

The decentralized systems offer more information pri-
vacy and more protection. However, the centralized ap-
proach improves the quality of the provided service and
helps minimize the errors in that service. In terms of
e-Prescription, one of the benefits of a centralized system is
the availability of the patient’s medication history to all
parties. This helps minimize medication interaction errors
and ADR. As shown in the US case study, decentralized
systems can share medication history with other parties.
However, this process is subject to in-place conditions such
as a health center agreeing to share information with other
parties or subscribing to the same e-Prescribing service.
Different approaches, such as the Japanese, proposed that
the medication history be controlled by the patient and sent
to the requesting parties ( Japan Government, 2019).

Moreover, other approaches suggested providing access to
the patient using web portals to display relevant information
about an e-Prescription to request medication delivery to the
home ( Jensen and Thorseng, 2017; Kruus, 2013; Patrao et al.,
2013; Sellberg and Eltes, 2017). Other researchers propose an
e-Prescription system in which the patient has the central
role. This approach aims to give the patients priority in
making decisions regarding their health (Pereira et al., 2018).

One central aspect of the e-Prescribing systems is that they
support prescriber decisions regarding prescribing medica-
tions to patients. These systems aim to help prescribers safely
prescribe medications to patients. Such features are DDI
alerts, drug–allergy alerts, recommended doses, and drug
information when prescribing any medication to a patient
(Bell et al., 2019; Kawamoto et al., 2005).

FromTable 1, only theSurescripts (i.e., theUSe-Prescription
network) and Spain’s e-Prescription systems have DDI alerts
integrated in their systems (Ministry of Health, Social Services
and Equality, 2014; Surescripts, 2018a). For other countries, to
the best of our knowledge, there is no mention on the systems’
websites about the description of their system, or the system
architecture does not have the required CDS features.

However, other survey studies suggested that most systems
are likely to incorporate the CDS. For example, in the United
Kingdom, CDS systems are not a part of hospitals’ systems or
part of the e-Prescription system, but there is interoperability
between the CDS systems and other systems to help with
prescribing medications to patients safely [Bell et al., 2019;
Health and Social Care Information Centre (Great Britain),
2019; Ojeleye et al., 2013]. Moreover, a survey on the most
common methods used to identify any case of Potential of
Drug–Drug Interactions (PDDI) found that more than half
of the participants tend to search for the drug name and use
facts and comparisons to identify PDDI. They used various
keyword strategies to search for multiple databases and web
resources (Grizzle et al., 2019).

The patient’s medication history is an essential part of im-
proving the safe prescription of medication to a patient. This
feature is likely to help avoid any DDI and enhance the treat-
ment process to lead to personalized care (Blouin and Adams,
2017; Bush and Daniels, 2017; Nester and Hale, 2002).

In Table 1, we see that not all the systems have this feature
available to the prescriber. However, most of the systems
incorporate this feature in EHR systems. For example, the
UK system has this information in the patient record rather
than in the e-Prescription service. The incorporation of
medication history is different in some countries because of
their definition of the e-Prescription system. In the United
Kingdom, e-Prescription is defined as a service for transfer-
ring electronic prescriptions from a prescriber to a pharmacy.
While in Japan, the medication history information is in-
cluded in a patient’s e-Prescription service application
(Ministry of Health, Labor and Welfare, 2016).

Moreover, to save doctors’ time, a new approach was
proposed for displaying patients’ medication history in a
timeline model. In their timeline, the medications will be
displayed relevant to the time a patient took them. Their

Table 1. Comparison of the Systems’ Overall Architecture

System Surescripts
Prescritbe

IT
United
Kingdom Sweden Denmark Spain Australia Japan

Benefit Optimization X · — — — X · ·
Electronic Prescribing X X — — — X X X
Prior Authorization X · — — — — — ·
Clinical History X · X — — X — ·
DDI Alertsa X · — — — X — ·
Centralized System · X X X X X · ·
Prescription Database · — X X X X X X
Medication History X X — — — X Consent

required
X

Medication Database · — X X X X X X
Issuing Prescription · X X X · — X X
e-Prescription for
controlled Medicine

X — · · · — — ·

aDDI alerts incorporated as part of the system.
DDI, Drug–Drug Interaction.
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design aims to provide a better understanding of a patient’s
complex medication history, which is likely to help a pre-
scriber reduce the work rate load of looking up the medica-
tion history and when those medications are taken.

Issuing an e-Prescription for controlled medication is a
significant limitation in all the systems mentioned above, ex-
cept Surescripts (2018b). In theUnited States, the e-Prescribing
of controlled medication was permitted in 2010, and the cer-
tification process was approved in 2013 (Drug Enforcement
Administration, 2010, 2013). In other systems, to the best of
our knowledge, there is no available information about how to
use e-Prescriptions to dispense controlled medication or the
e-Prescription service does not offer the prescription of con-
trolled medication.

Patient identity verification
and e-prescription encryption

The need for a unique ID for all the involved parties in
e-Prescription systems is crucial to make the systems fully
automated. We can see in Table 2 that most of the systems
have assigned unique IDs for the involved parties in the sys-
tem, that is, patient ID, prescriber ID, and pharmacy ID. As-
signing unique IDs for the abovementioned parties is likely to
help manage to transfer e-Prescriptions efficiently and help
avoid transferring or storing errors. Moreover, assigning un-
ique IDs to each prescription and medication is likely to help
manage each patient’s prescription and all the prescribed
medications in that prescription. As a standard practice, pre-
scription IDs and medication IDs were used to keep a medi-
cation record for each patient at the pharmacy. Furthermore,
prescriptions and medication records help manage the vast
number of prescriptions a pharmacy had to manage.

Despite all the unique IDs used in the e-Prescription sys-
tems mentioned in Table 2, to the best of our knowledge,
there is no evidence from their websites that they are using
them in their e-Prescription system to verify patients’ iden-
tities in the medication dispensing process. In Spain’s
e-Prescription system, the patient is required to show their
health card to pick up their medication. However, other

verification methods might be in place (e.g., asking for the
patient’s name, birthday, address).

In terms of the communication protocol, most of the sys-
tems are using the HL7 protocol to encode and decode
e-Prescription information between the involved parties
(Chen et al., 2016; Chouvarda and Maglaveras, 2015;
Eichwald, 2014; Goundrey-Smith, 2013; Pereira et al., 2018;
Saripalle et al., 2019). For encryption, most systems use
standard encryption methods such as public key infrastruc-
ture such as in Australia and Canada (Canadian Pharmacists
Association, 2009; Henderson et al., 2015), or other standard
authentication algorithms.

Discussion

Overarching context and related work

A comparative study between five countries (United
States, United Kingdom, Sweden, Denmark, and Finland) has
compared the e-Prescription systems in those countries
(Samadbeik et al., 2017). The latter study aimed to evaluate
and compare the available e-Prescription systems in the
selected countries. The review period of the study was 2013–
2015. The authors had three phases of selecting the partici-
pating countries in the study. First, they selected all the
countries with a fully implemented e-Prescription system
such as the EU and United States. In the second phase, they
eliminated the countries that did not fit their specified crite-
ria regarding their proposed system’s preferred features.

The authors chose three features that must be in the defi-
nition of e-Prescription. The features were, namely, elec-
tronically creating e-Prescriptions, electronically sending the
e-Prescriptions to the pharmacy from the prescriber, and
two-way communication between the pharmacy and the
prescriber. This study limited the selection to eight countries
(Denmark, Finland, Germany, New Zealand, the Nether-
lands, Sweden, United Kingdom, and the United States),
which have the potential to have the specified features
mentioned above. The final stage of selecting the partici-
pating countries was to review the national prescription
system in each country. The authors aimed to select only the

Table 2. Comparison of Security and Privacy Features Across the Systems

System Surescripts PrescritbeIT
United
Kingdom Sweden Denmark Spain Australia Japan

Pharmacy ID X — X · · — X ·
Prescriber ID X — X X X — X ·
Medication ID X — X X X X X X
Prescription ID · X X · · X X X
Patient ID Master index X X X X X X X
Patient ID
verification

— — — — — Health
card

— ·

Participate
consent

· · Choosing
pharmacy

· · — X ·

Using HL7a X — X ·b ·c — X ·
aHL7 is communication protocol to transfer the medical information from ehealth service system to another. HL7 is used to encode the

information to be readable to all the ehealth service systems (Bender and Sartipi, 2013; HL7, 2019; Saripalle et al., 2019).
bSweden eHealth systems uses a service-oriented communication endpoint for the technical protocol, They use ENV 13607 standard

(Doupi et al., 2010; Mäkinen et al., 2011; Sellberg and Eltes, 2017).
cDenmark e-Prescription uses the MedCom communication standard nationwide. MedCom was established in 1994 to develop the

communication standards for transferring the medical records and information between health centers nationwide (Krag et al., 2012;
Öhlund et al., 2012).
HL7, Health Level Seven International.

114 ALDUGHAYFIQ AND SAMPALLI



systems capable of electronically sending prescriptions to
the pharmacies and providing a two-way communication
channel between the prescriber and the pharmacist.

As a result, only five of the initially selected countries were
eligible for the review study. Later, they created a data col-
lection form from the main components of the prescription
system model. They collected the data using the search
engines and related websites of the selected countries’
e-Prescription service. Moreover, they sent emails to the
organizations that provide the e-Prescription service to clar-
ify any ambiguity regarding the information collected about
the service (Samadbeik et al., 2017). They categorized the
results regarding the main components of the e-Prescription
service model.

First, they found in all the selected countries that the pre-
scriber’s electronic signature was required and legal. Also,
the consent of the patient is necessary to access the required
information from the involved parties. However, none of the
countries accept or process e-Prescriptions from other
countries.

Second, in the comparison results about the e-Prescription
systems’ architecture, they found that all the European
countries use a centralized system and have a national data-
base of e-Prescriptions. However, in the United States, the
system is decentralized and not controlled or managed by a
national organization, which results in the absence of an
e-Prescription national database. The rest of the countries use
governmental resources to provide e-Prescription services.

Third, in terms of setting identification information for
prescriptions and patients, the United States, Sweden, and
Denmark do not have a Prescription Unique ID (PUID) at
the time of creating the prescription. The PUID is used to link
the prescriptions to the patients and help to keep records of
past ones. In addition, only the US system does not have
patient identification information, used to identify patients
in the database. Finally, only the US e-Prescription system
provides pharmacies’ ability to request the patient’s histori-
cal information from the prescriber. To implement a fully
functioning e-Prescription system, the authors concluded that

a country needs to have the base infrastructure for the
e-health and national e-Prescription database (Samadbeik
et al., 2017).

Another study focused on examining the economic, health,
and social benefits gained from e-Prescription systems across
Europe. Their findings confirmed that e-Prescriptions would
benefit the involved parties in the e-Prescription systems
economically. Such benefits are cost savings from the level of
transparency provided by the system, reducing the fraud re-
lated to the systems and minimizing the cost of printing
prescriptions. In terms of health benefits, the system reduced
medication errors, provided a better level of medicine ac-
cessibility, and improved the monitoring of patient medica-
tion intake. Furthermore, the system’s leading social benefit
is the increased confidence of the patient toward the pre-
scribing system (Deetjen, 2016). However, those benefits will
depend on the country’s e-Prescription system architecture
and its implementation process.

A review was conducted on the literature and government
reports relevant to implementing e-Prescribing systems at a
national level in several European countries (Kierkegaard,
2013). They aimed to examine the issues that will limit
providing eHealth services across EU countries’ borders. The
study found that the EU countries have different health care
policies, different levels of medical data privacy laws, com-
munication networks and methods between the involved
parties in e-Prescription systems, and various implementa-
tions of the prescriber’s digital signature for e-Prescriptions.
From the findings, the authors stated that the interoperability
of different eHealth systems across the EU countries is part
of the solution. More importantly, the authors opined that
medical data’s privacy and security should be enforced
equally among the EU countries (Kierkegaard, 2013).

A recent study was conducted in Finland to explore the
e-Prescription anomalies (i.e., errors, ambiguities, and other
shortcomings) frequency occurrence, what methods to clarify
the e-Prescription, and how those anomalies affect the patient
safety in the community pharmacies. Of the surveyed nearly
41,000 e-Prescriptions during the study period (i.e., 3 days),

Table 3. Comparison of Previous Studies and the Current Study

System
architecture

Medication
history CDS

Patient
privacy

System
security

AI and Blockchain
capability

Previous studies
(Deetjen, 2016;
Kierkegaard, 2013;
Samadbeik et al., 2017;
Timonen et al., 2018)

Canada XC XC XC XC XC XC
United States D X X XA XA XA
United Kingdom C X X XA XA XA
Spain XC XC XC XC XC XC
Denmark C X X XA XA XA
Sweden C X X XA XA XA
Australia XC XC XC XC XC XC
Japan XC XC XC XC XC XC

Current study Canada C X X X X AI
United States D X X X X X
United Kingdom C X X X X AI
Spain C X X X X AI
Denmark C X X X X X
Sweden C X X X X X
Australia D X X X X AI
Japan D X X X X X

AI and Blockchain capability: AI, the infrastructure for AI exist; X, not ready.
AI, artificial intelligence; C, centralized system; CDS, clinical decision support; D, decentralized; XA, information about the aspect not

included in the study; XC, the country is not included in the study; X, information about this aspect was included in the study.
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only 7% of the dispensed e-Prescription had anomalies.
A total of 54 community pharmacies, who participated in
the study, reported those anomalies. Almost 63% of the
e-Prescriptions contained errors in the dosage intake in-
struction (i.e., the most common anomalies), and 28% of the
e-Prescriptions were missing the reason for using the pre-
scribed medication. In most of the 69% anomalies cases, the
pharmacist clarified them by writing the dosage instructions,
and nearly 23% of them, the patient corrected the dosage
instructions.

Accordingly, the pharmacy’s workload will increase from
interpreting the pharmacist’s e-Prescriptions’ anomalies,
which will affect the overall quality of service. In the above
anomalies cases, the pharmacy’s workload increased by 39%,
which led to an increase in the wait time for the patient (Ti-
monen et al., 2018).

Table 3 shows the scope of the current study results
compared with the previous studies. In this study, we ex-
panded the scope of studied countries to get a global over-
view of a number of the leading countries in e-Prescription.
Moreover, we believe that expanding the scope and exploring
the implemented systems is more likely to help adopt new
approaches to implement more efficient digital health sys-
tems, specifically e-Prescription systems in the future. Fur-
thermore, our study aims to compare the security and privacy
protocols in place for the selected countries and the system
architecture. Moreover, we evaluate the capabilities of the
surveyed countries to adopt new technologies, specifically
Blockchain and AI. Finally, the study proposes solutions
from a technical view to overcoming the resultant challenges
and limitations.

Limitations and challenges

After exploring the current e-Prescription systems, it is
clear that they are different in applying this service. The
difference is due to several reasons; some related to the
countries’ regulations and rules or the existing infrastructure
(Samadbeik et al., 2017). However, several limitations might
hinder the progress of improving the quality of the service
provided to the patient.

Centralized or decentralized systems are progressing to-
ward applying the Internet of Things (IoT) solutions in health
care services to enhance the quality of service and efficiency
regarding the provided service. Moreover, an essential factor
when handling a patient’s medical information is the privacy
and security of their medical data. E-Prescription and medi-
cation history are part of the patient’s medical data. This part
of medical data requires a critical level of privacy, and it
should be stored securely due to the severe risks associated
with it.

One type of risk is tampering with a patient’s medication
intake instructions, which could cause the patient’s death.
Therefore, many researchers emphasize the need for security
and privacy policies and protocols to use IoT solutions in
health care (Al-Nayadi and Abawajy, 2007; Azad et al., 2019;
Ball et al., 2003; Park and Moon, 2016). One crucial chal-
lenge of e-Prescription systems is whether the system’s
overall architecture should be centralized or decentralized.
As shown in Table 1, many e-Prescription services are cen-
tralized and connect to the patients’ EHR system. Moreover,

some countries have adopted the decentralized approach
because of the existing infrastructure. For example, in the
United States, EHR systems are available at most hospitals
and health care centers.

Although the US system is a decentralized system for
e-Prescription, it is still a network that facilitates communi-
cation between the involved parties. Surescript is heavily
dependent on the local centralized system in the health care
center or the pharmacies to store their patient data. Therefore,
the network will more likely be vulnerable to the security
threats caused by the centralized system connected to it.
Moreover, from Table 1, we can see that most of the de-
centralized systems are dependent on centralized local sys-
tems and that it is to facilitate the process of collecting
medical data. In Australia, their e-Prescription service is
connected to the main EHR system, which is centralized.
However, Japan’s e-Prescription service uses the patient’s
mobile application to store the patient’s medication history.
Therefore, Japan is the most decentralized e-Prescription
service compared with the United States and Australia.

Because of the issues related to centralized systems, sev-
eral novice approaches proposed decentralized systems for
health records, medication histories, and e-Prescription to
preserve patients’ privacy and prevent any pointed attacks on
medical information (Li et al., 2019).

However, many countries’ regulations require a central
physical location to control access to medical data. There-
fore, an adaptable approach is likely to help solve most of the
architecture issues, such as a system designed to store,
transfer, and share needed data (e.g., the prescription history
or medication history of a patient) from the patient. Such a
system can use any authentication protocol through a token
handed to the patient, a key stored in a barcode, or a mobile
application accessed by only the patient. From Table 2, we
can see that the United States and Australia have most of the
needed identifiers to facilitate the management of the re-
quired data about medications and e-Prescriptions. These
systems are more likely to adopt a new approach toward
using Blockchain, which will be more likely to protect
against the security threats related to centralized systems.

Medication history. Another challenging issue is the
availability of medication histories to other parties partici-
pating in the system, such as pharmacists. A quantitative
study about the differences between medication histories
obtained by physicians and pharmacists was conducted by
reviewing 200 medical records. The authors found that
pharmacists are better at identifying medication information
from patients’ medication histories than physicians (Hatch
et al., 2011). In addition, several studies found that infor-
mation of medication histories collected by pharmacists’
interviews are complete when compared with the information
collected by other caregivers (Carter et al., 2006; LaPointe
and Jollis, 2003; Tam et al., 2005; Vira et al., 2006).

As a result, making the medication histories available to all
parties involved in the system might enhance patient safety
when prescribing or dispensing a new medication. Moreover,
other study results showed that caregivers collect medication
history information from patients at the initial interview
during the admission process (Nester and Hale, 2002). This
process makes the information unreliable due to human
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errors, as it is dependent on the patient’s memory, and it can
lead to inaccurate information (Hatch et al., 2011).

Thus, having electronic medication histories available
and accessible to transfer when needed can improve the ef-
ficiency and quality of the provided services. Canada, the
United States, Spain, Australia, and Japan are progressing
well by making the medication history available to all par-
ticipating parties. However, only Spain looks like it is ready
for adopting future technologies. Despite the United States
having the ability to share the medication history, it is still a
slow process that needs to be accelerated to make the medi-
cation history available in case of emergency. Moreover, the
United States, Canada, Australia, and Japan make the medi-
cation history available as a service depending on the data
stored in the health care centers and pharmacies. This is more
likely to slow the progress to adopting AI technologies.
A dedicated server to collect and process the data is more
likely to help toward that.

Clinical decision support. CDS systems are developed
to help prescribers prescribe medications safely and alert
them of the various drug interactions that might occur
while prescribing a medication to a patient (Bell et al., 2019).
Many studies showed an improvement in avoiding medica-
tion errors when using e-Prescription with CDS alerts
(Ammenwerth et al., 2008; Cresswell et al., 2014; Eslami
et al., 2007; Kaushal et al., 2003; Prgomet et al., 2016).
However, other studies showed that prescribers tend to ignore
and override less important alerts when overwhelmed by a
number of alerts and how the system is displaying them
(Embi and Leonard, 2012; Van Der Sijs et al., 2006).

When the number of less important alerts increases, this
might increase the risk of medication errors. Additionally, the
authors found in their systemic review that between 49% and
96% of drug interaction alerts were overridden or ignored
(Van Der Sijs et al., 2006). Therefore, incorporating CDS
alerts to an e-Prescription system is a necessity, and new
visualization methods could reduce the ignoring and over-
riding of cases.

In addition, a new algorithm based on the patient’s medi-
cation information might reduce the number of less important
alerts. The United States and Spain are the only systems that
provide this service as part of the e-Prescription system.
However, the CDS systems are progressing toward using AI
technologies to enhance the patient’s quality of care.
Therefore, a large amount of data collection is needed for this
progress, which from Table 1 shows Spain is leading the
score. US system needs to progress toward data collection
and processing to meet the new demands of a better quality of
care.

Proposed solutions

Blockchain. Blockchain is a technology deployed best
for decentralized systems. It is a technology to store the data
in a secure and distributed method. This technology intended
to remove the need for a centralized authority to control and
verify the data (Li et al., 2019). Therefore, we can see from
Tables 1 and 3 that the United States, Australia, and Japan are
candidates to implement the Blockchain method because of
their decentralized systems. However, those systems still lack

the connection between the other parties to facilitate such an
approach.

In the United States, e-Prescription systems are handled by
a middleman (i.e., Surescripts), making the system semi-
centered when it comes tomanaging data sharing between the
subscribers (Li et al., 2019). As mentioned previously, the
Surescripts enables subscribers to request patient records
from other health centers. Other centers will then handle the
request, and they have the option to share or hold that in-
formation (Surescripts, 2019). This process is more likely to
limit the progress toward integrating Blockchain technology.
The Blockchain aims to store the data securely and make
the data available to all the involved parties.

Australia and Japan’s e-Prescription systems are not a fully
decentralized system, and their approach is to provide peer-
to-peer communication between the prescriber and the
pharmacy. This approach allows the pharmacies to send an
update to the prescriber system about their patients’
e-Prescriptions. Therefore, the infrastructure of those sys-
tems lacks the capability at this time of adopting Blockchain
technology.

Regarding the centralized systems, adopting the technol-
ogy is more challenging since their approach is to have a
central point to control the information. This approach is
more costly to provide the needed security and privacy to
protect patient data. Installing and managing patient data
security might cost hundreds of millions of dollars (Becker’s
Healthcare, 2016; Li et al., 2019). Thus, an approach con-
taining more of the benefits of the decentralized architecture
integrated with Blockchain will save costs to manage the
patients’ security and privacy data. Moreover, this approach
more likely helps save valuable time wasted to look up the
updated medication history of a patient (Norén et al., 2008;
Schmiedl et al., 2014).

Artificial intelligence. AI in health care is introduced to
support the medical decision. AI is more likely to be adopted
as the next logical step in health care technologies. It is more
likely to provide better patient care knowledge and keep
updated information about patient status. ML and Deep
Learning (DL) are the leading technologies in AI. Both
technologies are developed to learn patterns about a type of
information to suggest accurate predictions. For the system to
predict efficiently and accurately, these technologies require
learning patterns from large amounts of data. Thus, the type
and size of collected data about a patient are important fac-
tors. The infrastructure to collect the data is key to assessing
the capability of the surveyed systems (Flynn, 2019).

Therefore, we can see from Table 1, the leading country of
collecting data is Spain. The type of collected data in Spain’s
system is an essential factor and more likely to help adopt the
ML and DL faster than other countries. However, the com-
munication between parties in Spain might limit this process,
as shown in Table 2. On the other hand, the centralized
systems are more likely to adopt these technologies faster
than the decentralized systems (e.g., United States) due to the
required data collection process.

To summarize, it may be worthwhile to consider a dif-
ferent e-Prescription model to overcome the discussed chal-
lenges in the current systems. This model should include the
ability to share prescription and medication history infor-
mation between all participating parties in the system. This
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approach could benefit from the available centralized sys-
tems in the countries by incorporating a standalone service
that transfers and stores medication history data and
e-Prescriptions securely. This service should also preserve
the patients’ privacy by applying an authentication mecha-
nism to the authorized parties so they can access the data such
as Blockchain. Moreover, medication histories should be
kept available to patients to enhance patient safety regarding
medication errors. Also, this process will grant the patient the
ability to share accurate medication histories.

Lastly, CDS systems should be incorporated in the
e-Prescription service and also redesigned to avoid ignoring
and overriding alert issues when the less important alerts
overwhelm the caregiver. In addition, redesigning the sys-
tem to incorporate future technologies such as AI technologies
will more likely enhance the care quality of the patient. Fur-
thermore, in the current COVID-19 climate, e-Prescription
systems have become highly relevant in preventing unneces-
sary contact and ensuring patient and caregivers’ safety.

Conclusions

In this study, we compared the selected e-Prescription
systems. The comparison process is based on the systems’
security and privacy protocols and the systems’ architecture.
Furthermore, we evaluated the systems’ capabilities to
progress toward using future technologies such as Block-
chain and AI. Finally, we believe this survey provides broad
and timely insights on e-Prescription systems around the
world. We suggest conducting future studies about the cap-
abilities of the e-Prescription systems to cooperate and
communicate on a global scale. This research might con-
tribute toward designing a universal e-Prescription system
design that is available to patients when traveling outside of
their home country.
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Abstract—Medication dispensing errors are a great risk in
pharmacies. These errors can be the result of issues such as
heavy workload, misinterpretation of a prescriber’s handwrit-
ing, or simply handing the wrong medication to the wrong
patient. Hence, researchers have recently proposed the use of e-
prescription to overcome these issues. Moreover, several mobile
apps that use Near Field Communication (NFC) have been
proposed for managing patients’ medication intake instructions
and reminding them about intake times. However, neither the e-
prescription nor medication management apps solve dispensing
errors. Therefore, we developed an NFC-based system comprised
of mobile applications for patients’ smartphones to transfer veri-
fication information through NFC and a pharmacy management
system connected to an NFC reader. Furthermore, to ensure
the security of the patient’s sensitive information, we require
biometric authentication to gain access to the mobile application.
This authentication feature is also used to restrict access to the
information to the legitimate user only during the medication
dispensing process. Finally, we believe the proposed system will
help to reduce medication dispensing errors.

I. INTRODUCTION

In 2016, a tragic incident [1] led to the death of an eight-
year-old boy. The parents of the boy gave him what they
thought was his sleep medication; however, the medication
was not what the doctor had prescribed. The pharmacist gave
them Baclofen, a muscle relaxant. The coroner found that the
high dosage of Baclofen administered was fatal for a boy of
that age. Hence, ingesting the wrong medication and dosage
errors are an elevated risk in the pharmaceutical industry [1].
Moreover, according to [2] the insurance group CAN and the
Healthcare Providers Organization (HPSO) in their analysis
of ten years of data reported that 75.3% of closed claims are
because of either a wrong dose or wrong drug. Moreover,
from the already-closed claims, injuries resulted from 13.6%
of these overdoses and 11.7% of these led to death [2] [3].
Therefore, to address the above issues, the authors in [4]
introduced ten strategies. These strategies mainly focused on
minimizing medication dispensing errors but did not focus on
reducing the time required to prepare a prescription, which
will affect the quality of the service provided. Also, one of the
strategies suggests adding more staff to reduce the increased
work rate, which also will increase costs for the pharmacy.

According to [5], patient identity confirmation is needed
to dispense the medication. However, they did not specify any

methods of confirming the identity of the patient. To the best of
our knowledge, the common practice is verifying the patient by
home address and name. This practice will raise some security
and privacy issues where any person (i.e. knows address and
name) could pick up the medication. Also, sharing an address
and a name publicly could implication on other matters.

A critical factor in improving the quality of the service
provided by drugstores is to make the process of dispens-
ing medication efficient, accurate, and effortless. Therefore,
automating methods of getting prescriptions and dispensing
medications will help to minimize the risk caused by receiving
the wrong medication or wrong dose. The Internet of Things
(IoT) offers the ability to exchange information securely and
efficiently by using wireless and wired network technologies.
Such technology is known as Near Field Communication
(NFC) technology and is available on smartphones. This
technology has been used to open several opportunities to
optimize the quality of services such as tap-to-pay services.
Also, a variety of fields (e.g. healthcare, access control) use
NFC to gather and transmit information securely.

Thus, we propose a secure System to optimize the medica-
tion dispensing process. The system aims to introduce more
robust and secure method to confirm patient identity and
minimize dispensing errors. We are using NFC technology
in smartphones to securely transfer information (e.g. insur-
ance ID numbers, or prescription IDs) between the patient’s
smartphone app and the pharmacy. Also, we are using NFC
technology by validating the medication and the patient at
the final part of the dispensing process. Lastly, we are using
biometric information (i.e. fingerprints) to grant the app access
to the patient.

Although the proposed system will not prevent human
errors, we believe it will mitigate medication dispensing errors.
In this paper, we will discuss the use of NFC technology and
biometric authentication.

Finally, the organization of the paper is as follow. In the
second section, we explore and discusses the recent literature
proposed regarding the use of NFC technology in health
care systems, and the current systems for the e-prescribing
technology. The third section will discuss the proposed system
architecture and the comparison with the current systems.
Last, the fourth section will discuss the proposed application
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analyses and the proposed security features in the system.

II. BACKGROUND AND LITERATURE REVIEW

In this section, we looked at the proposed systems in health-
care or medication-related services that use NFC technology or
mobile apps. Some proposed systems also use both NFC and
mobile apps. We also explored some of the current systems
and services that use the e-prescription approach.

A. NFC technology

NFC is a technology that comes in several forms. The first,
is an NFC reader or NFC chip (e.g. a card, or bracelet). The
NFC chip can store a small amount of data, such as a unique
ID (e.g. Social Insurance Number). Second, which is most
commonly used these days, is the NFC-enabled smartphone,
where the smartphone can act as an NFC reader and an NFC
card. One advantage of using smartphones over chips is the
larger amount of storage and resources available, which allow
the NFC card to perform more complicated processes.

B. NFC systems and mobile apps systems for health care

In this section, we will review related work focusing on
medication management apps. Medication management refers
to either organizing medication for patients or detecting med-
ication interactions.

S. Fan et al. proposed a mobile app called the Health Pal [6].
This app is designed to help elderly individuals by reminding
them about and managing their health tasks, such as doctor
appointments, exercise times, taking blood pressure, pulse
rates, and medication intake times. The reminders use audio
and visual alerts. The app will prevent patients from forgetting
their medication time and type. Moreover, the visual alerts will
help patients avoid mixing or taking the wrong medication.

In [7] [8], the authors presented Wedjat, a mobile app
that helps patients remember medication intake instructions.
Wedjat also keeps the intake records for the patient and updates
a user database or a personal health records system [9]. In [10]
the authors describe the possibilities of utilizing NFC tech-
nology in smartphones to help elderly individuals with vision
impairment to manage their medication. The authors proposed
two scenarios of medication management and organization. In
the first scenario, a pharmacist will attach an NFC tag to the
medication packaging, which contains information about that
medication. Then, the user will have to touch the tag with their
smartphone to enable the NFC reader mode in the application.
An audio interface will convert the information so that the
user can listen to information about that medication. In the
second scenario, the application will be used to manage the
medication intake instructions. A home care service provider
operates a backend system to store the intake instructions.
Also, the home care service provider will provide an NFC
tag for the medication with the intake schedule information,
such as required doses and medication intake times. The NFC
tag will be attached to the medication packaging with all the
required above information [9].

Silva et al. presented SapoMed, a mobile application for
healthcare that is designed for medication management and
monitoring. The focus of their work is to prevent medication
intake errors by tracking and managing all prescribed med-
ication. To input the medication and intake information, the
user has two options: inputting the information manually or
scanning the medication barcode. For the second choice, the
application will obtain the required information from a web
server. The web server will store all medication information
and past intake information in a medication database [9].

Fig. 1: Shows the components of the proposed System

C. Current electronic prescriptions system and framework

In this section, we will explore the current electronic pre-
scription systems and frameworks and discuss their limitations.
Surescripts [11] is a large company that has operated an e-
prescribing service nationwide in the United States for more
than 15 years. The company aims to replace paper prescrip-
tions with digital prescriptions that can be transmitted from
a prescriber to a pharmacy electronically. The e-prescription
service will overcome most paper prescription issues. They
claim that the service will increase first-fill medication ad-
herence, which will lead to reductions in the costs of health-
care services. Also, the service will optimize the safety of
patients by eliminating handwriting limitations and reducing
the time spent on entering prescription information manually.
Moreover, the service will reduce the communication between
prescribers and pharmacies by making health information
available to any future prescribers. However, since the service
only aims to lower the risks of paper prescriptions, it does
not contribute to preventing medication dispensing errors.
Finally, the system only requires authentication for dispensing
narcotic medications. Prescribe IT [12] is a project funded
by the Canadian government to provide an e-prescribing
service which will enable the prescriber to send a prescription
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Fig. 2: The sequence diagram of the dispensing medication process.

electronically to a patient’s pharmacy of choice. The service
will replace the paper prescription process, securely transmit
health data, and sustain a paper prescription-free environment.
The features of the service provide improved efficiency and
better communication between prescribers and pharmacies.
The focus of the service is on lowering prescription errors such
as losing prescriptions, avoiding privacy breaches due to fax
machine transmission errors, and reducing prescription fraud
and abuse. However, Prescribe IT does not solve medication
dispensing issues. Although it does provide the secure and
electronic transmission of prescriptions, the availability of the
prescription is limited. Only the prescriber and the chosen
pharmacy are allowed to request a prescription, while the pa-
tient can not have a copy unless it is in paper form. Moreover,
with Prescribe IT, the process of medication dispensing has
not changed. Therefore, these issues lead us back to the focus
of this paper (i.e., medication dispensing issues): dispensing
the wrong medication, lowering the cost of the process, and
reducing the time taken to prepare the prescription.

III. SYSTEM ARCHITECTURE

A. The proposed system

The proposed system components are: a smartphone (i.e.
the patient’s smartphone) with the application installed, the
pharmacy management system, the web server, an NFC tag
attached to the medication packaging, and an NFC reader for
pharmacy management systems. Figure 1 shows the proposed

system components. Figure 2 shows the sequence graph of the
medication dispensing process.

In the first step, the user will need to authenticate his/her
identity using the fingerprint scanner embedded in the phone.
Then, the application will generate a time-stamp, which will
be used to generate the hash value. At the same time, the
time-stamp value will be sent to the web server. Next, the
application will request the active prescription IDs from the
web server. These IDs are kept in the web server at all times
and are not stored on the user’s phone. After, the application
will use the chosen prescription ID, user ID, and the time-
stamp to generate the hash value and send it to the web server.
After, the user will tap their phone to send the hash value to the
pharmacy management system to verify the identity with the
web server and obtain the necessary information (i.e. name,
medication ID, prescription ID) to dispense the medication. If
the verification is successful, the web server will send back
the necessary information. Then, the pharmacist will tap the
medication, which has an NFC tag attached to the packaging.
The NFC tag will contain the medication name and ID. After
tapping, the pharmacy management system will verify the
medication ID by matching it with the ID in the prescription
information. If the matching is successful, the pharmacist
will dispense the medication. Finally, fingerprinting has been
set up for the first time using the app. Without using their
fingerprint, the patient will not be able to gain access to the
app and no information will be transferred. This authentication
step will help with validating the patient for the medication
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dispensing process and will help secure the privacy of the
patient’s sensitive information.

1) Assumptions: In our proposed system, we introduced
three main components: the user smartphone, the pharmacy
management system, and the web server. These components in
the medication dispensing process will communicate in order
to transfer the information. Although these communications
are essential toward achieving the objective of this research,
not all the main focus of this paper. Therefore, we assume
that the communication between the smartphone and the web
server is secure, and the communication between the pharmacy
management system and the web server is secure. Moreover,
prescriptions are submitted to the web server through the
doctor management system. Such systems are presented in [11]
and [12].

B. Proposed system compared to the current systems

The authors in [4] proposed ten strategies to lower the
risk of medication dispensing errors. The authors indicate that
most dispensing errors are the result of error-prone systems
and processes. Therefore, through the proposed system we
aim to avoid most of the conditions and scenarios that might
cause medication dispensing errors. In Table I we highlight
the most relevant strategies and compare the current systems
(mentioned in section 2) in the pharmacies and the proposed
system. According to the authors in [4], the strategy of
thoroughly checking the prescriptions will be the last step
in the medication dispensing process. Thus, in the proposed
system, this step is encountered by validating the medication
with NFC before dispensing. In comparison, the compared
systems do not specify a method for the checking process, so
the pharmacist deals with this manually. The proposed system
will make the prescription and instruction always available
in the application, while the compared systems offer only
pharmacist counseling. Moreover, in designing the proposed
system, we considered five goals for achieving quality service
and minimizing the risk of medication errors. In Table II we
mention the goals and discuss how we achieved these goals.
First, we made the system highly available by making the
prescription information available to the patient at all times
. Second, the system should be reliable and provide quality
service by minimizing medication dispensing errors. Third, as
we discussed in the previous section, the system will provide
security and privacy for the patient’s sensitive information.
Finally, the system will reduce the time needed to prepare
the prescription in advance. This step will eliminate some
unnecessary steps from the pharmacist’s work rate.

C. Proposed system implementation

We developed the application for the user (i.e. the patient)
end using Android Studio. We deployed the application on a
Samsung Galaxy A8 smartphone running Android OS version
7.0. The smartphone has a fingerprint and proximity (i.e.,
NFC) sensors. Figure 3 shows the mobile interfaces. Also,
we developed a Java application to simulate the doctor man-
agement system, which will mainly be used to submit patients’

prescriptions to the web server. The second Java application we
developed was for the pharmacy management system. Figure
4 shows the pharmacy management system interfaces of the
dispensing process in different scenarios. This application has
all the functions required by the proposed system. First, the
application will receive the hash value from the smartphone
through the NFC reader. Then, the system will send it to the
web server for verification. Figure 4 (b), (c), and (d) show
the system messages depends on the received information
from the web server. In figure 4 (b) there are no issues, and
the verification process was successful. However, in figure
4 (c) the system shows the wrong medication as we scan a
wrong medication and the IDs did not match. Finally, figure 4
the system showed this message when we used a no refill
prescription twice (i.e. the double spending problem.) The
reader we used is the ACR122U NFC Reader developed by
Advanced Card Systems (ACS) [13].

Finally, we used XAMPP (a PHP development environment)
to install a local Apache web server and MySQL database [14].
We created three tables in the database: a patient information
table, prescription table, and medication table. The patient
table contained a hundred values. Each row has four attributes:
first name, last name, age, and patient ID. For the names
and ages, we used one hundred random names with ages. We
developed a Java application to randomly generate a ten-digit
number to represent the User ID. Moreover, the prescription
table has six attributes: prescription ID, patient ID, medication
ID, dispensing count, refill, and dose. The prescription table
values are filled in the process of the doctor submitting a
prescription. Last, the medication table contains six values
with two attributes: medication ID and medication name. We
used six medications from the top 100 medications list [15],
and we used six NFC tags containing only the unique ID
information that represents the medication ID.

IV. APPLICATION AND SECURITY ANALYSIS

Moreover, we will discuss the proposed system security.

A. Application performance analysis

In this section, we will discuss the smartphone application
performance regarding CPU, memory, and network connec-
tion. After analyzing the CPU performance, we found the
highest usage of the CPU resources is 11.6% while creating
the hash value. Where in the rest of the process the average
CPU usage was almost 6%, and that includes transferring
information through NFC and connecting to the web server
to acquire the prescription information. In Figure 5 we show
the smartphone application usage of the CPU.

Second memory usage The app starts by allocating 64 MB
at the start of the app, and it uses only 33 MB in the idle
stats (i.e., no activity in the app). The allocation will increase
starting with the authentication process; then it will reach
48.33 MB (i.e. the highest) while transferring the information
through the NFC and with the web server. Finally, the app
uses a total of almost 50 MB from the allocated memory (i.e.,
64 MB). It uses a considerably low allocation since the total

Authorized licensed use limited to: Dalhousie University. Downloaded on June 22,2021 at 02:39:13 UTC from IEEE Xplore.  Restrictions apply. 



TABLE I: Medication errors causes, and the comparison between the current e-prescription systems and the proposed System.

Strategies Surescripts & Prescribe IT The Proposed System

Ensure correct entry of the prescription Yes Yes
Confirm that the prescription is accurte Yes Yes
Beware of look-alike, sound alike drugs No Yes
Reducing stress and balancing heavy workloads Yes Yes
Thoroughly check all prescriptions Manually Electronically using NFC
Always provide thorough patient counseling Pharmacist only Pharmacist & patient mobile app

TABLE II: The achieved goals by the proposed System.

Goals of the proposed System How proposed System achieved goals

Availability ∗Electronic prescriptions (i.e. present, and past).
∗Intake instructions available all times on the patient’s mobile phone.

Reliability ∗Ensure to dispense the right medication and right dose to the right patient.
∗The electronic prescription from a prescriber prevents handwriting misinterpretation.

Security and privacy ∗The fingerprint authentication will control access to patient’s sensitive information.
∗Only the needed information will be sent to requesting party.

Efficiency ∗Reducing the time needed to provide the service by sending prescriptions in advance.

Fig. 3: The mobile application interfaces.

memory in the smartphone we used is 3 GB. Figure 5 shows
the memory allocation by the smartphone application.

Third network connection, we developed the app to use the
minimum connection needed to send and receive the necessary
information for the app. In Figure 5 we can see that it took
almost a second to complete the connection session for both
connections. The first connection is to get the information on
the list of prescriptions related to the patient. This connection
had a data sent rate of 6.31 KB/S and data received rate of 5.04
KB/S. The second connection was for getting the information
for a single prescription, which the user chose in the previous
connection. The connection rates were 14.76 KB/S for the sent

data and 13.63 KB/S for the received data. We configured the
app and web server connection to remain open only when
needed. Therefore, this method is intended to minimize the
risk of threats due to open ports attacks.

Finally, the process of dispensing one medication in term
of transferring the information and validating the user took
almost 6 seconds. The time is considered an optimal, since
the process includes the required verification steps.

B. Security Analysis

1) Tempering the medication tag: Every packaged
medicine information (i.e. the name and ID) is entered in the
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(a) The main interface.

(b) The dispensing successful interface.

(c) The medication verifying interface.

(d) The interface if prescription not valid.

Fig. 4: The Pharmacy Management System Interfaces during
the dispensing process.

Fig. 5: The mobile application CPU, memory, and network
evaluation.

database during the manufacturing process. Therefore, any
attempt to tamper with content of the tag will be detected
during the medication process. Also, even in a scenario where
the pharmacist will prepare the medication and change the
packaging, the pharmacist will attach an NFC tag containing
the same ID that corresponds with the medicine name and ID
in the database.

2) Hash confidentiality and integrity: The hash value is
used mainly to verify the user and is only generated by
the user’s smart phone application using a time stamp (i.e.
generated each session), user ID, and prescription ID. The
User ID is stored in the smart phone application and database
but is not transferred through the NFC in plain text. It is only
sent to the pharmacy management system from the web server
securely as mentioned in the assumption section. Also, the
prescription ID is sent securely to the smart phone application
from the web server. The prescription ID is not stored in the
smart phone and is only requested when needed in order to
lower the risk of any sniffing attack. Even if the attacker is able
to obtain the prescription ID, they will not be able generate
the same hash. Therefore, the confidentiality and integrity of
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the hash value will be protected in the system by the proposed
methods.

3) Fingerprint-based authentication: In our system, we
require the users to verify their identities using their finger-
print. This step ensures role access control of the application.
Only the right user will be granted access to the application
services, and this will protect their sensitive information. After
accessing the application, the patient will send their ID through
NFC to allow the prescriber management system to send it
to the web server for the identity verification process. If the
match is successful, the web server will send the required
information.

4) NFC security and relay attack: The NFC is a close-range
distance communication that requires the user to be in close
range, 4 cm, from the NFC reader. This feature ensures the
physical presence of users, which makes obtaining the app ID
difficult in any malicious activities. However, the relay-attack
has proven to be able to relay the information regardless of the
range between the reader and the NFC device [16]. In the men-
tioned attack, the victim’s application will be initiated by an
NFC connection to the smartphone from a rogue NFC reader
simulating a legitimate reader (i.e. a pharmacy system’s NFC
reader). After obtaining the information (i.e. prescription ID),
the attacker will submit the prescription by using another NFC-
enabled smartphone simulating the victim’s device. Therefore,
we require the fingerprint authentication to prevent any rogue
access to the information. Basically, the NFC communication
will not be initiated unless the user authenticates himself
herself with their fingerprint.

V. CONCLUSION

In conclusion, we presented a system to provide an efficient,
secure, and accurate medication dispensing process. Our work
aims to minimize medication dispensing errors (i.e. wrong
medication and/or wrong dose). We developed a mobile appli-
cation for patient use. This application is used to authenticate
the patient by using biometric authentication. Also, the patient
will use NFC technology to transfer the necessary verification
information to a pharmacy management system. Furthermore,
medication validation is required at the last phase of the
medication dispensing process to match the right medication
with the right patient. Last, we evaluated the patient mobile
application’s efficiency and security. Also, we evaluated the
efficiency of transferring information through NFC. Finally,
even though the system will not prevent human errors, it will
reduce the risk of dispensing a wrong medication or wrong
dosage.

VI. FUTURE WORK

In future work, as this system is a work in progress, we will
run a user study to evaluate the usability and accuracy of the
system. Finally, we aim to develop a management tool for the
prescriptions to ensure security and privacy.
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Appendix D

The Studies Ethics Approval Letters

The following are copes of the ethics approval letters for both the usability study and

the online survey.
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After receiving ethical approval for the conduct of research involving humans, there are several ongoing
responsibilities that researchers must meet to remain in compliance with University and Tri-Council policies.



1.   Additional Research Ethics approval

Prior to conducting any research, researchers must ensure that all required research ethics approvals are secured (in
addition to Dalhousie approval).  This includes, but is not limited to, securing appropriate research ethics approvals
from: other institutions with whom the PI is affiliated; the institutions of research team members; the institution at
which participants may be recruited or from which data may be collected; organizations or groups (e.g. school boards,
Indigenous communities, correctional services, long-term care facilities, service agencies and community groups) and
from any other responsible review body or bodies at the research site.

2.   Reporting adverse events

Any significant adverse events experienced by research participants must be reported in writing to Research Ethics
within 24 hours of their occurrence. Examples of what might be considered “significant” include: a negative physical
reaction by a participant (e.g. fainting, nausea, unexpected pain, allergic reaction), an emotional breakdown of a
participant during an interview, report by a participant of some sort of negative repercussion from their participation
(e.g. reaction of spouse or employer) or complaint by a participant with respect to their participation, report of neglect
or abuse of a child or adult in need of protection, or a privacy breach.   The above list is indicative but not all-
inclusive.  The written report must include details of the situation and actions taken (or proposed) by the researcher in
response to the incident.

3.   Seeking approval for changes to research

Prior to implementing any changes to your research plan, whether to the risk assessment, methods, analysis, study
instruments or recruitment/consent material, researchers must submit them to the Research Ethics Board for review
and approval.  This is done by completing the amendment request process (described on the website) and submitting
an updated ethics submission that includes and explains the proposed changes.  Please note that reviews are not
conducted in August.

4.   Continuing ethical review - annual reports

Research involving humans is subject to continuing REB review and oversight. REB approvals are valid for up to 12
months at a time (per the Tri-Council Policy Statement (TCPS) article 6.14). Prior to the REB approval expiry date,
researchers may apply to extend REB approval by completing an Annual Report (available on the website).  The
report should be submitted 3 weeks in advance of the REB approval expiry date to allow time for REB review and to
prevent a lapse of ethics approval for the research. Researchers should note that no research involving humans may be
conducted in the absence of a valid ethical approval and that allowing REB approval to lapse is a violation of the
University Scholarly Misconduct Policy, inconsistent with the TCPS and may result in the suspension of research and
research funding, as required by the funding agency.

Final review - final reports

When the researcher is confident that all research-related interventions or interactions with participants have been
completed (for prospective research) and/or that all data acquisition is complete, there will be no further access to
participant records or collection of biological materials (for secondary use of information research), a Final Report
(available on the website) must be submitted to Research Ethics. After review and acknowledgement of the Final
Report, the Research Ethics file will be closed.

6.   Retaining records in a secure manner

Researchers must ensure that records and data associated with their research are managed consistent with their
approved research plans both during and after the project.  Research information must be confidentially and securely
retained and/or disposed of in such a manner as to comply with confidentiality provisions specified in the protocol and
consent forms. This may involve destruction of the records, or continued arrangements for secure storage.

It is the researcher’s responsibility to keep a copy of the REB approval letters.  This can be important to demonstrate
that research was undertaken with Board approval.  Please note that the University will securely store your REB
project file for 5 years after the REB approval end date at which point the file records may be permanently destroyed.

7.   Current contact information and university affiliation



The lead researchers must inform the Research Ethics office of any changes to contact information for the PI (and
supervisor, if appropriate), especially the electronic mail address, for the duration of the REB approval.  The PI must
inform Research Ethics if there is a termination or interruption of his or her affiliation with Dalhousie University.

8.   Legal Counsel

The Principal Investigator agrees to comply with all legislative and regulatory requirements that apply to the project.
The Principal Investigator agrees to notify the University Legal Counsel office in the event that he or she receives a
notice of non-compliance, complaint or other proceeding relating to such requirements. 

9.   Supervision of students

Faculty must ensure that students conducting research under their supervision are aware of their responsibilities as
described above and have adequate support to conduct their research in a safe and ethical manner.



Appendix E

NFC-Based Mobile Application Usability Study

Following in the next page are the materials used in the user-study 5.
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Tasks  
 
Participant ID:…………. 
 
Please read the following scenarios and then perform the tasks using the proposed application, and 
the traditional method of processing a prescription. For all the following tasks please try to verify 
the correct medication.  
Scenarios picking up a medication using the traditional method of processing a prescription: 

Task 1 
You have a prescription and you are in the drugstore to pick up the medication from the pharmacist.  

 Please go through with the process of picking up a prescription from the pharmacy.  
 Please try to identify if the medication you got is the correct medication using any methods 

available. The simulated paper prescription will not be returned to you. 
 
Scenarios picking up a medication using the traditional method of processing a prescription: 

Task 2 
You have a prescription and you are in the drugstore to pick up the medication from the pharmacist.  

 Please go through with the process of picking up a prescription from the pharmacy. 
 Please try to identify if the medication you got is the correct medication using any methods 

available. The simulated paper prescription will not be returned to you. 
 
 
Scenarios picking up a medication using the smartphone application with the NFC system: 

Task 3 
You have a prescription in the smartphone application, and you are in the drugstore to pick up the 
medication. 

 Please go through with the process of picking up the medication using the proposed 
application. 

 Please try to identify if the medication you got is the correct medication using any methods 
available. 
 

 
Scenarios picking up a medication using the smartphone application with the NFC system: 

Task 4 
You have a prescription in the smartphone application, and you are in the drugstore to pick up the 
medication. 

 Please go through with the process of picking up the medication using the proposed 
application. 

 Please try to identify if the medication you got is the correct medication using any methods 
available. 
 

 
 
 
 



Efficiency and Effectiveness Notes 
 
Participant ID: ..... 
 

Scenarios Tasks Time to Complete 
(Efficiency) 

Successful of Completion (Effectiveness) 
Attempts to 
(Complete – 
incomplete) 

Error Rates 
(Number of 
Attempts to 
verify the 

medication) 
The Current 

System 
Task 1    
Task 2    

The 
Proposed 
System 

Task 3    
Task 4    

  
 

 Time to complete in minutes and seconds. 
 Complete the task (Correctly) or incomplete the task (Incorrectly). 
 Error rates: the number of errors occurred while doing the tasks (verifying the correct 

medication for them). 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Pre-Session Questionnaire 
 
Participant ID:…………. 
Demographic Questions 

1. Gender  
 Male        Female      Other 

2. Age (in years): 
o 18-24 years old 
o 25-34 years old 
o 35-44 years old 
o 45-54 years old 
o 55 years or older 

3. What is the highest degree or level of school you have completed? 
o High school. 
o Some college credit (no degree). 
o Undergraduate diploma Degree. 
o Master Degree. 
o Ph.D. Degree. 
o Other (Please Specify): …………………. 

4. What is your occupation (If a student, what is your major?): 
 

 
5. How often have you filled and picked-up one of your own prescriptions at a drug store in 

the last six months? 
o Less than one. 
o 1 – 5 times. 
o 5 – 10 times. 
o Other (Please Specify): …………………… 

6. How much time do you spend using your smartphone applications daily? 
o Less than one hour. 
o 1 – 5 hours. 
o 5 – 10 hours. 
o Other (Please Specify): …………………….. 

7. Do you use the tap to pay (e.g. Apple Pay, or Google Pay) application on your 
smartphone? 

o Yes 
o No 
o I did not know about this application.  

8. If your answer is yes to the previous question, how often do you use the tap to pay 
application on a daily base? 
o Less than 5 times. 
o 5 – 10 times. 
o 10 – 20 times. 
o Other (Please Specify): ………………… 

 
 



Post-Condition Questionnaire 
 
Participant ID:…………. 

1- Post Questionnaire Using the Traditional Method of Processing a Prescription 
 

Picking up the medication from drugstore using 
the traditional method of processing a 
prescription of picking up the medication: 
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I think this method will help me to keep my 
sensitive information private and secure. 

       

I expect this method will make intake 
instructions and times always available to me. 

       

I think this method will help me to verify my 
identity to the drugstore, which helps the 
drugstore to dispense the correct medication for 
me. 

       

I expect this method will provide enough 
information to the drugstore to dispense the 
correct medication to me. 

       

I think this method will help me to keep track 
of my current prescription/s to provide to 
prescribers if needed. 

       

 I think this method will help the drugstore to 
avoid dispensing the incorrect medication to 
me such as misplacing the medication bag.  

       

I think this method will help to remember the 
medication intake instructions and times. 

       

 
 
  
  



Participant ID:…………. 
2- Post Questionnaire Using the Smartphone Application with NFC Technology  

 
 

The smartphone with NFC application to pick 
up the medication: 
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I think this method will help me to keep my 
sensitive information private and secure. 

       

I expect this method will make intake instructions 
and times always available to me. 

       

I think this method will help me to verify my 
identity to the drugstore, which helps the 
drugstore to dispense the correct medication for 
me. 

       

I expect this method will provide enough 
information to the drugstore to dispense the 
correct medication to me. 

       

I think this method is a shortcut process to 
transfer the information to the drugstore 
management system securely and accurately 
through NFC. 

       

I think this method will help me to keep track of 
my current prescription/s to provide to prescribers 
if needed. 

       

By reading the NFC tag on the prescription 
packaging, I think that this method both provides 
enough information and is a sufficiently powerful 
enough tool/method to verify the medication, thus 
avoiding dispensing errors. 

       

I think this method will help me to remember 
intake instructions and times. 

       

I think this method will be suitable for novices 
and expert users. 

       

I think using NFC technology to transfer 
information is a secure and fast method in the 
picking up medication process. 

       

 
 
 
 
 
 
 



Participant ID:……… 
Perceived usefulness and Ease of Use: 

- I would like to ask you about your opinion regarding the usability of the proposed 
application. 

Perceived usefulness 
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1) I think the smartphone application with 
NFC would improve my:  
 

a) dispensing medication process.  
b) intake instructions and times availability.  
c) finding active prescriptions. 

 

       

       

       

2)  Using the smartphone application with 
NFC would make it easier to: 
 

a) detect medication dispensing errors from my 
end of the process. 

b) browses my active prescriptions. 
c) transfer sensitive information to the drugstore. 

 

       

       

       

3) Using the smartphone application with 
NFC would provide me with the accurate 
information that I need during: 
a) The process verifying my identity.  
b) The process verifying the correct 

medication.  

 

       

       

4) Using the smartphone application with 
NFC would serve to enhance my privacy by 
providing the pharmacy with only the 
needed authentication information. 

       

5) Using the smartphone application with 
NFC would give me greater control over 
the shared information.  

       

6) Using the smartphone application with 
NFC would save my time during picking up 
a prescription. 

       

7) Overall, I found the smartphone application 
with NFC to be helpful with having my 
prescription filled correctly and/or more 
quickly. 

       

 
 
 



Participant ID:…………. 
 
Perceived ease of use  
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Learning to use the smartphone application with 
NFC was easy for me. 

       

Browsing the active prescription using the 
smartphone application with NFC was easy. 

       

Finding the intake instructions and times using 
the smartphone application with NFC was easy. 

       

Transferring the needed information to the 
drugstore system via the smartphone application 
with NFC was easy. 

       

I found it easy to get the smartphone application 
with NFC to do what I want it to do. 

       

My interaction with the smartphone application 
with NFC was flexible in terms of finding all the 
needed information about my prescription. 

       

Overall, I found the smartphone application with 
NFC easy to use. 

       

 
  



Semi-Structured Interview Questions 
 
Participant ID:…………. 
 
Simi-Structured Interview Questions 

 Post the usability study tasks: 
1. What is your opinion in general about the smartphone application with 

NFC? 

2. Do you like this method (smartphone application with NFC) of transferring 

the information securely while preserving your privacy compared to your 

traditional method of processing a prescription? Why? 

3. What type of confidential information you welling to share to verify your 

identity?   

4. Would you want to use it in actual practice? 

5. What specific features or functionalities do you like about the smartphone 

application with NFC? Why? 

6. What specific features or functionalities do you dislike about the 

smartphone application with NFC? Why? 

7. What would you recommend for improving the smartphone application 

with NFC in terms of its content and functions? 

8. What would you recommend for improving the smartphone application 

with the NFC interface? 

9. What other comments do you have regarding the study in general and 

smartphone application with NFC in particular? 

 

 

 

 

 

 

 

 

 



Performing the Tasks Instructions 
- Instructions on how to pick-up medication using the traditional method of processing a 

prescription. These instructions apply for both tasks of the traditional method of 
processing a prescription. 

1. You will be presented with a paper prescription from the lead researcher, who will 
act for the role of the prescriber. The prescription will contain your name, health card 
number (i.e. the number is simulated for the purpose of the study), medicine name, 
and dosage.  

2. After, you will provide the prescription to the pharmacist, which is also a role played 
by the lead researcher, as if you in a real drugstore.  

3. The pharmacist (i.e. the lead researcher) will ask you a set of questions to verify your 
identity to dispense the medication.   

4. After, the prescriber will verify the dispensing of the correct medication by verifying 
the name with the patient.  

5. Upon the dispensing process, the pharmacist will explain any needed instructions 
(e.g. the medication intake instructions, and medication intake times) as if it is the 
first time to pick up a prescription.  

6. After picking up the medication, the researcher will ask you to verify the medication 
is filled correctly and correspond with your prescription with any available methods. 
Also, look for the medication intake instructions if available. The simulated paper 
prescription will not be returned to you. 

- Instructions on how to pick-up medication using the smartphone application with NFC. 
These set of instructions apply for both tasks of the smartphone application with NFC.  

1. You will be asked to step your application login biometric (fingerprint) for the first 
time only. According to Google Android, which is the operating system we are using 
in the used smartphone, the fingerprint will be stored in the smartphone storage only 
to be used internally. After the end of the session, the fingerprint will be deleted in 
your present to keep your privacy and to prepare for the next session. 

2. Then, you will log in to the application using your fingerprint then press the tap 
button in order to transfer the personal information to the prescriber management 
system. 

3. After, the prescriber (i.e. lead researcher) will submit your prescription to the server. 
Then it will be available to you in the application.  

4. After, the pharmacist (i.e. lead researcher) will ask you to transfer the information 
needed to verify your identity and the prescription you want to pick up. 

5. In the application, you will select your prescription from the list of prescriptions 
interface. Then, click the tab button to transfer that information with your personal 
information to dispense the medication.  

6. After, the prescriber will verify dispensing the correct medication by taping the 
medication packaging to the NFC reader. The system will give the match message if 
the medication is correct.  

7. After, the prescriber will explain the needed instruction (e.g. the medication intake 
instructions, and medication intake times) as if it is the first time to pick up a 
prescription.  

8. After picking up the medication, the researcher will ask you to verify the medication 
is filled correctly and correspond with your prescription using any available method 
in the smartphone application and look for the medication intake instructions and 
times. 



Appendix F

Online Survey Materials

The following are the materials (i.e. the background questionnaire, and the three

surveys for all three groups) submitted to the Dalhousie ethics board committee to

approve the online survey.
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Background Questions (for all groups) 

 

1. What is your age? 
 18 – 24 years old 

 25 – 34 years old 

 35 – 44 years old 

 45 – 54 years old  

 Over 55 

 

2. Please choose your gender: 

     Male  

     Female  

     Other (please specify) …………. 

 

3. What is the highest level of education you have completed? 

Less than high school 
     High school or equivalent 
     College diploma 

Bachelor's degree 
     Master’s degree 
     Doctoral degree 
     Other ………. 
 

4. Have you ever used any e-prescription system before? (patient group only) 
     Yes 
     No 
 
 
 
  



Prescriber Survey 
 
Section A:  
An example of an e-prescribing service is Prescribe IT. The service, according to the official website [1]” enables 
prescribers to electronically transmit a prescription directly from an electronic medical record to the pharmacy 

management system of a patient’s pharmacy of choice.” 
 

 
 
 
 
 

[1] PrescribeIT. " About Us " Retrieved December 25th (2020) from: https://www.prescribeit.ca/about-us. 

To what extent do these reasons 
agree with your motivations for 
using or not using an e-
prescription system (e.g. 
Prescribe IT in Canada)? 

1 
(Strongly 
disagree) 

2 
(Disagree) 

3 

Slightly 
disagree 

4 

Neutral 

5 

Slightly 
agree 

6 

Agree 

7 

Strongly 
agree 

Because the system transfers the 
prescription securely.  

       

Because I like to keep a digital 
record of the patients’ 
prescriptions. 

       

Because I think it solves issues 
with the interpretation of 
handwritten prescriptions.  

       

Because I can track the 
fulfillment of prescriptions.  

       

Because it will improve the 
communication with the 
pharmacist.  

       

Because the system will take 
more time to type the 
prescription. 

       

Because the system requires an 
online connection, and thus it is 
more vulnerable to security 
threats. 

       



Section B:  
 The proposed e-prescription system’s alerts: 

 
Before answering questions in this section, here is the explanation of the feature of generating alerts.  Upon the 
patient visit, the patient will grant the prescriber access to the information. Then the prescriber will start the 
prescribing process. Once the prescription is ready to be submitted, the prescriber will submit the prescription to the 
proposed e-prescription system to be processed for any medication prescribing errors that might harm the patient. 
The system will check the prescribed medication against the patient medication history, current health condition, and 
drug-drug interaction with other prescribed medications the patient is taking. Then, the system will generate an alert 
that is specific to the patient only. Next, the system will notify the prescriber only if the prescribed medication has 
potential dangerous impacts on the patient’s health. These impacts include any drug-on-drug interaction alerts. The 
proposed system will also check for any anomalies such as missing fields, misplaced information, or wrong dosage 
proportion in the prescription before submission to the e-prescription private network the patient. 

 Strongly 
disagree 

Disagree Slightly 
disagree 

Neutral Slightly 
agree 

Agree Strongly 
agree 

An alert based on the patient’s 
personalized medical history will help 
in prescribing a medication safely. 

       

Generating an alert based on a 
combination of medication use in 
previous similar cases and the health 
condition of a patient will help 
prescribe medication safely. 

       

I think the generated alerts based on 
the patient's previous health condition 
will not help me prescribe medication 
safely. 

       

I think checking the prescription for 
any anomalies will not help to reduce 
the time and workload associated with 
communicating with the pharmacy to 
correct the submitted e-prescription.  

       

An alert from the proposed system 
based on the patient’s health condition 
will not help me prescribe medication 
safely. 

       

An alert from the proposed system 
based on the patient’s health condition 
and similar previous cases will not 
help prevent any potential medication 
error (e.g. prescribing the wrong 
medication, wrong dosage, etc.). 

       

The proposed system alert generation 
feature is not a helpful tool to be 
integrated with the proposed e-
prescription system. 

       

 



 The security of the proposed e-prescription system: 

After submission, an e-prescription in the system is only accessible by the health center after granting access from 
the patient. This access only allows the user to read and not edit any information in the original e-prescription. Once 
the prescriber submits the e-prescription, it will be securely stored in the e-prescription private network (i.e., only 
accessible by health care providers and the patients). The e-prescription private network is developed to preserve the 
patients’ information privacy and securely sharing the information. All the health care providers and patients can 
access the private network. Still, they can not read any information without the patients' authorization. Only the 
prescriber can generate the e-prescription after validating and checking for any medication errors (i.e., drug on drug 
interactions or any alerts that the medication might harm the patient). Making the e-prescription read-only mode will 
preserve the originality of the prescription. The prescription information will also be available to all parties (i.e. 
prescribers, pharmacists, and patients) in the network. However, only the authorized health care providers (i.e., 
prescriber or pharmacist) by the patient can access this information to read.  

  

 Strongly 
disagree 

Disagree Slightly 
disagree 

Neutral Slightly 
agree 

Agree Strongly 
agree 

After submission, making the 
e-prescription available on 
the read-only mode will help 
avoid any alterations to it.  

       

I think making the e-
prescription available for 
read-only mode will help to 
prevent prescription fraud. 

       

Making the patient 
medication history and 
prescription information 
available to all parties in the 
private e-prescription 
network will not provide a 
safe prescribing of 
medication to the patient. 

       

 

 

Section C: 

Q: What improvements do you suggest to enhance the proposed e-prescription system? 

A:  

  



Pharmacist Survey 
 Section A: 
 An example of an e-prescribing service is Prescribe IT. The service, according to the official website [1]” enables 
prescribers to electronically transmit a prescription directly from an electronic medical record to the pharmacy 

management system of a patient’s pharmacy of choice.” 

 

 
 
 
[1] PrescribeIT. " About Us " Retrieved December 25th (2020) from: https://www.prescribeit.ca/about-us.

To what extent do these 
reasons agree with your 
motivations for using or not 
using an e-prescription 
system (e.g. Prescribe IT in 
Canada)? 

1 
(Strongly 
disagree) 

2 
(Disagree) 

3 

Slightly 
disagree 

4 

Neutral 

5 

Slightly 
agree 

6 

Agree 

7 

Strongly 
agree 

Because the system transfers 
the prescription information 
securely between the prescriber 
and the pharmacist.  

       

Because I like to keep a digital 
record of patients’ 
prescriptions. 

       

Because I think it solves issues 
associated with the 
interpretation of handwritten 
prescriptions. 

       

Because it will improve 
communication with the 
prescriber.  

       

Because it will reduce the time 
spent communicating with 
prescribers to clarify the 
prescription information. 

       

Because it will not help to 
verify the prescriber’s identity 
automatically by using their 
digital signature. 

       

Because the system does not 
provide a method for verifying 
the prescription’s originality. 

       



Section B:  
 The proposed e-prescription system’s alerts: 

Before answering questions in this section, here is the explanation of the feature of generating alerts.  
Upon the patient's visit to the prescriber, the e-prescription issuing process is started. The process will involve 
checking the prescribed medication against the patient medication history, current health condition, and drug-drug 
interaction with other prescribed medications the patient is taking. Furthermore, the e-prescription will be checked 
for any anomalies, such as missing fields, misplaced information, or wrong dosage proportion in the e-prescription 
before submission to the proposed e-prescription system's private network. Then, the pharmacist will access the 
prescription information after the patient grants them access. The e-prescription will include a validation code to 
state the prescription already checked for any anomalies and any possible implication to the patient's health from the 
prescribed medication. Since only the patient can grant access to the e-prescription, this will validate the patient 
identity when the pharmacist retrieves the prescription information. 

 

 Strongly 
disagree 

Disagree Slightly 
disagree 

Neutral Slightly 
agree 

Agree Strongly 
agree 

Verifying the prescription’s 
appropriateness for the patient's 
health condition before 
submitting will not reduce the 
pharmacy's workload. 

       

I think checking the prescription 
for any anomalies will help to 
reduce the time and workload 
associated with communicating 
with the prescriber to correct the 
e-prescription.  

       

Checking the prescribed 
medication based on the 
patient’s personalized medical 
history will help with 
prescribing medications safely.  

       

Reducing the workload 
associated with checking for 
drug-to-drug interactions will 
not improve the work efficiency 
in the pharmacy. 

       

Reducing the workload 
associated with checking for 
drug allergies will improve the 
work efficiency in the 
pharmacy. 

       

Checking for prescription 
anomalies will not reduce any 
medication dispensing errors. 

       

I think the proposed system 
alerts generating anomalies 
detecting feature will help me 
prescribe medication safely. 

       



 The security of the proposed e-prescription system: 

After submission, an e-prescription in the system is only accessible by the health center after granting access from 
the patient. This access only allows the user to read and not edit any information in the original e-prescription. Once 
the prescriber submits the e-prescription, it will be securely stored in the e-prescription private network (i.e., only 
accessible by health care providers and the patients). The e-prescription private network is developed to preserve the 
patients’ information privacy and securely sharing the information. All the health care providers and patients can 
access the private network. Still, they can not read any information without the patients' authorization. Only the 
prescriber can generate the e-prescription after validating and checking for any medication errors (i.e., drug on drug 
interactions or any alerts that the medication might harm the patient). Making the e-prescription read-only mode will 
preserve the originality of the prescription. The prescription information will also be available to all parties (i.e., 
prescribers, pharmacists, and patients) in the private e-prescription network. However, only the authorized health 
care providers (i.e., prescriber or pharmacist) by the patient can access this information to read. 

 

 Strongly 
disagree 

Disagree Slightly 
disagree 

Neutral Slightly 
agree 

Agree Strongly 
agree 

I think allowing access to the e-
prescription after submission only 
to read will help avoid any 
alterations to the e-prescription.  

       

I think making the e-prescription 
available for read-only mode will 
not help to prevent prescription 
fraud. 

       

I think granting access from the 
patient to the e-prescription 
process will help me verify the 
patient's identity during the 
dispensing process.  

       

Using the proposed e-prescription 
system will help me to authenticate 
the e-prescription. 

       

 

Section C: 

Q: What improvements do you suggest enhancing the proposed e-prescription system? 

A:  

  



Patient Survey 
 
Section A 
  Explanation of e-prescription systems: 

An example of an e-prescribing service is Prescribe IT. The service, according to the official website [1],” enables 
prescribers to electronically transmit a prescription directly from an electronic medical record to the pharmacy 
management system of a patient’s pharmacy of choice.” However, most of the e-prescription systems focus only on 
electronically transferring the prescription.  

 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 [1] PrescribeIT. " About Us " Retrieved December 25th (2020) from: https://www.prescribeit.ca/about-us. 

To what extent do these 
reasons agree with your 
motivations for using or not 
using an e-prescription system 
(e.g. Prescribe IT in Canada)? 

(Strongly 
disagree) 

(Disagree) Slightly 
disagree 

Neutral Slightly 
agree 

Agree Strongly 
agree 

Because the system transfers 
my prescription securely.  

       

Because e-prescription prevents 
the loss of the prescription. 

       

Because I cannot keep track of 
all my past prescriptions. 

       

Because I can control the access 
to my prescription records. 

       

Because using this system will 
not improve nor change my 
process of picking up 
prescriptions. 

       



Section B:  
 The security of the proposed e-prescription system 

We propose a secure system for optimizing the medication dispensing process. The system aims to introduce a more 
robust and secure method to confirm the patient's identity and minimize dispensing errors. We use a private network 
(i.e. only accessible prescribers, pharmacists, and patients) to securely manage the sharing of patient medication and 
e-prescription information and control access to it to preserve the confidentiality of patient information. The e-
prescription private network is developed to protect the patients’ information privacy and securely share the 
information. All the health care providers and patients can access the private network. Still, they can not read any 
information without the patients' authorization. Each patient can only access their stored data in the network, that 
securely stored using a unique ID provided from the patient’s smartphone application. The smartphone application 
enables the patient to share the unique ID with the health care service providers to allow them to issue an e-
prescription and view it and view the related information (i.e., medication history, current health condition, and past 
prescriptions information). Also, the application allows the patient to view the current prescription information. The 
application will be only accessible by the patient.  

Upon the patient visit to the physician or the pharmacy, the patient will share the unique ID only to get the provided 
service (e.g., issuing e-prescription or pickup a prescribed medication)  

Note: we are only seeking your response on the below survey based on the explanation we provided above. You are 
not requested to use your phone or perform any tasks. 

 Strongly 
disagree 

Disagree Slightly 
disagree 

Neutral Slightly 
agree 

Agree Strongly 
agree 

Making access to the e-prescription after 
submission on the read-only mode will 
help avoid any alterations to it.  

       

I think making the e-prescription 
available for read-only mode will help 
prevent prescription fraud. 

       

I think using the unique ID will help me 
verify my identity during the dispensing 
process.  

       

Using the private network will help me 
authenticate the originality of the e-
prescription. 

       

Using the private network and the unique 
ID will not preserve my information 
privacy in the network.  

       

Making my medication and e-prescription 
information available to other parties in 
the network raises security concerns for 
me.  

       

 

Section C: 

Q: What improvements do you suggest enhancing the proposed e-prescription system? 

A:  



Human Intelligence Task  
Survey Task For Academic Research: 
Developing an e-prescription system using machine learning and blockchain to 
minimize medication errors. 
HIT Text 
Please complete a short survey for academic research. 
The study aims to evaluate the proposed e-prescription system we developed. The system aims to introduce a 
more robust and secure method for confirming the patient's identity and minimizing dispensing errors and 
prescribing errors. The system uses the blockchain network technology. Blockchain is technology used to 
securely manage the sharing of patient medication and with parties involved in the proposed e-prescription 
system (i.e., prescribers, pharmacists, and patients) prescription information. Also, the blockchain technology 
controls access to the information and preserve the confidentiality of patient information by giving the control 
of sharing the information to the patient. Also, the system uses machine learning algorithm to safely prescribe 
the medication by generating alerts specific past medication history, prescription information and current 
health condition.  Machine learning algorithms are computer programed algorithms trained to analyze, 
understand, and identify patterns in the given data.  The study will help to enhance ad improve the proposed 
e-prescription system by giving feedback on the use of the features (i.e., blockchain, machine learning) in the 
proposed e-prescription system. Thus, contribute to the research area of minimizing medication errors. 

All responses and information collected for this study will remain private and secure. Data will be stored on a 
password-protected laptop that can only be accessed by the primary investigator. No identifiable information 
about the participants will be collected for the purposes of this study, and any other identifiable information 
such as IP addresses (i.e. will be used to ensure there are no multiple submissions) will be deleted before the 
data analyses, as they are not relevant to the purpose of this study.  The user IDs on the Amazon Mechanical 
Turk website will not be collected nor linked to the participants since the survey will be conducted in the Opinio 
server (i.e. a secure and private server provided by Dalhousie University). Data will be stored in the Opinio 
server until the data collection process is finished. After, the researcher will assign a participation number (e.g. 
P1, P2, etc.) to all the survey responses data randomly to ensure the participants anonymity and help 
organizing the data before the analysis process. The survey response data and consent forms will be stored in 
sperate folders to help preventing any attempt to link the participants information in the consent forms with 
the survey response data. Both the survey response data and consent form will be stored in encrypted folders 
on the researcher laptop which is password protected. The data will be stored until the results are published, 
then they will be deleted.   

This HIT has been allocated 30 minutes to complete, but should take approximately 20-30 minutes total. We 
do not want your HIT to expire, so have allocated significantly more time than you will require. 

The survey will be conducted via another website. Here are the relevant instructions: 

1. When you are ready to take the survey, please click this link: The link appears here. 
2. Before taking the survey, please take the time to read and consider the consent document provided. The 

survey will begin when you click through an onscreen prompt. 
3. Please choose the group of participants you belong to. 

Please complete the survey give to you. 


