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Abstract

The main goal of multilayer-encryption anonymity networks is to provide a certain
level of privacy to their users. At the same time, such networks could be misused
to perform harmful network activities. Multilayer-encryption anonymity networks
are blocked in some countries. Consequently, different obfuscation techniques are
employed by some of these networks to bypass the censorship restriction and enable
access to the network by the users.

This thesis studies and analyzes multilayer-encryption anonymity networks. Traf-
fic low analysis is employed to identify multilayer-encryption anonymity networks.
The analysis includes collecting data from the three most popular anonymity net-
works (namely, Tor, JonDonym and I12P). The collected data (Anonl7) is made pub-
licly available for researchers on the field. The study also includes proposing weighted
factors to quantify and measure the level of anonymity these networks could provide.
The flow analysis is used to identify the multilayer-encryption anonymity networks
and to identify the obfuscated traffic, if any.

Moreover, in this thesis, Packet Momentum is proposed to identify multilayer-
encryption anonymity networks. Packet Momentum is a set of appropriate features
which could identify multilayer-encryption anonymity networks. The proposed Packet
Momentum achieved statistically significant high performance with a low number of

packets and a low number of features.
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Chapter 1

Introduction

On December 16, 2013, during final exams time, Harvard University received bomb
threats by email [33]. The police evacuated the threatened buildings and started in-
vestigating. After searching the buildings, the police did not find anything suspicious
in any of the four threatened buildings. The investigation showed that the emails
came from an anonymous email address using the Tor network [25]. At the end, it
appeared that the emails were sent by a student to avoid the final exam. On the Tor
network, the source of the email (Internet Protocol (IP) address) cannot be linked
directly to the student (his IP address). Therefore, finding the source of the emails
was achieved by using conventional police mechanisms and not by tracing the emails
back to Tor. The student connected to the university Wireless’s network to send the
emails through Tor. It seems that only a few students were connected to Tor at the

time the emails were received which finally led to the student who sent the emails.

The Tor network is one example of the multilayer-encryption anonymity net-
works which grant privacy to users by preserving their identities and their activities.
On multilayer-encryption anonymity networks, messages between sender and receiver
pass through multiple stations with multiple layers of encryption. Each station only
knows the information necessary for passing the message. In this way, not even the

final destination can link the message to the sender (more details in Chapter 2).

The growth of the amount of information collected by services websites such as
search engines, web servers, or even ISP (Internet service provider) for the purpose
of improving the services, data analysis, security enhancement, advertisement, or
other reasons increased the demand and growth of multilayer-encryption anonymity
networks. Not only this, but these networks facilitated reporting any kind of ille-
gal activities to the authorities without the fear of exposing the reporter’s identity,
provided space with freedom to express thoughts and ideas and ensured the person’s

privacy for the journalists’ (or other) sources [82]. These are examples and the list



can be expanded to many others.

On the other hand, the environment of multilayer-encryption anonymity networks
offered the possibility of performing harmful activities with little or no probability of

tracing back the source of such harmful activities.

A Botnet is one of the threats to Internet users which infects computers to gain
control through the botmaster. One way of communication between the bot and the
botmaster is to use a Command and Control (C&C) server where frequently the bots
contact the C&C server to get instructions from the botmaster. By blocking the
server, the bots could not communicate with the botmaster anymore. Therefore, bot-
net developers seek more complex methods to communicate without being detected
such as using Peer to Peer (PTP), Domain Generation Algorithm (DGA) or IP flux.
Moreover, one of the attempts to build undetectable communication on the botnet is
by using multilayer-encryption anonymity networks. For example, the 64-bit Zeus [94]
botnet could use hidden services on the Tor network to communicate anonymously
between the bots and the botmaster. The hidden services are one of Tor’s services
which allow anonymously hosting servers (such as a web server) on the Tor networks.
The user accessing the server does not know the IP address of the server. Thus,
the C&C server could be hosted anonymously on the Tor network. The Zeus botnet
has not been the only attempt to implement an anonymous botnet over multilayer-
encryption anonymity networks, there has been much research and multiple reports
about using such an anonymous environment to hide botnet communications [83] [13]
[14].

Multilayer-encryption anonymity networks relay users’ traffic through multiple
stations on the network on the way to the final destination. On the Tor network,
the user has the option to select the last station (exit node) which the user’s traffic
will appear to come from. Also, the user can specify the exit nodes to be from a
certain country. This option could be misused by users to access services that are not
available, not legal or not allowed in their countries. This is similar to the Netflix
bans of proxies and Virtual Private Networks (VPNs) [73] [15]. Some users access
the U.S. Netflix content which contains materials only available to U.S. customers
based on country-exclusive licensing agreements. By using a proxy or VPN, users

change the IP address and have access to the content from outside the U.S., which
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Netflix tries to prevent. The detection that the IP address belongs to a VPN or a
proxy is easier when compared to finding that the IP address belongs to a multilayer-
encryption anonymity network. For example, a list of the IP addresses of the VPN
service providers could be blocked to prevent access from the VPN. Also, monitoring
the number of logins from a specific IP address could help to identify that the IP
address belongs to a VPN or a proxy. While discovering that an IP address belongs
to an anonymity depends on the anonymity network being used.

Online anonymous marketplaces are another misuse of the multilayer-encryption
anonymity networks. Silk Road, Silk Road 2.0, Evolution and Agora are examples
of online anonymous marketplaces hosted on such networks where sellers and buyers
can trade anonymously. These marketplaces offer illegal goods such as contraband,
weapons, controlled substances and narcotics [27] [19] [26]. The size of the online
anonymous marketplaces is about $300,000-$500,000 of sales daily [91]. Even though
some of these marketplaces (such as Silk Road) are shut down by the authorities, the
list keeps changing where new marketplaces appear and others just disappear.

There are some options for identifying multilayer-encryption anonymity networks.
Each one of these methods has its weaknesses and disadvantages ( detailed in Chap-
ter 3). In general, these methods are costly and require resources which might be
only available at the Internet Service Provider (ISP) level. In addition, some of the
multilayer-encryption anonymity networks developed and implemented some obfusca-
tion techniques (detailed in Chapter 2) to resist and avoid detection or being blocked

by the censorship authorities.

1.1 Research Objectives

The main objective of this research is to investigate how far a machine-based learning
approach can be pushed to analyze and identify different users and/or applications
on such anonymity networks without decrypting the multi-layer encryption of their
traffic. Potentially, such an investigation could shed light into how anonymous these
networks are from a traffic analysis perspective. Also, it could provide an indication
of what type of attacks could be performed against them. In order to achieve this,
the research entails: (i) understanding the multilayer-encryption anonymity networks

and measuring the anonymity level of such networks; (ii) collecting / capturing traffic
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of such networks for analysis; (iii) studying their traffic behaviour; (iv) extracting the
best features to describe / model such behaviour; and (v) investigating the effects of

running different applications on these anonymity networks.

The analysis of multilayer-encryption anonymity networks distinctly requires ac-
quiring the data in the first place. Unfortunately, there is not any publicly available
data set for the multilayer-encryption anonymity networks which covers the diversity
of the design in such networks and includes the obfuscation techniques used on these
networks (more on this in Chapter 5). Research in this field is based on collecting
the required data by the researchers themselves while connecting to the anonymity
network as a user(s) or running a station on the network [16] [3] [111] [62]. The
challenge of providing publicly available data for anonymity networks is that collect-
ing such data includes also collecting other users’ data on the anonymity networks.
This then requires additional care for ensuring the privacy of those users. The path
a message on the anonymity networks takes could contain two or more stations un-
til the message reaches its final destination. These stations serve multiple users at
the same time; this improves the anonymity by making it hard to link the message
with the sender. On some of the anonymity networks, users participate in relaying
the messages of other users on the network. Therefore, collecting data even at the
user’s side requires considering how to deal with the privacy of the other users. This
thesis provides the first publicly available multilayer-encryption anonymity network
data which includes more than one anonymity network in addition to the data of the

obfuscation techniques on such networks.

It is important when analyzing and studying the behaviour on anonymity networks
to understand what affects the anonymity level and how to measure such incommen-
surable value. The anonymity set which is presented by Chaum [18] is a way to
measure the level of anonymity on the multilayer-encryption anonymity networks. It
presents the number of possible choices to which a message on the anonymity net-
work belongs for a specific user. The higher the value of the anonymity set, the
better the anonymity becomes. This way of measuring the anonymity level focusses
on the probability of linking the message to the user. The level of anonymity is af-
fected by many factors which increase or decrease the anonymity level. For example,

the design of the anonymity networks and what level of information is available to
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the service provider (station) is an important factor to take into consideration when
measuring the anonymity level. Therefore, in this research, weighted factors for mea-
suring anonymity services are presented as another way to measure and quantify the
anonymity level. The method takes into consideration multiple factors: quantifying,
comparing and applying them to evaluate the anonymity level of different use cases

(details in Chapter 4).

Another objective of this research is to analyze the traffic of the multilayer-
encryption anonymity networks and profile the behaviour of their traffic within other
non-anonymous network traffic. Obviously, the traffic of these networks is encrypted;
the payload cannot be used to identify this type of traffic. In addition, the port
number is not suitable for identifying applications nowadays. A flow analysis will
be employed to extract the flow of the multilayer-encryption anonymity network and
machine learning algorithms will be used to identify such networks. Furthermore, the
usage of multilayer-encryption networks is blocked in some countries through cen-
sorship. Therefore, these networks employ different obfuscation techniques to resist
being blocked by some censorship. The implemented obfuscation techniques make
the identification of the multilayer-encryption anonymity network a very challenging
task. For example, these techniques could change the traffic to look like random
strings, or change the traffic to make the regex of the encrypted traffic to look like
non-anonymous traffic such as HT'TP, or even use services such as Google as a domain
fronting to hide the traffic behind and make it hard to block through censorships (more
in Chapter 8). There are other forms that the obfuscation techniques employ which
makes it difficult to use one method to identify the multilayer-encryption anonymity
network. The diversity in such obfuscation techniques is employed to evade the dif-
ferent known ways to identify encrypted traffic, especially the multilayer-encryption
anonymity networks. In order to explore how much these obfuscation techniques could
avoid detection by censorship, traffic flow analysis is used in this research to profile
the behaviour of multilayer-encryption anonymity networks and the obfuscation tech-
niques they use. Moreover, a packet-based approach called the Packet momentum
technique is proposed and evaluated to investigate such challenges (more in Chapter
9).



1.2 Contributions

What follows is a summary of the contributions of this research.

1- Present the first publicly available data set for multilayer-encryption anonymity
networks. Anonl7 [5] [87] includes traffic flows for Tor, JonDonym and I12P. More-
over, Anonl17 contains traffic of the obfuscation techniques as well as the applications
running on top of the anonymity networks.

2- Propose a novel approach to quantify and measure the level of anonymity offered
by the multilayer-encryption anonymity networks. The approach first presents five
factors which have the highest influence on the users” anonymity. Then, these factors
are compared with each other and assigned weights based on the comparison. Finally,
the calculated weights and factors could be used together to measure the anonymity
level of anonymity networks.

3- Analyze the traffic flow behaviours using machine learning algorithms to iden-
tify (i) traces of multilayer-encryption anonymity networks, (ii) applications running
on top of the multilayer-encryption anonymity networks [85] [88] and (iii) obfus-
cated traffic generated by obfuscation tools which some of the multilayer-encryption
anonymity networks have employed to avoid blockage or detection [86].

4- Packet Momentum; a novel approach proposed to identify multilayer-encryption
anonymity networks efficiently and accurately and the obfuscations techniques they
use. The Packet Momentum approach aims to use a small number of features and a

small number of packets to identify such networks.

1.3 Structure

The rest of this thesis is structured as follows. Chapter 2 presents the concept of
multilayer-encryption anonymity networks and the three anonymity networks ana-
lyzed in this research (Tor, JonDonym and I2P). Chapter 3 summarizes related work
on Tor, JonDonym and I2P. Chapter 4 introduces the weighted factors to quantify
and measure the anonymity level of anonymity networks. Chapter 5 presents Anonl7,
a network traffic data set of anonymity services. Chapter 6 discusses the methodology
of this research which includes data collections, publicly available data employed in

this research, machine learning algorithms and the network traffic flow exporter tools
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employed in this thesis. Chapter 7 presents the evaluations and results for the traffic
analysis of the multilayer-encryption anonymity networks. In Chapter 8 the analysis
of the obfuscation techniques implemented by multilayer- encryption anonymity net-
works is introduced. Chapter 9 presents the proposed Packet Momentum method to
identify the multilayer-encryption anonymity networks. Conclusions are drawn and

future works are discussed in Chapter 10.



Chapter 2

Overview of Multilayer-encryption Anonymity Networks

Multilayer-encryption anonymity networks aim to provide privacy to users by the
separation of the users from their final destination. Multilayer-encryption anonymity
networks counted on the Mix concept presented by Chaum [17] to provide anonymity
to email. The sender sends the message indirectly to the receiver through multiple
mixes. The message is encrypted multiple times. Therefore, each mix can decrypt
only one layer of the encryption and see the part which belongs to that mix which
is the address of the next destination to which the message is going to be sent. For
the first mix, this address is the second mix on the path to the final destination. For
the last mix, this address is the final destination. The sender encrypts the message
multiple times starting with the public key of the last mix and ending with the public
key of the first mix. Therefore, when the message arrives at the first mix, the message
will be encrypted multiple times based on the number of mixes between the sender and
the final destination. Assuming there are three mixes, then the message is encrypted
with the public key of the last mix then the public key of the second mix then the
public key of the first mix. The first mix then decrypts the message using its private
key to obtain the address of the second mix and so on until the message reaches the

final destination.

Choosing the mixes which will be included in the message’s path between the
sender and the receiver varies based on the design of the anonymity networks. This
path could be fixed in a cascade way or a variable path based on a selection protocol.
The number of mixes on the network, the operator of theses mixes and the band-
width (BW) they offer to the users also count on the anonymity networks and their
design. The following sections introduce the most popular anonymity networks: Tor,

JonDonym and I2P [81] [110] [1].



2.1 Tor Network

Tor is a publicly available software which is built to provide users with anonymization
when using the Internet. The Tor Network depends on the volunteers who run their
machines as relay nodes to forward other users’ traffic through Tor. The user starts by
establishing a virtual circuit. This circuit consists of three relays. A directory server
is used to get the addresses of available routers and their keys to encrypt the data.
User data is encrypted with three layers of encryption. First, the data is encrypted
with the last relay (exit router) key then the middle relay and finally, by the first
relay (entry router). This way, the entry router only knows the source of the data.
The middle routers only know where to get the encrypted data and where to send
them, but nothing about the source of the data or the destination of them. Finally,
the exit router knows the destination of the data but knows nothing about the source.
This ensures that the whole path is not known by any of the three nodes (routers)
on the Tor network.

The Cell is the building block in Tor. The user’s data is divided into small fixed
size Cells. The Cell size is 512 bytes. It consists of two parts; header and payload.
The header contains information about the circuit that the Cell belongs to and the
type of Cell. There are two types of Cells: Control Cells and Relay Cells. The
Control Cells direct the relays what to do with the Cell. The Relay Cells contain
the user’s data. The structure of the Cell’s header varies based on the type of the
Cell. The header of the Cell consists of the circuit Identity (CircID) and a command.
The command type distinguishes between the control Cell and the relay Cell. Com-
mands like CREATE, CREATE_FAST, CREATED, CREATED _FAST, PADDING,
DESTROY, NETINFO, CREATE2 and CREATED2 are control commands. They
are used to manage the connection inside Tor. The payload of the control Cell con-
tains different information based on the type of the command. For example, when the
command is CREATE then the payload contains the handshake challenge. In cases
for which the command is DESTROY then the payload holds the reason for closing
the circuit. In addition, when the command is RELAY then the structure of the Cell
is different from the control Cell. It means that this is a RELAY Cell. Each RELAY
Cell has a relay header which comes between the Cell header and the payload. The

relay header consists of 11 bytes. The components of the relay header are Stream ID,
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Digest, Recognized, Length and Relay command. RELAY_BEGIN, RELAY _DATA,
RELAY_DROP, RELAY TRUNCATE and RELAY _EXTEND are some forms of the
relay commands.

The user and the relay use encrypted Transport Layer Security (TLS) connections
to communicate. Circuits and cells are the components for Tor communication. The
circuit is a virtual path from the user machine to the last relay (the exit relay).
Inside the circuit, the data are packed into cells. Each cell contains the identifier of
the circuit to which it belongs. The circuit ID is unique in the connection between
the user and the relay. Through the path, the circuit ID is not the same.

Figure 2.1 shows the sequence for establishing the circuit. When the user wants
to send data through Tor, he/she starts by establishing a circuit. The circuit estab-
lishment starts with the user of the first relay in a CREATE cell. When the circuit
is established, the relay sends back the CREATED cell to the user. The user then
extends the circuit to the second relay by using the RELAY_EXTEND cell. The first
relay sends the CREATE cell to the second relay. The second relay responds back
with the CREATED cell when the circuit is established between the first and the
second relay. The first relay replies back to the user with the RELAY_EXTENDED
cell to inform the user that the circuit path is now up to the second relay. Then,
in the same way, the user extends the circuit to the exit relay. After the circuit is
established between the user and the exit relay, the user is ready to send the data
into RELAY_DATA cells.

The circuit path changes each time the user makes a connection. The bandwidth
of the nodes and the policy of the exit node play a key role in selecting the best circuit
path. Figure 2.2 shows how the circuit path could be different according to the path
selection protocol. The circuit will be used for a short period; then, another circuit

is created. The user has the option to fix the entry node and/or the exit node.

2.2 JonDonym Network

JonDonym/AN.ON is a network of mix cascades, providing anonymity to the users
based on multilayer encryption [78]|. The cascade consists of two (free) or three (paid)
mix servers. The user starts the connection to the JonDonym network by selecting

the mix cascade.
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Currently, there are five free Cascades and eleven paid Cascades the user can
choose from. JonDo, previously known as JAP, is the client software that connects

the user to the JonDonym network.

Only one active connection to one cascade is possible during the user’s connection
to the JonDonym network. Each HTTP request will create a connection from the
browser (JonDoFox) with the client software JonDo. The JonDoFox browser can
generate multiple connections with the JonDo. All these connections are multiplexed
into one connection to the first mix server, which receives connections from multiple
users. All the users’ connections are then multiplexed into one Transmission Control
Protocol/Internet Protocol (TCP/IP) connection to the second mix, or to the last in

case of only two mixes in the cascade.

The information about the available Cascades, the number of users, the loads and
the mix status are stored in the InfoService [55]. The user gets the information about
the cascades from the InfoService and the last mix sends the users’ requests to cache
proxies. Multilayered encryption is used during the communication between the user
and the last mix, which ensures that even the mixes cannot access the user’s data.
The path that the user’s data takes is fixed based on the chosen cascade. To choose
another path (Cascade), the user has to start a new connection to the JonDonym.
The user can only have one connection to one cascade at any given time. Figure 2.3
shows that a user is connecting to only one cascade that has a fixed path. It also

shows that there are other possible paths (cascades) to which the user connects.

When the connection is established, the IP address that is visible to the websites
is the IP address of the last mix. JonDo and mixes use fixed-size packets called
MixPacket. The first mix receives multiple packets from multiple users, which are
then multiplexed and sent to the second mix. The MixPacket size is 998 bytes,
consisting of 4 bytes for the channel ID, 2 bytes for flags and 992 bytes for the data
field. The data field is readable only at the last mix. It contains 2 bytes of information
about the length of the data, 1 byte of information about the type and 989 bytes for
the payload.
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Figure 2.3: Cascades on the JonDonym Network

2.3 I2P Network

The I2P network is a decentralized anonymous network with no central database or
server that contains the network database. The Network Database (netDb) [48] is
distributed by using the Kademlia algorithm [65], which is used in many applications
where P2P communication is needed in a decentralized network. The information
that the user gets from the netDb enables the user to build tunnels. Sending and
receiving data on the 12P network and building the knowledge about the network is
done by building Inbound and Outbound Tunnels [107]. The tunnels are unidirec-
tional [108]: the inbound tunnels are used by the users to receive messages and the
outbound tunnels are used to send messages. The default configuration of the users’
agents (clients) enables bandwidth participation, which means in addition to the user
building his/her tunnels, the user can also participate in building other users’ tunnels.
The tunnels consist of two or more routers based on the client configuration and the
tunnel type. Therefore, when the user participates in building tunnels, his/her role
could be the first or the last or one in the middle in forming the tunnel. At the same
time, the user could continue to send/receive his/her messages (if any). This aims to
enhance the anonymity because it makes it harder to separate a specific user’s tunnels

from the other participating tunnels.
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The netDb contains the leaseSet of the tunnels and routers. LeaseSet shows
the routers involved in a tunnel. RouterInfo in the netDb shows how to contact
a specific router. The user has the option to modify the number of routers in the
outbound tunnel. I2P uses the concept of garlic routing [37], where layered encryption
is implemented in addition to binding multiple messages together. The messages
within the I2P network are encrypted end-to-end as long as the two communication
parties are within the I2P network. However, when the user communicates with an
end-system that is outside of the I2P network using an outproxy, then the encryption
is not end-to-end.

By default, the user within the network transfers their data and that of other
users where the user’s machine functions as a resource for the network. The user can
change the amount of bandwidth dedicated to the network from the console. The
users’ contributions in passing the network data are restricted by passing the data
only within the I2P network. A different configuration is required when a user wants
to pass the I2P traffic to an end-system outside of the I2P network (outproxy). The
number of outproxies in the I12P network is limited.

One of the major differences between I2P and other anonymity networks such as
Tor and JonDonym is that I2P is designed as a private network. The users mainly
communicate within the network. The user builds two tunnels: inbound and out-
bound. The inbound tunnels are used to receive messages and the outbound tunnels
are used to send messages. Figure 2.4 shows the inbound and outbound tunnels on

the I2P network.

2.4 Summary

The Tor, JonDonym and I2P networks have similarities and differences. The three
anonymity services share the goal of providing anonymity by relaying traffic to mul-
tiple stations using multiple layers of encryption. The multiple layers of encryption
are used to harden and deny the link between the user and their messages. Tor and
JonDonym mainly focus on providing anonymity for their users to access websites
outside of their network. On the other hand, I2P provides anonymity to access web-
sites hosted privately within the I2P network itself. At the same time, Tor also has

websites hosted within the Tor network (hidden services). Moreover, 2P supports
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Figure 2.4: Inbound and Outbound Tunnels on the I2P Network

access to websites hosted on the Internet but not on the I2P network using an out-
proxy. In terms of the path used to relay the traffic, the path on the Tor network and
the I2P network changes and is not fixed, while the path on the JonDonym network
is fixed. The duration that the user will stay connected to one path (circuit tunnels
cascade) differs based on the anonymity system. The routing technique and the path

selection also differ among the three anonymity services.



Chapter 3

Related Literature

Studies of anonymity networks have dealt with multiple aspects. For example, part of
these studies worked on the improving and enhancement of the anonymity networks’
performance. Others focussed on analyzing vulnerabilities and performing attacks.

The following sections summarize the related studies of anonymity networks.

3.1 Measuring Anonymity

Measuring the level of anonymity is one of the concerns of the research field. Measur-
ing the anonymity level is a challenge for a number of reasons. One is the difference
in the design and the goal of each anonymity network. On the other hand, there
is no single way to measure the anonymity levels of different anonymity networks.
In addition, the anonymity level is not directly quantifiable compared to such other
network traffic measurements as delay, bandwidth, volume, etc.

Ries et al. [81] evaluated five anonymization tools with regard to performance,
usability, anonymity, network reliability and cost. The evaluated tools were the Tor,
I2P, JonDonym, Perfect Privacy and Free proxies. The performance factors used
to evaluate and rank these tools were Round Trip Time (RTT), Inter-Packet Delay
Variation (IPDV) and throughput. Additionally, they used installation, configuration
and verification of the anonymization connection as factors to define the usability of
these tools. The anonymization of the tools was evaluated by using the rankings of
the ability of an adversary to perform de-anonymization attacks against the tools.
It should be noted here that these evaluations were limited to specific scenarios.
Network reliability was measured using the failure rate, which in turn was measured
by the mean time between failures (MTBF) and the mean time to recovery (MTTR).

Abou-Tair [1] et al. examined the usability of four anonymity tools (Tor, JonDo,
[2P and Quicksilver) during the installation phase. They detailed the installation

process of these tools, applying four tasks to test the installation phase: success of
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installation, success of configuration, confirmation of anonymization and ability to
disable anonymization. To test the usability of these tools, the authors used eight
guidelines taken from Clark [21], which focussed on the user’s ability to perform the

four tasks mentioned above.

Wendolsky et al. [110] compared Tor and AN.ON (JonDonym) from the user’s
perspective, based on performance and number of users. Latency and bandwidth were
used to measure performance and the results showed that Tor performs unpredictably
based on the time of day. In contrast, AN.ON (JonDonym) showed more consistent

performance.

The above studies focussed mainly on evaluating anonymity services based on their
performance or usability, where anonymity was not the focus of the evaluation. On the
other hand, there are studies where measuring anonymity was the main goal. The idea
of measuring anonymity is synchronized with the proposed ideas to develop anonymity
by passing the message between the sender and the receiver through multiple stations
until it reaches the final destination (the Mix concept) [17]. This concept aims to
separate the ability of an attacker to link the sender and the receiver, even if they
communicate over a channel observed by the attacker. To anonymize against such a
threat model, Chaum [18] presented the concept of the anonymity set, in which the
set is the total number of participants in the anonymity service which may include
the sender. When the size of the set is increased, the anonymity level is considered
to increase as well. Consequently, if the size of the anonymity set is one, then there

is no anonymity and the attacker can identify the sender easily.

Serjantov and Danezis [84] developed the concept of the anonymity set by using

the information-theoretic metric based on anonymity probability distribution.

Diaz et al. [23] also used an information-theoretic model to evaluate the anonymity
level of a system in a particular attack scenario. The model aimed to evaluate the
anonymity level of a system by finding the level of information the attacker can sta-
tistically gain to connect a user of the anonymity system to his messages. Shannon’s

definition of entropy is used to calculate this gain.

Murdoch [70] surveyed studies performed on measuring anonymity for low-latency
anonymous networks and high-latency email anonymous networks and discussed the

development of the techniques used for measuring anonymity.
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There are other studies such as Berthold [9] and Toth [105] that also evaluate the
anonymity level of the anonymity service in terms of the possibility of linking the

message to the sender within the anonymity service.

3.2 Identifying Anonymity Networks by Discovering Infrastructure

Tor bridges [97] are special Tor nodes where their addresses are not announced pub-
licly like the other nodes. A Tor user can connect to the Tor network using Tor
bridges in cases where the IP addresses of normal nodes are blocked by censorship.
The user can get up to three addresses of Tor bridges per day by sending an email to
request these three IP addresses or by accessing Tor bridges web site and requesting
the IP addresses. Ling et al. [61] used two different methods to reveal the addresses of
Tor bridges. The first method was using bulk email accounts to request many bridge
IP addresses daily. Since Tor allows only three IP address daily, they created 2,000
email accounts using different tools (iMacros, PlanetLab, the Tor network itself) to
automate retrieving the bridge addresses by email and overcome the limitation of IP
addresses. In addition to using the email to request the IP addresses of the bridges,
1,000 planetLab nodes were used to request bridge addresses through the web.

The second method seems to be more practical and effective than the bulk email
accounts. Tor has its policy to classify routers inside the Tor network as entry, middle
and exit routers. This policy includes but is not limited to weighting the bandwidth
of each router, measuring their uptime, averaging the bandwidth available in the
network, collecting reports about suspicious routers and applying the exit router’s
policy set by the router itself. By manipulating these factors, they aimed to insert
one router in the Tor network and let the directory server chooses it as a middle
router. Whenever a user tries to connect to the Tor network using a bridge, if the
connection comes through the middle router to establish a connection to a bridge
router, then the address of the bridge is obtained through the comparison of the
announced entry routers and the address passed through the middle router. If the
address of the router is not in the public list of all routers then this address is a bridge
address.

The bandwidth of the routers and their number increased the probability of collect-

ing more bridge addresses. To increase the chance of getting more bridge addresses,
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they used a probability comparison to find out if the number of injected routers or the
weighted bandwidth is the main factor for increasing the selection probability of the
malicious router as a middle router. They found that using the right bandwidth gives
better results even with a limitation of the spread of routers. Using both methods,
they discovered 2,365 bridges by using the email method and 2,369 bridges by using

only one middle router for 14 days.

Li et al. [58] classified Tor nodes depending on their uptime. Nodes which have a
higher bandwidth and longer uptime considered as super nodes. To prove that the Tor
network has super nodes, data regarding the uptime of Tor nodes was collected from
the Tor network. The collected data contained information about Tor nodes such as
the IP address and the bandwidth. In addition to the collected data, information from
Tor’s official metric site was used as well. The high availability and bandwidth of these
super nodes could decrease the anonymity of the Tor network. Using the information
theory to measure the entropy of the anonymity of the Tor network showed less
anonymity when super nodes were recognized. Brute-force attacks against super
nodes also showed that they could affect the performance and availability on the Tor
network. Super nodes present about 21% of the total nodes on the Tor network and
provide 66% of the total bandwidth on the network. Controlling a super entry node
or a super exit node has more effect than controlling a normal node. The analysis
of the effect of discovering and attacking super nodes was simulated in large scales.
The simulation included 3,000 nodes, Tor algorithms, a directory server and a path
selection protocol. In the first case, attacks against the simulated Tor nodes assumed
a priori knowledge of the locations of super nodes were known on the network. In
the second case, attacks did not assume such a priori knowledge. Brute-force attacks
were used for both cases. Results showed that when the super nodes were targetted

with higher rates than the normal nodes, the failure on the network increased.

Liu et al. [62] presented four methods to discover the I2P routers. They discovered
about 95% of all the I2P routers in their two-week experiment. One of their methods of
discovering the I2P router was to run an I2P router and monitor the communications
with other I12P routers to collect information about them. Another method was to
run an I2P FloodFill router to monitor and collect information about routers that

make communications with their FloodFill router. The third method for discovering
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the I2P router was the “crawling reseed URL”. This method used the reseed option
in the I12P network to collect the I2P router’s information. The fourth method was
“exploiting NetDB”, where the 12P mechanism of router query and response was used
to collect router’s information.

Herrmann and Grothoff [42] presented an attack which determines the identity
of the HTTP hosting peers (routers) on the I2P network. The attack required using
three types of routers. The first type is used to provide information about the tunnel
operations to the attacker. The second type is used to direct the user to select the
attacker’s routers by performing a DOS attack. The third type is used to perform
requests to the Eepsite. A combination of using the three types of routers was used

for identifying the hosting router on the I2P network.

3.3 Identifying Application on Top of Anonymity Networks

Alsabah et al. [3] used ML algorithms to classify the application used by Tor’s
users. The applications are Browsing, Streaming and BitTorrent. Given that Tor
traffic is encrypted, they used the circuit level and the cell level information to do
the classification. The circuit level information included the circuit lifetime and the
amount of data transferred by the circuit. The cell level information included the cells’
inter arrival time and their statistics. The classification included online and offline
classification. The online classification used the cell level information to classify the
circuit while in use. The offline classification used both the cell and the circuit level
information to classify the circuit. In terms of accuracy, the best result they achieved
in the offline classification was 91%, whereas the best results achieved in the online
classification was 97.8%.

Wagner et al. [109] proposed Torinj — a malware code that uses an image tag
injection and a semi-supervised learning algorithm for identifying the number of users
on Tor and their web browsing activities. A compromised or controlled exit node was
assumed to collect the flow between the users and the web servers. All HT'TP sessions
were collected for further analysis. To classify each user’s session, a label propagation
algorithm was used to relate a flow to a specific user. Torinj aims only to classify
users’ browsing activities. It does not target either their identity or their location.

The image injection method could be detected by the user using a hash function
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to compare between a recently viewed web site and its injected version through the
Tor network. This way the proposed image injection would not be able to capture
the user’s traffic. To overcome this, the authors suggested using a probability ratio
to inject part of the session rather than all of them. Furthermore, users can harden
the protection of their identity by using “Privoxy” to modify the browser information
(text replacements, user agents, accepted language, etc.) so it is not shown or changed
each time they start browsing. A game theoretic approach was used to solve similar
detection issues where the goal was to find the best injection probability while keeping

the user’s tracking undetectable.

The set up for Torinj took place on the Tor network itself. Three main components
were used in the set up: a Tor client, an intercepting proxy and a hidden command
and control channel. BIND, a Domain Name System (DNS) server, TCPdump (for
DNS queries captures), a Tor exit node, NTP (for time stamps), a Web proxy using
Perl (to inject images), an IPtable (to route requests to the web proxy) and an Apache
web server (to host images) were used for testing the injection method. SQLite3 and

tepick (a textmode sniffer) were used to process the collected flows.

Panchenko et al. [76] used a support vector machine (SVM) classifier with the
websites’ fingerprints to show that Tor and JAP are not providing total anonymity.
The volume, time and direction of the traffic were the features in SVM. In the closed
world (the set of known websites), the training data set consisted of browsing different
websites using a computer running Debian distribution in the Tor network or JAP and
logging the features using TCPdump. The Chickenfoot Firefox plugin was used to
automate the browsing and retrieving activities. The data set contained 775 websites
with 20 instances for each of them. On the other hand, in the open world part of their
experiments (unknown web sites), the training data set included 4,000 URLs chosen
from the 1 million most popular websites provided by Alexa [2]. Another 1,000 URLSs
were added to the test data. The features used in both data sets were: (i) Packet
size (52 bytes) — the size of the packet that contains the ACK between the sender
and the receiver; (ii) Size marker — a special text label that shows the change in
the direction of the packet and is used to sum up all packets in the same direction;
(iii) an HTML marker for distinguishing between each HTML request and to check

the size of the requested site; (iv) Rounded transmitted bytes for the number of all
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transmitted packets in both directions (rounded in increments of 10,000); (v) Number
of markers group the packet size for all the packets of a flow in one direction; (vi)
Occurring packet size — the number of each site’s packets in both directions; (vii)
the Percentage of Incoming Packets; and (viii) the Number of packets. Using these
features improved the results of detecting closed world websites from 3% to 55% in
the Tor network and from 20% to 80% in JAP compared to other related works. In
the open world data set, the detection was 73% with 0.05% false positive rate.

A simulated Tor network was used by Barker et al. [6] to differentiate between
encrypted traffic and Tor traffic. The simulated network contained three directory
servers and fifteen relays. Salenium browser (a Firefox add-on) was used to gather
a sample of thirty website browsing traces. To do the comparison between the two
types of encrypted traffic, Hypertext Transfer Protocol Secure (HTTPS) traffic was
gathered alone for a period of two weeks then followed by HTTP traffic over the
simulated Tor network for two weeks. Lastly, HT'TPS traffic over the simulated
network was gathered also for two weeks. In total, approximately 25 GB of data were
collected for the three different tests. Each sample was 1 MB in size, so to build
the whole captured data set, Mergecap was used. Different ML algorithms (Random
Forest [RF], J4.8 and AdaBoost) were employed via WEKA. Their results showed
that approximately 90% of the HTTP and HTTPS traffic on the Tor network could
be detected with a false positive rate of 3.7%.

Timpanaro et al. [96] proposed a monitoring architecture for the I2P network to
describe how it is used. The proposed system analyzed what type of applications
are used on the I2P network. The applications that the monitoring architecture can
identify are limited to web browsing and I2PSnark. The results showed that the

proposed monitoring architecture could identify 32% of all running applications.

Egger et al. [31] presented several attacks that could be implemented against
the I12P network. The authors claimed that their attacks against the I2P network
could reveal the services that the I2P user accesses, the time of access and the time
spent using the service. First, the attacks control most of the nodes that host the
decentralized database (netDB) on the I2P network and then monitor the network
activities to link the related ones. Denial of Service (DoS) could be used to disable

the nodes hosting the netDB and speed the takeover process.
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Westermann and Kesdogan [111] presented two attacks against the AN.ON net-
work: the Redirection attack and the Replay attack. The Redirection attack aims
to discover the websites which the user of the AN.ON visited. The attacker controls
a web server and tries to redirect the user to this controlled web server. Once the
user is redirected to the controlled web server, the attacker uses a Cascading Style
Sheet (CSS) attack to recover the websites visited by the user. The Replay attack
aims to correlate the user’s HT'TP request with a web server. The attacker monitors
and records the user’s communications with the first mix. The recorded messages are
then replayed by the attacker to the cascade. The attacker then monitors the time it
takes to get the response back. At the same time, the attacker communicates with
the web server to find a pattern that confirms that the user was communicating with

this web server.

3.4 Discovering Hidden Services

The Tor protocol was used by Ling et al. [59] to get information about the hidden
servers. It was used to locate servers that use the Tor network to provide hidden
services. Several entry routers, a client, a rendezvous point and a central server
were required to relate the hidden server with its Tor feature. This requires the
controlled client to connect to the hidden server while the entry routers are watching
for different cell types that have special combinations. It is not necessary that the
hidden server will choose the entry routers in its path, so watching is required until
the entry routers are chosen by the server. Since the entry routers might be used by
other users, cells were manipulated for the client in order to let them get an error from
the hidden server when trying to decrypt them. The hidden server then disconnects
the established circuit with the client. In this way, the entry routers could confirm
that the path comes through them. If that were the case, then the hidden server
could be located by the information gathered by the rendezvous point, the client and
the entry router. The hidden server chooses an introduction point that introduces
the service provided by the server to the Tor network. The Rendezvous point stays
in the middle between the client on the Tor network and the hidden server which is
using the introduction point. To make a connection between the two circuits (the one

between the client and the rendezvous point and the one between the hidden server
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to the rendezvous point through the introduction point) a central server was used
to receive the timing report from the client, the entry routers and the introduction
point. It collects the “destroy cell” information from both the entry router and the
rendezvous point (cell type, the timestamp of the cell, circuit ID and the source IP
address) after the detection of the encryption error. Changing one bit in the cell by

the rendezvous point makes this error reported to the central server.

The important part for detecting the hidden server is to let it choose a specified
entry router which depends on the number of entry routers and the bandwidth avail-
able. To ensure that tracking the “destroy cell” through the Tor network will lead to
detecting the hidden server, the configured hidden server was tested with ten entry
routers and repeated 1,000 times. The test result was a 100% detection of the hidden

server with a 0% False Positive.

The security of hidden services on Tor was analyzed by Biryukov et al. [10] to
find out the amount of information that could be obtained about hidden services.
The analysis included finding the popularity of any hidden service, denying access
to the hidden service by impersonating the responsible hidden service directory and
revealing the IP addresses of the hidden services. Two main techniques were used
in this analysis. The first was inserting nodes with an incorrectly announced high
bandwidth. The second technique used Sybil attacks to inject nodes to be selected as
hidden service directories (which hold the service descriptor ID). The Tor network uses
the bandwidth announced by the relays which gives the relays the chance to set unreal
bandwidth values. Even though the Tor network uses a bandwidth measurement
technique by establishing a circuit and downloading a file through the node, this will
not prevent announcing an incorrect high bandwidth. When a node announces a high
bandwidth it increases the probability of being selected in the connection path, the

hidden server directory and the introduction point.

It is necessary to know the descriptor ID of the hidden service and the fingerprint
of the hidden service directory to find out which one is responsible for the hidden
service. From the original directory anyone can get the hidden service descriptor ID.
When the hidden service starts to publish its descriptor ID it compares all the hidden
service directories with their fingerprints. The descriptor ID number must be less than

the fingerprint of the hidden service directory responsible for publishing its ID. Using
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this information, anyone can use the public key of the hidden service and manipulate
the hash function to generate a fingerprint which is greater than the hidden server
directory responsible for the hidden server. In this way the hidden server will choose
this node as that responsible of its descriptor ID. Therefore, in their analysis, they
used this technique to control the hidden service directory of the Tor botnet, the
Silk Road hidden service and the DuckDuckgo hidden service. After controlling these
directories for several days, they were able to get the number of requests for the hidden
service descriptor. Each hidden service publishes its descriptor in three hidden service
directories. Tor arranges hidden service directories in a closed ring. Each descriptor
ID belongs to the three higher directories. If there are 1,200 hidden services then, in
order to collect the directories of all of them, it requires 600 nodes using the technique
described above. Instead, by using the shadowing technique this number could be
decreased to 24. Tor has a rule which limits the maximum number of nodes to two,
for any IP address to run a node as a directory on the Tor network. To overcome this,
they used 50 IP addresses where each address runs 24 Tor nodes (from EC2). Tor
will pick only 100 of them. The rest (1,100) will be ready to replace any unreachable
nodes. Making these 100 nodes unreachable intentionally will let Tor use the other
nodes (shadow nodes) as new directories holding the same previous information. This

way all hidden server directories can be retrieved.

Elices et al. [32] used a time fingerprint to mark a hidden server behind Tor. It
showed that even for web servers that use Tor to hide their identity, using a time
fingerprint could lead to marking the server. They estimated the time required for
the HT'TP request to get a response from the web server on the Tor network by using
the data field in the HTTP response message with statistical models. In this case,
their sent requests were logged on the server with many other users’ requests. There
was a delay in the server response time due to the latency on the Tor network. To
calculate the time for the server response they did two different experiments showing
that the delay through the Tor network could be estimated depending on the server
characteristics. The data used for these experiments was collected from seven servers
around the world (research and university servers) with more than ten million re-
quests. This data was analyzed to find the best distribution (Binomial or Poisson)

that modelled the arrival of the server request within a specific time window. This
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time window was then used in the calculation to distinguish server responses from

different users.

3.5 Packet Inspection

Wilde [112] found out that censorship in China uses a scanner to discover where the
bridge is. To do so, a connection from the user to the bridge must take place first.
Should inspecting the packets show that that there is a connection using the Tor
protocol, the scanner starts to search through random Chinese IP addresses. If a
certain IP address seems to be a bridge, then it establishes a connection to this IP
address. If the connection is a success, then this is a bridge IP and its ports are
blocked. Tor connections could be recognized because Tor uses a special Tor TLS

client hello message.

The result of Wilde’s work was used by Winter & Lindskog [113] to get more details
about how China blocks the Tor networks. They did an experiment to understand
how clients in China are blocked from accessing the Tor networks. In this experiment,
they set up a relay in Russia and bridges in Singapore and Sweden to help the clients
in China to be able to connect to the Tor network. They found that once the bridge IP
address was discovered by the Chinese authorities, it was blocked within 15 minutes
with the port (IP:Port tuple). This way the blocking of the Tor bridges did not affect
other Internet traffic. In this case, the blocking was continuous as long as the scanners
could connect to the bridge, otherwise the blocking was removed. They also found
that only 1.6% of Tor relays could be reached from China. The Packet inspection for
Tor connections is applied only for the connection from China to the outside world.
The scanning of the bridge in Singapore comes from one IP address. After inspecting
this IP address and its behaviour to Ping, Transmission Control Protocol (TCP), User
Datagram Protocol (UDP), the Internet Control Message Protocol (ICMP) traceroute
and Time to live (TTL), it seems as though it is a spoofed IP address. The scanning of
bridges which have been discovered already is repeated every 15 minutes. Inspecting
packets will not lead to the discovery of Tor connections in cases using pluggable

transports such as “Obfsproxy” that Tor uses in its browser.
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3.6 First N-Packets for Traffic Classification

There are many studies that use the first N-Packets of the flows for traffic classification
to design an early detection system or online traffic classification. Huyn-Min An et al.
[4] proposed a statistic signature method to classify application traffic. The statistic
signature is generated from the payload size, the direction of packets and the order of
packets in a flow. The proposed method aims to find a signature for each application
from these features in the first N packets in the flow. In their experiment to classify
Dropbox, uTorrent, Nateon, Skype and Kartrider, the achieved precision was between
97-100% and the recall was 25-78%.

The statistical features of the first N-packets is also used by Tabatabaei et al. [93]
for traffic classification and early detection system. SVM and k-Nearest-Neighbors
are employed to classify seven applications: BitTorrent, Gnutella, P2P live-streaming,
Skype, Web browsing, Email and FTP. The experiment tested the first 3, 5, 7, 9, 11,
13 and 15 packets of the application flows. The results showed that SVM achieved
the best overall accuracy of 84.5% when the number of packets is seven.

Huijun et al. [45] tested using the packet length, packet intervals and packet
direction of the first N-packets in a simulated environment to early detect and classify
traffic. Multiple experimental tests were employed by using a combination of features
from the three features (packet length, interval and direction), four machine learning
classifiers (C4.5, KNN, KNN1 and SVM) and a variable number of first N-packets of
the flow (2 - 10). The results showed that KNN has the highest accuracy when the
number of packets is 6.

Gu et al. [38] proposed a Bayesian Networks online traffic classification system
by using packet sizes and the inter-arrival times of the first N-packets of a flow. The
proposed system was tested on collected data for five applications: HTTP, POP3,
POP3SSL, SMTP and FTP when using the first seven packets in the flows and the two
aforementioned features. The results showed an accuracy between 88-100%. When
the number of the first packets is between five and seven, the variance of the accuracy
is small.

Bernaille and Teixeira [8] proposed an early recognition system for encrypted
application classification by using the size of the first few packets of an SSL connection.

The proposed system identifies the encrypted traffic in two stages. Firstly, the SSL
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traffic is identified, then the early detection is applied to recognize the type of the
encrypted traffic. The accuracy of the proposed system is 85%.

3.7 Summary

As shown in the previous sections, research on multilayer-encryption anonymity net-
works has studied multiple aspects such as design, attacks, development, performance,
identification and many others. This thesis focusses on contributing to some of the
aspects covered as well as contributing to some areas that have not been investigated.
Much research on the multilayer-encryption anonymity networks has studied mea-
suring the anonymity level. Even though the above studies have been important
and significant in measuring anonymity levels, this measurement could be analyzed
from a perspective other than that of linking the message to the sender among the
anonymized users, since other factors affect the anonymity level, such as user be-
haviour and the browser setting being used. Even the link between the user and the
final destination varies in its theoretical ability to achieve based on the design of the
anonymity service itself, which is different from one system to another. Therefore,
this research will present a method for measuring the level of anonymity by analyzing
the anonymity service from different perspectives and proposing measurable metrics
(factors) which enables the quantification of the anonymity of such services.
Research on the identification of multilayer-encryption anonymity networks by
discovering the network’s infrastructure requires compromising part of the anonymity
network. Then the compromised resources are used to identify users on the network
or other resources on the anonymity network. Other research has been proposed
employing resources out of the anonymity network (such as web servers) and using
them to provide access to the anonymity networks’ users. Then the information from
these resources is used to identify users or profile them on the condition that the user
has accessed these resources. On the other hand, this thesis employs flow analysis to
identify a multilayer-encryption anonymity network without compromising any part
of the anonymity network. The analysis also preserves the users’ privacy and does not
aim to de-anonymize the anonymity networks’ users. Moreover, the analysis has been
extended to investigate the possibility of identifying those applications running on

the multilayer-encryption anonymity networks without compromising any network’s
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resources.

In addition, this thesis uses flow analysis to identify the obfuscated traffic employed
by some of the multilayer-encryption anonymity networks which is an area which
lacks or has very weak research which covers this issue. Moreover, features that
best suitable for identifying the multilayer-encryption anonymity networks for better
performance are presented in this thesis.

The first N-packets were employed in many studies for designing an early detection
system or online traffic classification. Most of these studies focussed on application
classification, some of them used the first N-packets for encrypted traffic classification.
The features employed in such studies are different based on the type of applications
under study. Packet size, inter-arrival time, packet direction and duration are mostly
the features which accompanied the first N-packet studies with different machine
learning algorithms. In this thesis, the first-N packet is used to design a system that
could classify multilayer-encryption anonymity networks.The statistical information
from these N-packets is used to generate new features which fit such a classification
task.

In summary, the proposed approaches in this thesis for identifying multilayer-
encryption anonymity networks do not need to compromise or use any resources
within the multilayer-encryption anonymity networks. In some of the research men-
tioned above the identification of multilayer-encryption anonymity networks requires
the use of marking technique for the users’ traffic within the network or compromis-
ing/operating resources within the network (such as nodes) or resources at the final
destination (such as web servers). This could interfere easily with the users’ privacy.
In addition, these approaches are limited to traffic passing through the compromised

resources.



Chapter 4

Weighted Factors for Measuring Anonymity Services

There are many tools, applications and websites on the Internet claiming to protect
the privacy of their users. The level of provided privacy protection for these services is
different based on the way they work. For example, a VPN (Virtual Private Network),
which can be provided either as a free or a paid service, hides the user’s identity while
surfing the Internet anonymously. At the same time, the service provider has access
to the user’s identity and his/her activity on the Internet. Some of these service
providers also keep the logs of their users. This is also the case with free proxy

websites, which claim that they protect the user’s identity.

In fact, a user’s privacy in such services depends on the amount of trust the user
places in these service providers. On the other hand, there are other systems that
claim to provide anonymity service without logging user activity by relaying the user
connection to the final destination (such as a web server) via multiple stations. The
design of such systems aims to prevent the stations from linking between the user

request and the final destination.

Tor, JonDonym and I2P are popular anonymity services. They provide anonymity
to their users to hide their identity from Internet web servers and hide the websites
they have accessed. These systems prevent not only the web servers from revealing
users’ identities, but also the operators of the systems themselves from identifying the
users. However, there are many details behind this kind of anonymity which might
not be clear or obvious to the user. For example, changing the default setting in some
of these systems’ browsers (such as JavaScript or Cookies) could lead to a breach of
user anonymity. These systems provide anonymity and at the same time give the user
the ability to customize the settings of the system to control the level of anonymity.
For example, JavaScript could be enabled or disabled as a default in these systems
depending on which system is used. Many websites require that JavaScript be active

to show website contents properly; however, the user has the ability to enable or

30
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disable JavaScript, which might conflict with how these anonymity services work.
Tor and JonDonym have their own browsers, which are modified to ensure the users’
privacy. However, the user can use any other available browser of their choice and
thus have the ability to configure it to work with these anonymity services. In this
case, it is the user’s responsibility to ensure a proper configuration that guarantees
anonymity. Even with the proper configuration or using the default browser, user
privacy and anonymity concern not only the setting, but also user behaviour and the

tools employed.

Browser fingerprinting is one of the examples of how the anonymity of the user
could be breached. The browser itself could provide considerable information about
the user’s environment and consequently their identity. This type of information is
obtained from the HTTP that is used for communication between the web browser
and the web server. The HTTP header of this protocol contains information about
the browser name, version, operating system, language and other information. For
example, enabling cookies could lead to the storage of third-party cookies, which
then could provide the ability to track users by the web sites they visited. Browser
fingerprinting is not limited only to this; there are many studies on the application

of different methods of implementing browser fingerprinting [68] [69] [76].

Eckersley [29] collected a sample of 470,161 browsers that visited the website
http:/ /panopticlick.eff.org. A fingerprinting algorithm was then applied to the sample
based on the information available in the HTTP request field (stored in the web server
access log files) and the JavaScript was running in the browser to test the ability to
define how unique the browsers were. The results showed that browser fingerprinting
was possible with a promising performance, especially when the browser supported

Flash or Java utilities.

Therefore, the anonymity level of the users is not the same, even when using an
anonymizing tool. The reason/goal behind using an anonymity service varies from
one user to another. This variation of goals could affect the anonymity level and
the choice of the right anonymity service to achieve this goal. The design of the
anonymity tools varies based on: (i) which services such a tool offers to users, (ii)
how the user decides or measures anonymity level, given all the different anonymity

services. To answer these questions, this chapter presents a method of calculating
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and comparing user anonymity levels that takes into consideration the different needs
of different users. Therefore, this aims to assist the user in choosing the most suitable
anonymity service for their needs. The proposed method depends on evaluating
anonymity systems based on five factors. To measure anonymity level using this
method, the factors are converted to numeric values in order to assign weights and
scores. In addition, each factor is compared with the others according to the goal or
purpose of anonymity. Therefore, the relative weights (importance) of the factors are
determined based on who is using the anonymity service and why. In doing so, the
objective is to provide a comprehensive measurement technique which could be used
to evaluate the level of anonymity based on the environment in which the anonymity

service is used.

4.1 Proposed Factors

Multilayer-encryption anonymity networks differ in the design and the main goal
they aim to achieve. For example, the 12P network is designed as a private network.
Consequently, the best performance and anonymity it could achieve is when it uses
internally available resources. On the other hand, the Tor network performs better
when browsing Internet web sites even it supports Hidden Services. This kind of
differences between the multilayer-encryption anonymity networks has their effect on
the level of anonymity. Therefore, the proposed factors aim to include and take into
consideration what could affect the anonymity of such networks. The following section
presents the five proposed factors to analyze the anonymity level of the aforementioned

anonymity systems (Tor, JonDonym and 12P).

4.1.1 The Level of Information Available for the Service Provider

When a Tor user connects to the Tor network a virtual circuit is created. The circuit
consists of three nodes; the first node has the actual IP address of the user and
therefore his identity, but it does not have knowledge of his Internet activity. Tor
uses the concept of Entry Guard, which means assigning the Tor user to a specific
node which acts as a permanent gate to the Tor Network for this user. The goal of
this process is to increase the privacy of the users in case of a compromised node.

By using this process, the probability of using such a compromised node is low. On
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the other hand, using Entry Guard provides other information about the users to
the operator of the entry node. For example, Internet browsing habits such as time
of the day, online duration and the amount of data transferred could be obtained
by the operator. This information could be used to perform attacks that depend on
the correlation between the duration, data and the server. The exit nodes, through
which all user requests pass, have a considerable amount of information, as they are
the links between the Internet and the Tor users. The operator of the exit node has
the ability to know and statistically evaluate the user’s activities on the Tor network.
For example, McCoy et al. [66] provide percentages of the Tor Internet activities
based on exit node observations. Another important fact about the exit node that
might not be clear for nontechnical users is that the encryption of the requests through
the exit node are all based on the encryption of the original requests and has nothing
to do with the three levels of encryption on the Tor Network. Therefore, the exit
node alone can breach the anonymity of the users if they use their login information

to access their email or any web server without sending an encrypted request.

Furthermore, JonDonym works similarly to Tor in terms of connecting the user
with the requested destination without revealing user information to the destination.
The first point on the JonDonym network (First Mix) receives the connection request
from the user which has the information about the connection duration and the user’s
identity. The last point (Last Mix) does not know the user’s identity, but it has the
activities or the websites that the users request. Even though the user data passes
through several mixes, the operators of these mixes do not have the ability to access
the data. The encryption layers used by JonDonym and Tor overlay networks protect
the data, even from the operators; an exception occurs when the data sent by the user
to the web server is not encrypted when the last node/mix has the ability to access
the data sent by the user. The anonymity mechanism in Tor/JonDonym depends
on relaying the user data through multiple points (Node/Mix). Each node/mix only
knows part of the connection information, not the whole information required to
connect the user to the request for the web server; the assumption is that even a

compromised mix/node will not be able to find the complete connection information.

On the other hand, what if all the nodes/mixes on the path between the user and

the server are compromised or attacked? On the Tor network, the three nodes in
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the circuit path are selected by using the path selection protocol [24], which specifies
the three nodes the user will use to relay the data in conjunction with the policy
that the exit node operator defines. When the user’s request does not match the exit
node policy, the path selection protocol finds another exit node that permits such
traffic. For example, an exit node might allow only port 80. In addition, the user has
the ability to override the path selection protocol and to choose a specific exit/entry
node. In this case, the chosen exit node will not change for any circuit created by
the user. This flexibility and randomness in node selection make it harder for an
attacker to target a specific user by trying to compromise the three nodes that the
user selects. On the other hand, it might be possible to compromise a node on the Tor
network. Potentially, volunteering to run a node on the Tor network does not require
information about the operator beyond the IP address and the nickname. However,
running and compromising three nodes does not mean that these three nodes will be

selected by the path selection protocol.

On the JonDonym network, this type of attack is also possible; the difference lies in
the operation of the mixes. The number of mixes on the JonDonym is fewer than the
number of nodes on the Tor network. On the other hand, the operators of the mixes
are registered with their identities. They also sign an agreement with JonDonym not
to exchange information between operators of the mixes and not to save user data.
One of the differences between Tor and JonDonym is that JonDonym mixes do not
change and the path is always the same. In the case of cooperation between all the

mixes, it is possible to breach user anonymity on the JonDonym network.

Last but not least, the goal of the I2P network is different from both Tor and Jon-
Donym. I2P is designed to provide anonymity for the users within the I12P network;
however, that does not mean that I2P services are limited by the network bound-
aries. Browsing web pages outside the I2P network requires configuring the user’s
machine to use an outproxy. In this case, the information available to the outproxy
is similar to Tor’s exit router or JonDonym’s last mix. The outproxy has access to all
traffic passing through; if the traffic is not encrypted, the outproxy can see sensitive

information.

The common point among the three anonymity services is that at any point during

use part of the network has some user information. This information could be the IP
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address of the user which is available at the first point on the anonymity network that
connects the user to the network. Alternately, it could be the amount of traffic that
the last point can see when sending traffic to its final destination. As a result, the
difference in the design of the anonymity services regarding how to relay the traffic

affects the difficulty of linking the user with their traffic.

4.1.2 Blocking Anonymity and Obfuscation Options

The anonymity systems can hide user activity on the Internet, but cannot always
hide the fact that such a system is in use. Sometimes, using anonymity systems
might raise questions about why such a system is in use. In some countries, the IP
addresses of the hosts running such systems are blocked in order to prevent access to
such networks.

On the Tor network, a bridge [97] is a special node (hostrouter) connecting the
user with the Tor network. The IP address of the bridge is not announced like the
Tor nodes. The user sends an email to the Tor network (bridges@torproject.org) to
get an IP address for a bridge. The user can also use the bridge database website
to get the IP addresses (https://bridges.torproject.org/). The Tor network provides
the user with the IP addresses of three bridges during a 24-hour period. This is to
prevent censorship organizations from obtaining and blocking all IP addresses.

Furthermore, Pluggable Transports (PT) [102] work as an interface between the
Tor user and the Tor network. The user connects to a pluggable transport which sends
the connection request to the Tor network on behalf of the user in order to hide the
connection between the user and the Tor network. There is more than one pluggable
transport tool available for the Tor users to choose. These tools work differently,
using different techniques to resist different blocking methods.

In addition to blocking Tor by blocking the IP addresses of the nodes [101], there
are cases in which the Tor service is blocked by other techniques. The encryption in
the Tor network is based on using TLS between the communication parties; the user
to the first node, the first node to the second node and so on. Therefore, fingerprinting
the Tor TLS is one of the blocking techniques. Another blocking technique is Deep
Packet Inspection (DPI). DPI is used to find a pattern that recognizes Tor. Toward
this end, the handshake phase in establishing a TLS Tor connection could be used
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to identify Tor. Therefore, changing the content to look like something other than a
TLS is used by some of the pluggable transports to hide their connections to Tor. In
fact, Obfs3 [100] is one of the pluggable transports that obfuscates the Tor TLS to
look like random strings using another layer of encryption to wrap the TLS handshake
used by Tor. Even though Obfs3 aims to hide the TLS from an observer, the packet
length and the timing of the packets are still the same as normal Tor connections

because Obfs3 mainly focusses on preventing the Tor TLS from being fingerprinted.

It is possible to intercept a TLS handshake to extract the destination IP address.
In the case of Tor, this IP address is the bridge or the node IP address. After obtaining
the IP address, the censors can establish a Tor connection to this IP address. When
a reply is received, it confirms that this IP address does belong to the Tor network.
This active probing method is also used to find bridges and to block them [112] [113].
Scramblesuit [114] is one of the Tor pluggable transports and is designed to prevent
such active probing. To resist against active probing a password and a ticket are used
to connect to the Scramblesuit server. In the Tor network, the Scramblesuit password

is exchanged by requesting the password from the bridge database (email/website).

Blocking the IP address of a bridge prevents Tor users from connecting to this
bridge. Even though the IP addresses of the bridges are not announced, they can
still be discovered [61]. Flashproxy [34] is another pluggable transport that works
around IP blocking by using the IP addresses of the visitors to a website, which
change based on the IP address of the website that supports Flashproxy. When a
website chooses to provide Flashproxy to the Tor users, it includes a JavaScript code
that is activated when visitors access the websites. The code uses the website visitors’
browsers to pass the connection between the Tor user and the Tor relay. Therefore,
the Flashproxy IP address always changes based on the IP addresses of the visitors
to the Flashproxy-supported websites. Accordingly, blocking those websites which
support Flashproxy does not affect the ability of the Flashproxy to connect the Tor
user to the Tor relay. Once the visitors leave the websites, their IP addresses are not
used anymore. However, blocking their [P addresses does not prevent the Tor users
from connecting to the Tor relays because new website visitors will simply take over
the connection task. This makes blocking IP addresses challenging and less efficient.

On the other hand, Flashproxy by itself does not work on changing the form or
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pattern of the connection to Tor; rather, it depends on the Obfsproxy framework to

accomplish this.

The user needs to install the Flashproxy client transport plugin (included in the
Tor browser bundle) and define a specific port in the configuration to receive Flash-
proxy connections. When the user starts Tor, the client plugin sends an encrypted
message to a facilitator containing the IP address of the user. The facilitator keeps
track of all users who need to communicate with the Flashproxies and sends their
IP addresses to the Flashproxies. The client communicates with the facilitator indi-
rectly by connecting to Gmail and sending a message. The facilitator then obtains
the users’ IP addresses from the server. In this way, blocking the facilitator does not
prevent the user from contacting the facilitator. In order to prevent the user from
communicating with the facilitator, services such as Gmail need to be blocked, which

is a challenge to the censors.

Flashproxy is distributed through the websites of the volunteers; they install and
activate Flashproxy when they get visitors to their websites. When Flashproxy is
activated on a volunteer’s browser, it communicates with the facilitator which in turn
provides the volunteer’s browser with the IP address of the Tor user. The volunteer
then sends a connection to the Tor user via the browser to the port through which
the Tor user is configured to receive the Flashproxy connection. Also, the volunteer’s
browser sends a connection to the Tor relay and starts to transfer the data between
the Tor user and the Tor relay. Again, blocking the websites of the volunteers that
host Flashproxy will not prevent the Tor user from communicating with the Tor relay.
This is because Flashproxy runs on the volunteers’ browsers and the IP addresses of

the Flashproxies are their own IP addresses.

Whitelisting is another method that can be used to block Tor. In this case, all
the allowed traffic is profiled and anything which does not match with this list is
blocked. Format-Transforming Encryption (FTE) [28] is a pluggable transport that
takes a ciphertext and transforms it into another format that matches a regex. In
the Tor case, FTE changes the Tor traffic to look like HT'TP traffic, generating an
HTTP regex out of Tor traffic that matches what DPI expects from HTTP traffic.
Meek [99] is a pluggable transport which uses the concept of domain fronting which

hides a Tor message inside an HTTPS request. Meek uses GoogleAmazonAzure for
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domain fronting to send Tor messages on behalf of a Tor user.

Last but not least, network traffic low analysis is another technique which can
be used to detect Tor. To evade the network flow analysis, Scramblesuit forms the
traffic in a way which does not resemble a specific shape (form). This includes the
packet length and the interarrival time for every Scramblesuit server. For example,
it changes the packet length distribution to mislead classifiers. This way each server
has its own flow characteristics. To this end, the server starts by generating a 256-bit
seed randomly which is used in PRNG to generate two random distributions. The
packet length is then changed by using a padding (0-1520 bytes) of random sampling
from the distribution of all the packet lengths.

JonDonym has two options for bypassing blocking of the service. The first one is
using a TCP/IP forward method in which the user will use an encrypted connection to
another user who has unblocked access to the JonDonym network. Speed and stability
suffer when using such a method. The connection also depends on the forwarder to
stay alive. The second method uses Skype to tunnel the blockage of the JonDonym

service which is more reliable than using the TCP/IP forward method.

On the I2P network there are no obfuscation options similar to Tor pluggable
transports and it is thus possible for an observer to collect the routers’ IP addresses
with a harvesting attack [41]. Currently, the I2P network has not developed an
obfuscation option which could provide the users with a way to connect to the 12P
network if that network is blocked by using such an attack. However, the I2P network
implemented other improvements in the design of the transport layer to obscure the
identification of the I12P network traffic. I2P employed random port numbers, point-
to-point encryption, DH key exchange and the use of both TCP and UDP. In addition,
several obfuscation options are still considered by the developers of the 12P network,
including using padding techniques at the transport layer to achieve random length,
studying the signature of the packet size distribution and studying the technique used
to block Tor.

It should be noted that anonymity services do not generally hide the fact that
the users are connecting to the service. Consequently, in a regular situation in which
the user is connected directly to the anonymity service, any observer can see that an

anonymity service is in use.
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In cases using an obfuscation option, an observer who wants to de-anonymize the
user needs to determine that the user is connecting to the anonymity service in the
first place. Therefore, the existence of obfuscation options is a factor which should

be taken into consideration when measuring the level of anonymity.

4.1.3 Application and Anonymity

The common way to use an anonymity service is to use the default browser of the
aforementioned services (Tor, JonDo, 12P, etc.) to browse the web. However, these
anonymity services can be used with other applications in addition to web browsing.
This requires the user to configure the application and the anonymity service to
work together. For example, JonDonym enables the user’s e-mail service to work
with JonDonym and also supports any application that has the ability to configure
the proxy. Tor supports any application that has the ability to pass all its traffic
through a proxy. However, using any application other than the default browser on
the Internet raises the chances of breaching the user’s anonymity.

The configuration for these applications is not that simple for non-technical users.
When configuring any application to work with an anonymity service it is important
to understand fully how this application works to ensure that user information is not
leaked. For example, the DNS request that accompanies many applications might leak
the user’s data and this, in turn, might breach the user’s anonymity. Applications
might not use the anonymity service to resolve the DNS name, even if they are
configured to do so [103].

The user can run any application on the I2P network which depends on TCP
or UDP; the I2P messages are based on UDP. TCP applications count on using
an [2PTunnel which passes the TCP stream within the 2P network. For example,
Eepsites [30] and IRC (Internet Relay Chat) use 12PTunnel [107] to work within the
[2P’s UDP-based network. Eepsites are websites hosted anonymously on the I2P
network. The user accesses these websites without getting any information about the
one(s) creating the website(s). At the same time, the website cannot determine the
real identity of the users. These types of applications work by default only within
the I2P network. To browse outside of the I2P network, an outproxy is needed to

pass/forward the traffic. The I2P network supports many applications for blogging,
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file storage, DNS, email, file sharing, web hosting and others. These applications differ
when working within the I2P network or outside the I12P network. Some of these
applications are supported by third parties; therefore, the anonymity and security

level varies among them.

The configuration of the application and how the user sets the application on the
anonymity network is an important issue. For example, the web browser contains
many details other than what anonymity system the user is using. The anonymity
tools aim to make their browsers undistinguishable in order to raise the anonymity
level. The Tor browser is a modified version of Firefox based on Mozilla’s Extended
Support Release (ESR) Firefox branch [98]. It includes HTTPS-Everywhere [44],
NoScript [75], modifying some of the default Firefox settings and modifying some of
the default extension settings. JonDoFox is the JonDonym browser and is a modified

version of Firefox [54].

Even when using the default browser for anonymity services, the right setting
of the browser is important to ensure the safety of the user against many Internet
websites that track 