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Abstract
This work is a report on efforts to improve the usability of intrusion detection systems. Specifically, we first conducted
a worldwide survey of system administrators from different countries and economic sectors to understand the state of
practice in security management with a particular focus on intrusion detection systems (IDSs). Then, based on these
survey results and in depth interviews, we developed new heuristics to measure the effectiveness and efficiency of
IDSs. The comparison of our refined heuristics and Nielsen’s general heuristics on Snort, Snortsnarf and our
proposed interface show that evaluators using our heuristics find significantly (p<0.0002) more of the problems.
Also, evaluations with both sets find fewer problems in our interface than in Snort or Snortsnarf.
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1. Introduction

We loosely define intrusion detection systems (IDS) as a security management tool of computer network
administrators who monitor systems/networks to detect inappropriate accesses. We contend that there are two main
problems regarding the state of the art and the state of practice in intrusion detection systems: the underlying technique
in detecting attacks, and the human interface to enable administrators to quickly and accurately detect and respond to
attacks [1, 2]. Significant improvements can, in theory, be made to IDS by implementing better detection capabilities.
However, experience has shown that even advanced technical solutions can fail when their user interfaces are not
adapted to their users [14]. The importance of good interface is particularly important in real-time and security
applications where users are likely to be stressed and errors can have serious consequences [4].

The results of a survey into the state of the practice in security management in a variety of companies and
institutions worldwide clearly show that the state of the network security management is poor [16]. The situation is
partly because of the lack of good tools for administrators. As well, IDS applications usually require more time than
many network administrators have available to devote to their proper use. Some institutions, particularly in the
military, hire full-time system administrators whose sole task is to monitor IDS. This is not an option for most
companies. There is a need for improved IDS. One way to improve them is to supply more usable interfaces that will
enable more efficient and effective use, and ultimately greater security.

We believe that evaluating applications is a step towards improving them. Heuristic evaluation is a very popular
discount usability inspection method [9]. Some authors consider heuristics and guidelines to be identical [7]. Heuristic
evaluations can detect up to 60% of the usability problems that an empirical user test would find [1, p.412]. However,
before now there has not been a set of heuristics that is specifically created to evaluate security related applications.
Our objective at this stage of the project is to generate heuristics of evaluating usability for this specific problem
domain. Such methods are used to assess the quality of existing products and to identify needs that can be fulfilled by
products.

In order to conduct the heuristic evaluation, we chose Snort as our candidate application. Snort is a simple but
popular IDS. It is able to log and analyze traffic on IP networks. Because it is a command-line based application, we
picked a Web-based application –— SnortSnarf — a user-interface front-end from Silicon Defense [12].
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The remainder of the paper is organized as follows. First we review some previous work about using and
developing heuristics. Then we discuss specifics of our methodology and the heuristics we propose. We also report on
our proposed evaluation method. Finally, we draw conclusions and show directions for future work.

2. Method

2.1. Issues to address
How can we tell if software is well-designed? The major difference between evaluating IDS and evaluating
applications of other domains derives from the types of users and the tasks those users need to undertake. General
heuristics [9] can be applied to any software but they are focused on systems with clearly defined user tasks [8]
whereas IDS users rarely perform well-defined tasks or have much time to choose a course of action.

 An example of this is that most of the time, users of other applications can have clear objectives about what to do
and where to go. On the other hand, IDS users often cannot accurately predict when, why, and how intrusions occur. A
large part of the use of IDS is to quickly determine if an alert signal indicates an actual attack or is just a false alarm.
When there are actual attacks, users must also plan and carry out responses. There is no certain routine to follow when
facing incidents. IDS users must dynamically form and execute plans without complete information.

Therefore, we believe that, if there is not a need to develop specialized heuristics for IDS then, there is at least an
opportunity to adapt the general heuristics for systems like IDS.

2.2. Development of the IDS Heuristics
Baker et al. [2] and Mankoff et al. [8] have recently developed specialized heuristics for groupware and ambient
displays respectively. We use the same methodology in developing heuristics for IDS: First we determined the primary
goals of IDS. Next we modified the general heuristics to better suit what we know about the target user group
(network security administrators) and the tasks they must perform with IDS. We checked that each heuristic reflected
at least one issue that we detected in early stages and that no issues were left out. Finally we evaluated the new
heuristics by comparing how successful they are at detecting problems in IDS applications. The final step was
achieved by comparing against a set of general heuristics [9]. The details of our methodology follow.

Before defining a new set of proposed heuristics, we reviewed the characteristics of security management. Based on
which we generated questionnaires for an online survey [16] of the state of the practice in security area. From the
survey and anonymous interviews with several security administrators at multiple sites, we made a list of problems
faced while using security management tools. Furthermore, we suggested solutions to those problems, and combined
them with necessary and desirable (i.e. welcome but not strictly necessary) features from the survey results to form a
checklist based on which we generated specific heuristics in six categories (see Table 2-1).  Overlap between the
general heuristics and ours is indicated in Tables 2-1 and 2-2 by shared superscripts.

In order to discover how effective IDS heuristics are in identifying usability problems, one of us evaluated the
popular Snort application by using both the general and IDS heuristics. The results (see Tables 2-1 and 2-2 for details)
indicate that IDS heuristics discovered 61 problems and general heuristics discovered 58 usability problems,
respectively.

Except for the common part of both heuristic sets, IDS heuristics identified 14 violations in information navigation,
which is typically a major feature of IDS applications. The general heuristics do not particularly address this issue.
Information navigation may not be critical as in some domains as it is in intrusion detection. On the other hand, it is
not obvious that problems like ‘Aesthetic and minimalist design’ are pressing issues in IDS applications (although they
may be related to trust engendered by perceived reliability [3, 13]).  Snort does not have operations that may cause
problems related to these factors.
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IDS Heuristic Violations

Visibility of system and IDS status(1) 8

Consistency and standards(2) 8

Display of information 9

Information navigation 14

Flexibility and efficiency of use(3) 16

Help and documentation(4) 6

Total 61

Table 2-1: IDS Heuristics Applied to Snort

General Heuristics Violations

Visibility of system status(1) 8

Match between system and the real world 3

User control and freedom 10

Consistency and standards(2) 8

Error Prevention 2

Recognition rather than recall 3

Flexibility and efficiency of use(3) 16

Aesthetic and minimalist design 0

Help users recognize, diagnose, and
recover from errors

2

Help and documentation(4) 6

Total 58

Table 2-2: General Heuristics Applied to Snort

2.3. Validation method
Our heuristics are specifically designed to serve IDS usability evaluations. We believed that they would serve an
important rôle for the design of IDS application. Although the comparison results of Snort evaluation indicated that
IDS heuristics were capable of identifying usability problems, we wanted to receive feedbacks through a formal
process. In actual practice, any heuristic set is applied by multiple unbiased evaluators and the results considered in
aggregate.  Therefore, we carried out an experiment to evaluate our IDS heuristics.

Participants There have been different views on what number of users is necessary to conduct an effective evaluation
[11,15].  To be cautious we recruited 12 participants to use the heuristic sets to evaluate the interfaces.  Because the
rôles of expertise in the application domain and human factors are not entirely clear, we ensured that 5 of our
evaluators were HCI experts and the others were network security experts.

Task Participants were asked to evaluate two web applications — SnortSnarf and SnortReader — using both the
general and our IDS heuristic sets. (SnortSnarf is an interface application to Snort developed by Silicon Defense [12];
SnortReader is also an interface application to Snort that we created as an early attempt to implement solutions to
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problems that we found in use of IDS application.)  Every participant completed the evaluation individually, and was
allowed to spend as much time as needed to finish the test. Before the evaluation, each one of them received a package
through e-mail. The package included a brief introduction to our project and instructions on how to conduct the
evaluation.  Separately, we conducted a review using Nielsen & Molich’s methodology [10] to generate a master list
of issues and their severities: Severe issues — ratings of 4–5 on a five-point scale — were problems that we felt
might substantively discourage users from using IDS; Moderate issues — ratings of 2–3 — were issues that might
decrease the speed or accuracy of identifying intrusions; All other issues were considered minor (e.g. problems caused
by the misunderstandings about how applications worked or restrictions imposed by the WWW interface.)  We
identified and rated 32 separate issues (see Table 3-1) for the distribution of ratings).

3. Results

Seventeen issues in SnortSnarf were identified by the general heuristics and 19 issues by our IDS heuristics. Both sets
identified 10 problems in our SnortReader.

Count of Problems
 Found in IDS UIs

Detection Rate
By Heuristic Set

Severity of
Problems

Found
SnortSnarf

SnortR
eader

G
eneral

ID
S

1 (low) 1 8 89% 77%
2 8 5 77% 69%
3 4 — 75% 100%
4 6 — 67% 100%
5 (high) — — — —

Table 3-1: The number of known issues at every
severity rating for both interfaces

Result 1: Our specific heuristics found more of the problems than the general set did.
Twelve participants identified 23 problems in total by using IDS heuristic set when 17 problems were discovered

by using the general heuristics set.  A one-tailed sign-test shows that this overall result is highly significant (p<0.0002,
df=11).  The improvement is especially noticeable with the moderately to highly severe problems.

 Figure 3-1 shows the increase in percentage of known issues found as the number of evaluators increased.  This
increase is to be expected but it is not clear at what point the number of issues should be expected to level out.
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Result 2: Evaluators found fewer problems in our novel interface than in SnortSnarf.
Evaluators found 16 of 19 known problems with SnortSnarf and 11 of 13 with SnortReader.  This is evidence,

although not conclusive, that the interface we developed is better suited for use with Snort than SnortSnarf is. Figure
3-2 shows the increase in numbers of known issues found as the number of evaluators increases and the number of
issues found by evaluators in the two interfaces.
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4. Conclusions

In this work, we developed a new set of IDS heuristics to improve security through better usability. We examined our
heuristics using a formal method based on Nielsen and Molich’s method and input from a survey on the state of the
practice of security management. In our experiment, our heuristics identified significantly more usability problems in
IDS than general heuristics did.  Our approach to improve IDS usability is shown to be effective.
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