-\

- . .
iencg% :

7= Jacob Sloniffa Room (43D) -
suter Scie ilding —

% DALHOUSIE 1818

UNIVERSITY 218




Overview

* Introduction to digital forensics in archival repositories
* Development of Dalhousie’s digital forensics lab

* Forensic images

» Digital forensics tools and workflows

 Case study: Bill Freedman fonds

» Research challenges and next steps
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What is digital forensics?

 Forensic science — recovery and investigation of data
found in digital storage devices

* Primarily used in criminal investigations, corporate
investigations (by specially trained professionals)

 Archives are adopting digital forensics techniques to
support acquisition, accessioning, preservation, and
access

[ Acquisition H |dentification H Evaluation H Admission J

Source: Infosec Institute, Digital Forensic Models (January 25, 2016):
http://resources.infosecinstitute.com/digital-forensics-models/
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/ Archival packaging and support metadata

Case files: store and consolidate evidence

Identify, protect, redact private data

Exploit private data for prosecution

Digital < Long-term preservation of digital objects
cs

Forensi Secure storage of digital evidence

Chain of custody (assess, ingest, archive)

Chain of custody (incident, investigation)

Resource limitations (collection backlogs)

\ Resource limitations (time to trial)

Digital
Curation

/

Source: Kam Woods, Preservation, Privacy, and Access: Enhancing Digital Curation

Workflows with Forensic Analysis (March 21, 2017):
http://wiki.bitcurator.net/downloads/kwoods-unc-digpres-v12.pdf
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Unfamiliar territory for archivists

* Windows reqgistry analysis

* Deleted files (slack space / unallocated space)
» Cached data

* Encrypted data

» Passwords

* Filesystem permissions

* Distributed systems and data
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Why have a digital forensics lab?
OLD MEDIA

Researchers have stored data in dozens of formats over the years. Here are
three former staples of computing that are rarely seen today.

PUNCH CARDS

1890-1980s

~80 bytes

Used in the 1890 US
Census, stiff, perforated
cards could be read by
dedicated machines to
store and process data.

Digital information
was represented
according to how

holes were placed.

DALHOUSIE 1818
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MAGNETIC TAPE

1950s-present
>5 megabytes per reel

Although reel-to-reel
and cassette tapes are
largely obsolete for
home computing,
magnetic tapes are still
used for long-term
storage. Newer formats
can hold more than
100 terabytes of data.

FLOPPY DISKS

1970s-2000s
80KB-1.44MB

First introduced as a
delicate 8-inch (20cm)
sheet covered in plastic,
floppy disks evolved to
pack more data in a
smaller space. The
form persists as the
'save’ icon in popular
applications.

Source: Baker,
M. (2017, May
2). Disks back
from the dead.
Nature, 545
(7652), 117—
118.
https://doi.org/1
0.1038/545117a
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Why have a digital forensics lab?

* Archivists are now working with a wide variety of:
» Digital storage devices

- Computer file systems, operating systems, and
software

* File formats

* Digital storage devices are unstable and data is at risk

« Supports archival mission to preserve authenticity and
integrity of records

DALHOUSIE 1818 - . . . o
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How are archives doing digital
forensics work?

» Use write-blockers to create forensic images
» Adopt forensic software (BitCurator or FTK or EnCase)

* Incorporate digital forensics tools and techniques into
core archival functions

* New policy decisions (e.g., preserve forensic image or
extract files?)

* Archival functions become blurred (e.g., files can be
arranged before they are accessioned)

DALHOUSIE 1818
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Components of forensic workstation

* Dual Intel Xeon processor

64 GB RAM

* NVIDIA GeForce GT740 graphics card

» Tableau T35689iu write-blocker

« AFT EX-S3 forensic card reader

* M-DISC triple burner (CD, DVD, Blu-Ray)

*4-bay 2.5 inch RAID cage (4 x 500 GB SATA lll SSDs
(2 x SSDs configured in RAID 0 for database storage)

« 5-bay RAID cage (4 x 2 TB SAS HDDs configured in
RAID 5 and 1 x 250 GB SATA lll for OS/apps)

 Forensic Toolkit (FTK) and BitCurator software

DALHOUSIE 1818 - . . . L
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Timeline at Dalhousie

* February 2016 — Acquire forensic workstation

* May — November 2016 — Digital archives collection
assessment project: http://hdl.handle.net/10222/72663

« January 2017 — Install BitCurator and Forensic Toolkit
(FTK) software

* February 2017 — Advanced computer forensics training
« May 2017 — Launch digital forensics lab

 April 2017 — Dal’s first time at BitCurator Users Forum

DALHOUSIE 1818 - . . . o
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DIGITAL MEDIA CARRIER FORMATS

978
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Forensic images
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What is a forensic image?

« Complete (i.e., bit-level) copy of a hard drive or other
digital storage media

* Includes unallocated space and slack space
* Includes operating system and file system

* Includes computer registry files, browser history, and
other contextual information about how the computer

was used

* Includes all files on the hard drive

DALHOUSIE 1818 - . . . o
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‘How are Deleted Files and Data Recovered?

Computers Don't Immediately Remove Data that is Deleted

Original Data

mycontents.xls

Data Wiped Clean
or Shreaded

The data can be wiped clean
or shreaded using privacy
software.

Partially
Deleted Data Overwritten Data
1 unallocated space Y iy g newfiledoc )
o
S0

Over time, some or all of the
data can be over written. The
remaining data can still be
“carved” and reviewed.

The original data is still
present, but marked as
unallocated space.

( What is unallocated space? h

Unallocated Spaceisavailable disk space thatis notallocated toany volume.
The type of volume that you can create on unallocated space depends
on the disk type. On basic disks, you can use unallocated space to create

primary or extended partitions. On dynamic disks, you can use unallocated
space to create dynamic volumes.

PINPOINT

LABORATORIES

©2008 Pivotal Guidance

o

www.pinpointlabs.com

J




Preserve data in slack space /
unallocated space

= 4K Cluster

48 Bytes

512 Byte Sector
464 Bytes

= Used File Space

= Slack Space

Image source: Priveon Labs Security Blog:
http://blog.priveonlabs.com/sec blog.php?title=forensic-basics-
slack-space&more=1&c=1&tb=1&pb=1
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Preserve information about the
operating system and file system

OPERATING FILE FILES
SYSTEM SYSTEM

Image source: Power Data Recovery:
https://www.powerdatarecovery.com/hard-drive-recovery/volume-not-
contain-recognized-file-system.html
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Forensic image Logical image

Bit-level copy of entire disk Copy of logical partition or
files in a directory

Enables registry analysis, = Not usually suitable for
password recovery, robust forensic analysis
decryption, etc.

Disk image is size of entire Disk image is size of files
hard drive, regardless of copied from logical partition
how many files are stored  or directory

Suitable for law Suitable for packaging
enforcement + digital known files in a directory
archives backlog

DALHOUSIE 1818
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FTK Imager — Create and verify image

Create Image >
Image Source
[| \\. \PHYSICALDRIVE 11
WY Drive/lmage Verify Results — d ot
Starting Evidence Mumber: I-
—Image Destination(s) a -
Mame 2016-015_extHDD_ftem?2_copy.001
Sector count 312581808
E MD5 Hash
Cornputed hash dcf7elb3c6e8992d33ch47490ed80359
Report Hash dcf7e0b3c6e8992d33ch474902d80a59
Per I —— I Verify result Match
—| |B SHA1 Hash
Add Overflow Location | Computed hash cb5094eb2ebfrasc164623%4bbbGaaebe
Report Hash ch5094eb2ebfrascle462394bbataaebo
Iw verify images after they are created | Precalculate F Verify result Match
¥ Create directory listings of al files in the image after they| |m nad cccrne 1ice h
Skart Cancel |
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Digital forensics tools
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FORENSIC
COMPUTERS
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Tableau Forensic Bridge (2
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=TABLEAU

2.5” IDE Hard Drive Adapter

Model TDAS-25
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1. Reset 2. Status 3. MOLEX 4. Power rail
button LEDs connector select

5. External
power supply

e Connector
{rev. B: +5V,

rev. C-latest: =TV)

=y
Sk
=l
.
B
o

12. Floppy disk o -
drive connector = =
L, =5 —— 6. Floppy disk
11. Write o rive power
blocker e e il connector
5 = ~_ T.USEB
Ll ; connector

10. Drive select 9. Flash erase 8. JTAG connector
jumpers {leave open!)

Image source: KryoFlux: hitps://kryoflux.com/?page=kf _tech
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BitCurater

Find, Oorganize, & Analyze Computer Evwidence

2CE

AccessDara : - 4 LT A

FORENSIC TOOLKIT"

FTK Install
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Forensic Toolkit (FTK)

* Three components

- Database (Oracle, PostgreSQL, Microsoft SQL)
 Graphical user interface (GUI)

* Known file filter server (contains datasets with hash
values for known file types)

* Indexing, live search, regular expression

 Oracle “Outside In” technology for previewing most file
types

* Integration with other AccessData products (Registry

Viewer and Password Recoverx Toolkitz

DALHOUSIE 1818 _ . . . o
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FTK — Flag Duplicates

« Simple process, very time consuming, still a powerful
feature

« Scans entire file and generates MD5

* Assigns primary status to first instance of each MD5

 Assigns secondary status to subsequent instances of
each MD5

DALHOUSIE 1818 - . . . o
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FTK — Flag Duplicates
Addiional Anslyss T =i

Hashing / Job Options | 1ndexng ( Toaks | Mscellaneous |

—File Haghsas —PhotobMA
[T MD5Hash [ 5HA-256 Hash [ PhotoDMA
[ 5HA-1Hash hash |
™ Flag Duplicate Files
KFE —Refinemant
i <FF Growps || | indude OLE Sweams:  [al -

IT Recheck previoushy processed items

i Fuzzy hash
I_ [Aatch '.'Ir.-'";' hiezh ”.l'ﬂ';.'
| I Pecheck presioushy processed items

| F -'.-'_'II'.'\-II".Ill 5 I

| Target Items Job Opticns
(" tighlahted Tteme I~ Send Emai Alert on Job Completion
™ Chedwed Items

' ™ currently Listed Ttems
% pll Ttems

oK I Cancel I
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FSlint (finds file system “lint”)

 Duplicates

* Installed packages

- Bad names

* Name clashes

* Temp files

» Bad symlinks

* Bad IDs

* Empty directories

* Non stripped binaries
 Redundant whitespace

DALHOUSIE 1818 - . . . o
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FSlint — Flag Duplicates

@ - o Fslint
Search path | Advanced search parameters
dAdd | fhome/bcadmin
e s— B recurse?
==Remove |
Duplicates Name Directory I
Installed packa 15x 459,047 (6,479,872)
T e paC | 1. 1rib /home/bcadmin/Tools/hFsutils-
Bad names hed /home/bcadmin/Tools/hfsutils-
hcopy Jhome/bcadmin/Tools /hfsutils-
Name clashes hdel /home/bcadmin/Tools/hfsutils-
Temp Files hdir J/home/bcadmin/Tools/hfsutils-
hformat Jhome/bcadmin/Tools/hfsutils-
Bad symlinks hfsutil J/home/bcadmin/Tools/hfsutils-
hls J/home/bcadmin/Tools /hfsutils-
Bad IDs hmkdir J/home/bcadmin/Tools/hfsutils-
: : hmount /home/bcadmin/Tools/hfsutils-
Empty directories
TPy CToe N howd /home/bcadmin/Tools/hfsutils-
Non stripped binaries | hrename J/home/bcadmin/Tools/hfsutils-
s hrmdir Jhome/bcadmin/Tools/hFsutils-
Redundant whitespace |, o nt /home/bcadmin/Tools/hFsutils-
hvol J/home/bcadmin/Tools/hfsutils-
{3.649.536)
E | [HSelect || Eisave ]lﬂnelete | @ Merge |
323, es wasted in 1061 files (in 634 groups)

Image source (BitCurator wiki):
https://wiki.bitcurator.net/index.php?title=ldentify_and_delete duplicate_files
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NSRL Reference Data Set (RDS)

OpSystemCode

\ 4

OPERATING
SYSTEM
RECORD

Image source (NSRL): https://www.nsrl.nist.gov/Documents/Data-Formats-of-

VERSION
RECORD
PRODUCT
RECORD
ProductCode
MfgCode
\ 4
MANUFACTURER FILE
RECORD RECORD

the-NSRL-Reference-Data-Set-16.pdf
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NSRL Reference Data Set (RDS)

 Hashsets and metadata used in
file identification

» Data can be used in third-party
digital forensics tools

* RDS is updated four times each year

* As of v2.55, RDS is partitioned into four divisions:

* Modern — applications created in or after 2000

- Legacy — applications created in or before 1999
* Android — Mobile apps for the Android OS

*i0OS — Mobile apps for iOS

DALHOUSIE 1818

UNIVERSITY 2018 Digital forensics tools and methodologies in archival repositories

36



FTK — Known File Filter (KFF)

« KFF data — hash values of known files that are
compared against files in an FTK case

« KFF data can come from pre-configured libraries (e.g.,
NSRL RDS, DHS, ICE, etc.) or custom libraries

* FTK ships with version of NSRL RDS bifurcated into
“Ignore” and “Alert” libraries

 KFF Server — used to process KFF data against
evidence in an FTK case

 KFF Imeort UtiIitx — used to imEort and index KFF data

DALHOUSIE 1818
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FTK — Known File Filter (KFF)
' Additional Analysis e~ —

Hashing / Job Options | 1ndexng ( Toaks | Mscellaneous |

—File Haghes —Photalia
™ MDS Hash [~ SHA-256 Hash ™ PhotaDia
[T 5HA-1Hash [ Fuzzy hash |

™ Flag Duplicate Files

—Refinement
l_ — <FF Growps || indude OLESweams:  [al -

r Recheck presviouste pre el jbems

i Fuzzy hash
I_ [Aatch '.'Ir.-'";' hiezh ”.l'ﬂ';.'
| I Pecheck presioushy processed items

F ".-“II'."'II".IlI - I

| Target Items Job Options
" Highlighted Ttems I~ Send Emai Alert an Job Completion
" Cheded Items

' ™ Currently Listed Dtems
¥ all Items

oK I Cancel I
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Other tools to work with NSRL RDS

* nsrisvr - https://github.com/rihansen/nsrisvr/

» Keeps track of 40+ million hash values in an in-
memory dataset to facilitate fast user queries

» Supports custom libraries (“local corpus™)

* nsrlllokup - https://rihansen.qgithub.io/nsrllookup/
- Command-line application

» Works with tools like hashdeep:
http://md5deep.sourceforge.net/

» National Software Reference Library - MDS/SHA1/File
Name search - http://nsrl.hashsets.com

DALHOUSIE 1818
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FTK XML | Generated by Forensic Primarily used to store templates,
Toolkit software settings, etc.

DFXML | Digital forensics XML Used in BitCurator and SleuthKit but not
schema in FTK

PREMIS | Data Dictionary for International metadata standard to
Preservation Metadata support the preservation of digital

objects

RAD Rules for Archival Canadian standard for archival
Description description

EAD Encoded Archival XML schema for encoding and
Description exchanging archival descriptions

ISAAR International Standard for | International standard for describing

(CPF) Archival Authority corporate bodies, persons, and families
Records

EAC Encoded Archival Context | XML schema for encoding ISAAR(CPF)

DALHOUSIE 1818
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Digital forensics workflows
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Identification ]_l Abstract digital
. forensics model
| Preparation ]_l

| Approach Strategy
| Preservation ]_l

[ Collection ]_l

Examination ]_l

Analysis ]_l

| Presentation ]_l

| Returning Evidence |

Source: Infosec Institute, Digital Forensic Models (January 25, 2016):
http://resources.infosecinstitute.com/digital-forensics-models/
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Penn State University workflow

PENMN STATE UNIVERSITY WORKFLOW MAP

Bom Digital Content on Media

-k

§ Acquinn | Losme
EEE == acaeaion e il
it —
i
g

REPOSITORY
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Dalhousie University workflow (draft)

Add evidence
item(s) to case

Analyze data

Create two Create case in
Receive digital Inventory digital copies of disk FTK (usually
storage device storage device image(s) with [ "| onecase per
FTK Imager accession)
|
y
Identify
Identify archival personal

material

information and
sensitive data

]

Use Bagger to
bag files and

Transfer Bag

Ingest Bag and

Export selected nto
files + metadata transfer to local Archivematica generate SIP
SAN
|
Y
Process SIP Process AIP Revise/edit
Upload DIP to )
and generate and generate AtoM metadata in
AIP DIP AtoM
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Accessioning, appraisal, and

processing workflow

Accessioning, appraisal, and processing workflows (draft)

Deed of gift
signed?

o

¥

Rebox material as
needed, retain

Vs

riginal boxes and
file folders if
possible

l

Create accession
record and use

temporary receipt
1D as accession 1D

igital media®
carriers?

No
L

Create disk image Place material in

with FTK Imager physical storage
by Add physical
iventories+ | pf | Andordigral

validation to digital a4 bl

backlock accession rect

(draft)

Make material
available for Delete reports and
pick-up and files from FRED
] arrange pick-up
)
Yesﬁ Yes Yes T
- e Copy reports and
questionnaire Archival appraisal selected for Shred material ":f:tg':;"v;f;"
(g, external HDDs
i Sl s oy Run reports and e mhars Ingest files into Process files in Process fles in ki
-Ye i — - — s e extract files from  — . — and lica and i i d
appraisal? accession ID Rems” 0 casein .:r:;::gggﬁr;l e Fas&:z:ggml phebibecgivly pltaisepyle et finding aid in AtoM
- Y
No
Create appraisal Rebox selected Place material in
record and assign Archival appraisal report and material in archival physical storage accession-level ’ Generate POF Editievew finding Upload DIF ta
memion D and arrangement *| processing plan ® quality storage *  and update *|finding aid in Atoh || F4"/eview findling |——m aid At
containers accession record
\_/—.\ \-_/-.\
Make material
available for
review
Make material
Bonor wants™ | available for
discards? ®*  pick-up and
arrange pick-up
Yes No
Accession Suiable
prioritized for fr another Yesm T’“"e’ i
processing? epository?, eposiary

Deed of gift
signed?

DALHOUSIE 1818
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Forensic imaging workflow (BitCurator)

Source media

Alternate i
i
¥

Farensic write-blocker (hardwarg] Software write-block

v y

Host system

Imaging software (Guymaager)

AFF packaged image(s) —)[ Bulk processing scripts
A

Alternate i

r ----------1
E01 packaged image(s) I Image capture techMD
e -
|
Scripted metadata export to archival, lihrary standards (EAD, METS)

DALHOUSIE 1818 - ) . . o
UNIVERSITY 2018 Digital forensics tools and methodologies in archival repositories 46



Identify privacy concerns (BitCurator)

Capture and image metadata j
> Log, device info

Faorensically packaged image

Filesystem report, DFXML

Filesystem metadata exiraction (fiwallk)

Fllg == disk block map

Y
Image analysis (filesystam, sensitive info
: bt U ) Bulk Extractor
I___
| . Outputs
Il
Reporting plug-ins (Python / C++_ libharu)p Annotated feature file
Reprocessed by
\ Viewed in
Bulk Exractor GUI
)
Raw reporting data (<ML or document stream)
1
|- PDF Repors: file distribution, sensitive info, hashes, efc.
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Case study: Bill Freedman fonds
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Case study: Bill Freedman fonds

 Overview of the collection
* Digital forensics
* Policy, ethics, and legal context

* Next steps
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Bill Freedman fonds filtered in FTK
Filter  |Descripton _|#offiles |Size

Unfiltered All files in case 26,651,084 3,568 GB

Primary status Duplicate File indicator IS “Primary” 731,417 83.48 GB

Secondary Duplicate File indicator IS 16,569,218 271.5 GB

status “Secondary”

KFF Ignore Match all files where KFF status IS 2,548,119  44.29 GB
“Ignore”

No KFF Ignore Match all files where KFF status IS 24,102,965 3524 GB
NOT “Ignore” + KFF status IS “Not
checked”

Primary status + Match all files where duplicate file 626,351 71.95 GB
No KFF Ignore  indicator IS “Primary” + KFF status
IS NOT “Ignore”

Actual files + Match all disk-bound files where 103,412 61.81 GB
Primary status + duplicate file indicator IS “Primary” +
No KFF Ignore  KFF status IS NOT “Ignore”
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Policy, ethics, and legal context

* Recovery of deleted files if they appear to be archival?
* Decryption of EFS files? Other encryption methods?
» Use of Password Recovery Toolkit?

« Use of registry information, browser history, etc. to
support archival appraisal?

» Modifications to standard deed of gift template?

* Monetary appraisal of born-digital archival material?
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Research challenges and next steps

 Forensics in a networked environment

« Development of digital forensics workflow
* Development of lab manual

 Data transfer / storage protocols

* Finish processing Bill Freedman fonds

* Create forensic images of media identified during
Digital Archives Collection Assessment
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